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Abstract

A decade ago computer networks wer e the province of Fortune 500 company IT
departments. Today anyone @an puchase a $50router andset up a hane network. The
nex decade will see ontinued advancement of wired andwirelessnetworking and
increased convergenceof all eledronic devices.

This paper looks at current trends andexrapdates likdy changes over the next decade.
As eledronics becomes more apalde and cheaper eveythingwill be networked: from
computers to light switches.

Today wired Ethernet is ubiquitous at low cost. WirelessEthernet is also exremely
popuar becuse it facilit ates mohility at the exense of speal andreliahbility. As Wireless
beammes faster andmore seaure it will become the preferred interconnect means for most
apdications.

ZigBeeis poised to facilitate an exparsion d building atomation becauseit eliminates
neeal to hard wired intelli gent devices and can ke implemented a very low cost and
power consumption.
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Home of the Future

Accessto dgita informationis beaming as necessary for modern life a telephore and
eledricity. This paper examines techndogy trends in an effort to predict how residential
networking infrastructure will evolve over the next decale.

Short History of Data Networking

A decale ago Locd Area Networking (LAN) was the province of Fortune 500 1T shops.
Ethernet/IEEE 802.3was popuar but IBM’s Token Ring still commanded alarge market.
Ethernet operated at 10 Mbps and used RG59 coax to daisy chain multi ple computers.
Token Ring used a passve huband spoke physical network at 16 Mbps. The new
EIA/TIA 568 Unshielded Twisted Pair (UTP) structured wiring standards were taking
hod and dtimately revolutionized hav network cabling isinstall ed.

Jump ahea to 2006Fast Ethernet (100Mbps) or Gigabit Ethernet (1,000Mbps) isa
commodity built i nto most computers. EIA/TIA 568 structured wiring is universal.
Ethernet Switches have replacel Hubs eliminating colli sion danains and suppating full
dudex conredion ketween any pair of Ethernet hosts. Switches greatly improve LAN
performance

The various flavors of WirelessEthernet IEEEB02.11, marketed under the WiFi umbrell a,
freedevices from the tyranny of wired networking. WiFi is dower then wired Ethernet
but more then adequate for most purposes. Wifi began at 1 Mbps but is now avail able &
54 Mbps andwork isin processfor much greater speed. After arough start onthe
seaurity front Industry and IEEE devel oped effedive WiFi cryptographic protedionto
proted over the ar transmissons cdled WiFi Proteded Access(WPA).

Interest in small businessand hane networks was primarily driven by explosive growth
of the Internet in the mid nineties with the alvent of the World Wide Web (WWW). The
World Wide Web made the Internet much easier to use. The introduction of Netscgpe's
web browser and search engines such as Digital’s AltaVista made finding and dsplaying
information much more convenient. Suddenly the PC, which urtil that time, had been
used primarily asatoad for locd applicaions and data sharing within aworkgroup,
becane the primary means to oltain information from distant servers viathe Internet.

Internet standards guch as Network AddressTranslation (NAT) and private aldresses
(REC 1918 made it easy to link a LAN to the Internet. Plug and day enhancements and
massmarket avail abili ty of network components means anyone, willi ng to invest alittl e
time to understand besic networking techndogy, is ableto buld an Internet conreded
home network. Truly aremarkable achievement in 10short years.

The new Power over Ethernet (PoE) speafication eliminates need for AC power at each
Ethernet device and fadlitates battery badkup duing power outages. A singe
Uninterruptible Power Supdy (UPS is ableto maintain pover to the entire network
during commercia power outages.




Network speed used to be limited and very expensive. Econamists cdl thisa scarce
resource. Telephany engineas, over the last hundred years, designed incredible systems
tuned to extrad maximum passble carying capacity from limited and expensive
resources. In the 21st Century the situationis much different. Just as the microprocesor
ushered in the era of cheap computer cycles changes in techndogy mean network
performanceis no longer ascace @mmodity but avail able in abundance While moreis
better we ae rapidly approaching the day when network speed is “goodenough” for all
but the most demanding user. The &bili ty to transport datais nolonger alimiting fador.
Letstake aquick look at performance requirements:

Speed Application
0.064 Mbps - DS-0 Toll quality telephone voice (each direction)
0.128 Mbps - MP3 compression near CD quality audio
1.400 Mbps - Raw CD quality audio
1.544 Mbps - T1 (Full-Duplex)
3.000 Mbps - MPEG2 Compressed NTSC standard definition TV
10.000 Mbps - Ethernet (Half or Full duplex)
11.000Mbps - WiFi 802.11b
13.000 Mbps - Transfer 100 MByte file in 1 minute
19.250 Mbps - MPEG2 Compressed HDTV
44.736 Mbps - T3 (Full Duplex)
54.000 Mbps - WiFi 802.11a & 11g
54.000 Mbps - Download SDTV movie in 5 min (3Mbps x 90 min)
100.000 Mbps - Fast Ethernet (Full or Half Duplex)
142.200 Mbps - Raw NTSC SDTV
250.000 Mbps - WiFi 802.11n (in development)
360.000 Mbps - Download HDTV movie in 5 min (20 Mbps x 90 min)
500.000 Mbps - Ultra Wide Band radio (in development)
1000.000 Mbps - Gig Ethernet (Full Duplex)
1056.000 Mbps - PCI 32-bit 33MHz (ignores arbitration overhead HDX)
1244.000 Mbps - OC-24 (Full Duplex)
1485.000 Mbps - Raw HDTV
10000.000 Mbps -10 Gig Ethernet and OC-192 (Full Duplex)

The dhart shows wired Ethernet is more then adequate for just abou any use. Wireless
performancelags Wired so it may be alimiti ng factor. Wirelessis a shared medium and
vulnerable to fadors that reduceoverall speed. Due to the nature of over the ar
communicaion performance of WiFi islimited to abou half peg speed. For example
I[EEE 801.1%5, 54Mbpsisabou equivaent to wired Ethernet operating at about 27 Mbps
HDX.

If we assume the most demanding use of home networks will be watching HDTV video
eadt devicethat renders video needs a cnredion of at least 20 Mbps. Servers and aher
devices that need to simultaneously suppat multi ple streams obviously require afaster
conredion.



Wide AreaNetworks (WAN) are not asfast asthe LAN but there has been impressve
progressover the last few years. Many residential customers are ale to obtain multi-
megabit service Fiber to the Premise (FTTP) promises virtually unlimited First-Mile
Spedl.

Speed, Latency and Jitter

Often overlooked in the quest for speed is the problem of latency. The Internet was
designed for datatraffic that is very tolerant of latency. For exampleif afile transfer or
print jobis delayed a second due to network congestion no o will li kely natice As
padket networks are used to deliver real-time and streaming media latency management is
bewming criticd.

When playing streaming mediait is common pradiceto delay playbadk and capture
incoming datato an elastic buffer. The output of the buffer is used to drive the paybadk
engine. The size of the buffer determines how much latency can be tolerated. Aslong as
the stream is not delayed more then the size of the buffer playbadk is unaffected. This
technique works well for unidiredional flows such as TV andradio bu cannot be used
for telephany.

As the table shows telephony is not very demanding of network datarate. It is however
very sensitive to latency. Telephoreisared timefull dugex exchange. That means
tricks used with undireaional stream flows cannot be used to hide network latency. If
roundtrip time exceed about 250ms (1/4 second) normal conversation kecomes difficult.
Network design must addressboth delivery speed and control latency. Our situationis
much simpler then the Telephany enginee of past. In our case the network, in general,
has plenty of bandwidth. What we neeal is a mechanism to give preferential treament to a
limited amourt of criticd traffic that will never be more then asmall fradion o total.

Latency isalso criticd for multi channel sound.Soundtravels abou afoat per

milli second. A foat off set occurs to the stereo image if one channel of amulti channel
soundsystem is delayed amillisecond. The |EEE Residential Study Groupis
investigating feasibili ty of reducing Ethernet LAN jitter to all ow appli caions, such as
multi ple spedkersto uili ze Ethernet for transport.

File transfer protocols are designed to tolerate erors and request retransmisson o
incorrect data. Streaning protocols do nd have this luxury. If dataisreceved in error,
thereis nat enough time to perform aretransmisson. Overall error rate must be low and
applicaion addressthe dfed of occasiona error.

Quality of Service

Quality of Service (QoS) metrics work onthe premise that some traffic is more valuable
then athers. Currently all traffic onthe Internet is carried as best eff ort. When a packet
arrives at arouter or switch it waitsurtil al previous padets have been forwarded. QoS



mechanisms add a priority field to each padket. As padets arrive the switch or router
evaluates the priority field. Higher priority padets move to the head of the queue.

Thisisasimply mechanism but it brings with it a host of problems. The most important
iswho gets to set priority. Obvioudly it isto the alvantage of eat applicaionto set
priority to the highest possble level. If all applications request the highest priority it is
the same & having no priority the “tragedy the cmmmons.” QoS potentially aff ects
Internet governance and first-mile acess ISPs may use QoS to enhance serviceto
businesspartners and dsadvantage others.

For residential customers LAN latency will not be amajor issue due to avail abili ty of Gig
Ethernet. The WAN interfacewill li kely remain a potential point of congestion requiring
aacessrouter manage and prioriti ze upload traffic and ISPdo same for download.

Security

Wirelessnetworks crede severe seaurity concerns. With awired network an attader
must “physicdly plug” into the network. The situationis much dfferent with Wireless
An attadker locaed hurdreds of fed from the network can easily observe traffic and
potentially injed malicious traffic onto the LAN.

|[EEE 802.11WiFi anticipated this and creaed a seaurity medhanism cdl Wireless
Equivaent Privacy (WEP). Unfortunately WEP was foundto be deeply flawed and has
been replaced with Wik Proteded Access(WPA). WPA provides much better
authenticaion and privacy but is gill i n the ealy stage of deployment.

Ultra Wide Band

An interesting new wirelessdevelopment is Ultra Wideband. Thistechndogy provides
fantasticdly high throughpu over distances of afew meters. At first one may wonder
what value this tedindogy might have? To seeone only has to look at the bad of a stadk
of A/V comporents. UWB has the patential to eliminate inter comporent wiring.

If the tedhndogy works as advertised it will dramaticdly ease configuration of A/V
systems be diminating al but power wiring. Typicd home theaer will consist of number
of AV comporents interconneded by UWB and linked to hane network by wired
Ethernet or WiFi.

Future Proofing

I'm often asked abou future proofing a home network + running fiber etc. The people
asking the question tend to dolinea extrapadlations of what is being done today three
isolated networks: Analog Phore, RF TV, and wired Ethernet. My adviceisthe futureis
extremely difficult to predict. Customers have shown a profoundpreference for mohili ty
and have been willi ng to trade off quality and reliabili ty to get it. The cdlular phore
market is adramatic example.



Thistellsusas WiFi improvesit will li kely become the preferred local network
conredion. Wired Ethernet is by no means going away. But one needs to rethink the
notion d spending severa thousand ddlars wiring residences with separate
POTS/CATV/Datajadks at multi ple locaionsin ead room and expeding those dedsion
to berelevant a mupe of decalesin the future. Where performance is king and mobhili ty
isnot an issue wired Ethernet will remain daminate. However in many locations the
alure of untethered connedivity will carry the day. Asthis paper was being written it
was annourced that for the first time laptop sales exceeaded desktop PC sales.

How will next generation AccessPoint addressthese limitations? New standards will
deliver more hits per secondfrom each Hertz of RF bandwidth. Governments will
discover the value of these unli censed radios and all ocate more RF spedrum increasing
number of channels and/or channel width. Clever vendars will drasticdly reduce Access
Point cost and develop software to fadlit ate rapid roaming between AP's for Voice over
IP. As AccessPoint cost comes down they will be distributed like candy throughou the
home.

As APs beaome ubiquitous they beaome aconvenient deviceto add secondary functions.
In the future aWiFi AccessPoint may include aZigBeeradio to coordinate buil ding
automation, temperature sensor, fire and smoke detedor, room occupancy detedor,
hazardous material detedion, etc. The sky isthe limit.

The best approach to future proofing is to ignore technica detail s or trying to guesswhat
sort of awire® will be needed owver the lifetime of the home. Rather install empty conduits
from central wiring closet to various grategic locations throughou the residence This
approacd provides maximum flexibility at lowest cost. When | built our homein the ealy
198Gs | build awire dase from basement to attic. Twenty-five years later it isfull of
wires | had noideal needed bad then,

Broadband Internet Access

The US FCC defines broadband as Internet accessover 200 kbsin either diredion.
Basically this excludes dialup and ISDN bu everything else qualifies as broadband. Until
afew years ago residential users had to be content with dalup. Demand for better
Internet accesscreated fierce mmpetitionto deliver faster first-mile access at low cost.
Multimegabit accessis now avail able to many househalds for nominal cost. Broadband
aacessof some sort isavailable in al industriali zed courtries for alarge portion d the
popdation.

How much speed is needed will obviously depend on hav the conrectionis used. If
adivity islimited to browsing the web then a megabit or so is more then adequate. If the
neeal isto runapopuar multimediaweb site then much more is neaded. If the desireisto
suppat IPTV HDTV then 20Mbps or so isrequired for each stream.



VolP and multi player game require QoS to minimize latency for these time sensitive
applicaions.

Telephony - POTS vs VoIP vs Cellular

Phore users have dramaticdly shown they are willi ng to trade off cost and reli abili ty for
the benefits of mohility. Many people, espedally younger customers, nolonger even
have awired phore. If we combine the advantage of Voiceover IP with the desire for
mobhili ty we have avery interesting concept, the multifunction Cell ular/WiF handset.
When the phoreisin range of valid WiFi network voice cdl s are transported over the
Internet. When ou of range the Cell ular provider handes the cdl normally. This bimodal
configuration results in a number of significant advantages for everyone.

1. Reduced presaure for additional cdl towers. If homeisin a célular dead zone +
no problem * cdl i stransported over customer's WiFi conredion

2. Reducescellular cepital cost + data can often be transported over the austomer's
network rather then expensive cdl sites.

3. Single phore number regardiessof how cal i stransported. No more work #,
home #, cdl #, etc.

4. Simplified integrated messaging and phae management. Fantastic integration
with Internet applications.

5. Huge boonto corporate customers. Company assgns an employee amobile
phore. When phoreisin range of corporate WiFi network cals are routed
internally = no per minute changes. When cdler is out of range works like
standard cellular phore. If employee telecommutes WiFi is used to conred to the
corporate network over an Internet. Same advanced PBX features asin the office
at low cost. If employee goes to any corporate site cdl can be transported by
internal corporate network. For many employees no need to even provide acostly
wired desk phore.

6. Converged network, nolonger necessary to provide separate phore and cata
network.

Latency isthe Achill es hed of VVolP. The problem faang VolP designersis very diff erent
then the original Telephone engineers. Telephane engineas had to ded with very
expensive low bandwidth channels. That is not the case today, the pipes carrying Internet
traffic have incredible capabili ty, and vaceis only asmall fradion d total traffic. This
allows a simple mechanism to give voicetraffic priority. Identifying high priority voice
padkets all ow routers to give them priority and forward them ahead of other traffic. This
elegant medchanism does raise some difficult isaues. How does one enforce fairness? If all



traffic is marked as high priority then the system bress down. The notion o having
some padkets being more valuable then athers breaks the egalitarian paradyne of the
Internet where dl padkets are treated equally. It also open the doar to ISPs creding tied
services, giving preferred serviceto some packets at the expense of the other.

Television — Analog RF vs Digital RF vs IPTV

Broadcast and Cable TV serviceisresource mnstrained. In the case of Broadcast TV +
by FCC al ocaed VHF/UHF channels, Cableislimited by the capadty of the
transmisson retwork + typically 100- 150channels. This <arcity iswhy Televisionand
Radio have evolved as a one-to-many broadcast network. Given the technology avail able
a thetimeit was not feasible to provide aunique stream to each customer. Massmediais
the massmedia due to techndogy limitations.

Sincethe invention d the printing pressauthors have been dependant on middiemen to
pubish and dstribute their work. Thisled to the aedion of the so-called mainstream
mediathat controls distribution between artist and patron. In many cases middlemen who
control distribution have beacome more powerful then the people whom adually crede the
works being distributed.

The Internet is causing tremendous change in the way artistic works are distributed. Prior
to the Internet the distribution channel between artist and patron was difficult and capital
intensive. The transitionis ongoing with legacy companies desperately attempting to
figure out how to exploit this new mediawithou fundamentally changing their business
model. It will li kely be several more years before technica and businessaspeds lidify.

Thelong term impad on Broadband and hame networking is ill evolving. The media
industry isworking hard to force hardware and software vendors to incorporate Digital
Rights Management (DRM) schemes. If thisis succesful end wsers will have
circumscribed abili ty to use, transport, and store professonally generated content.
Implementation & DRM may require government approval of hardware and software
beforeit can be sold to end-users.

Internet techndogy theoreticadly enables anyone to set upshopasaTV or radio 3station®
and send real-time or non red time programs to customers. Emulating the broadcast one-
to-many model requires atedhnique cdl ed multicast. Thistecdhndogy and businessmodel
is dill being worked ou but it allows asingle wpy of aprogram to be sent to many
customers thus conserving bandwidth and greatly reducing cost.

In the future going to the library means using a computer or TV to retrieve aspedfic
work from a cadalog of potentially milli ons of items. The seleded work is delivered
diredly to the patron's TV or computer. Video on Demand (VoD) makes tremendous
demands on content server farm and the distribution retwork. However: the promiseis
incredible £ retrieve any printed, video, a audio work whenever you want wherever you
are.



The wired hane network can easily meet these technicd challenges. WiFi is gill alittle
short on cgpacity and being a shared medium needs to addressprioriti zing isues to insure
noncritical tasks do nd unddy interfere with high griority tasks. The difficulty iswith
the Wide AreaNetwork (WAN). First-mile accessbandwidth must improve by a oupe
of orders of magnitude to deliver true video ondemand. IPTV convergence diminates the
need for a separate network to dstribute programs. TV isjust ancther padket to the
Internet.

Artistic Expression

The Internet was designed as a transparent end-to-end retwork. As residential conredion
spedl increases it opens the doa to all sorts of exciting passhiliti es well beyond the
nation d Internet as adigital replacanent for legacy Broadcast and Cable TV networks.

Low cost dired per to person communication combined with low cost creative todls will
revolutionize atistic expresson and the relationship between artist and patron. No longer
will artists be dependant on middemen for credion and dstribution.

The future shoud see aburgeoning asortment of niche sites dedicated to every
concevable interest. Regardlessof how unique the broad reach of the Internet means the
siteisaccessble to worldwide popuation d like minded individuals.

Collaboration

The same changes that enhance atistic expressonwill fadlit ate wllaboration.
Community of interest will be driven by group dynamics that have nothing to dowith
geographical locdion.

Collaborationis not necessarily demanding of the network, it all depends of what the
groupisdoing. Editing atext document could probably be dore over dialup, editing a
multimedia production demands tremendous network resources.

Telecommuting

Asjobs beamme ever more information centric the location where the task is performed
beames lessimportant. Many companies have embracel telecommuting. Advancesin
techndogy will make it easier and lesscostly to remote the ®ffice® eavironment to
anywhere the amployee wants to work. High speed First-Mil e accessdelivers the same
user experience aif the enployee was physically in the office Virtual Private Network
(VPN) provides scure remote acessto the @rporate site. Voiceover IP (VolP) enables
the same arporate telephore feaures to be remoted withou need for hardwired circuits
or dedicated facilities.

VPNs face anumber of challenges when used with hane networks. Network Address
Trandation (NAT) is often used to allow asingle ISPassgned |P addressto be shared by



more then ore computer. Unfortunately NAT isvery hostile to IPsec VPN. Most vendars
have implemented numerous NAT work around,but NAT doesimpad the protedion
avail able with IPsec

The most seaure VPN to an employee's locaionisatunne. The VPN client direds al
traffic to the corporate LAN. The down side of this configurationis performance and
privacy. All traffic has be to encrypted and sent to the @rporate LAN whether or not that
isthe ultimate destination. This means even personal traffic, na destined for work,
transits the corporate network. An alternative is a split-tunrel. A Split-tunnel only carries
traffic destined for the wrporate LAN. Everything else uses the locd Internet conredion
asusual. This lvesthe privacy isuue but IT departments are loath to implement split-
tunrel for seaurity reasons. If the enployee's machine is compromised the atadker can
useit torelay diredly to the corporate LAN.

Most residentia broadband acurts are highly asymeriti c; download is much faster then
upload. Thiswas dore for both businessand technicd reasons. Telecommuting tends to
be very demanding of upload performance Documents and databases are downloaded,
modified, and then udoaded. Some ISPhave even gone so far at to prohibit VPNson
residential accourts gating thisis a businessuse® of the accourt.

Media Server

Asour livesrevolve ever more with computers and digital data storing and managing this
vast amourt of data becomes a dhallenge. I'm always smewhat chagrined | can use
Goaogle to find information from millions of web sites faster then afile | created onmy
own computer yesterday.

Who manages this datais still aquestion. Will average users want the responsibili ty of
running their own redundant fil e server and badcing up important data or is this
something they would entrust to athird party? If so what is an attractive price point?

Archiving digital datais a problem being faced by librarians today. Will i nformation
creded today be acessble decales from now when the gplicaion wsed to crede,
modify and view that data ae long obsolete and perhaps the company out of business?

Publishing

Personal web servers are becoming very popuar. Asthe todsto creae original works
improve more and more people will fed compell ed to gubish® what they creae. Much
will be uninteresting + except perhaps to immediate family. But among this grea
outpouring will be hugely important works + that could na have happened withou this
techndogy.

Setting up a hosted server is one option; thisis relatively chegp and easy today. Better
broadband performance all ows the server be moved in hame saving alittle money and
giving the user more and ketter control over it.



As home networks and buil ding automation become more common there will be aneed
to accessthe home remotely. In this case we aereally talking abou pulishing to
ourselves, perhaps only to immediate family members. Remote accessrequires an
aways-on connedion £ no conredion means No aacess It requires a security schemeto
limit whom and to what the remote user has access Thisis espedally difficult becaise
the remote user may be conneding from and urtrustworthy computer + say an Internet
Kiosk.

The other technica challengeis the need to funnel conredivity through asingle portal.
Residential ISPstypically provide asingle IP address This poses a dhall enge for remote
aacessif accessto more then ore omputer is desired.

Building Automation

Engineers and presshave been predicting for years that smart homes were just aroundthe
corner. Commercial buil dings use buil ding automation extensively, primarily for HVAC
Heaing Ventil ating Air Condtion and energy management. There are anumber of

buil ding automation standards however automation typicdly required hardwired
proprietary sensor and controll ers. Because manufadures focused oncommercial and
industrial buildings cost tends to be high.

It isinteresting to compare buil ding automation to computer networking. The dired
approad to bulding did na materiali ze, during this time Ethernet went through several
iterations, as did computers. Suddenly having an isolated computer did na make sense.
Much o what one neaded was located el sewhere. During the time remote accesswas
becoming more valuable the st of implementing a LAN was dramatically reduced. This
resulted in explosive growth of small businessand residential LANs. When | installed a
home LAN in 1998residential LANs were still ararity and ore needed afair amourt of
technicd expertiseto pul al the piecestogether. Some ISPadually prohibited hane
LAN in their contracts. Today almost anyone with more then ore computer can goto a
computer store, pick uparouter and set upasimplewired or wirelessLAN in afew
hous. The same transformation is needed in the buil ding automation market. The axswer
may be ZigBee

ZigBedlEEE 802.3.15s alow power radio technology optimized for sensor command
and control networks. The main advantage of wirelessis install ation cost. Being wireless
al one neal dois purchase adevice and mourt it. No wiring except perhaps plugging it
non-battery powered devices. ZigBee promises multi yea battery life. Being aradio
tedhndogy the same device and protocol can be used in either in either afixed or portable
mode, reducing development cost.

Mesh retworking isnat part of ZigBeebut it will be an important techndogy for
succesgul deployment. Over the ar is aformidable medium. Lots of interference
sources, paential eavesdroppng, low power budgets. Withou mesh the transmitter must
have aclea path the receiver under al condtionsfor reliable mmmunicaion. In amesh
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network rather then having to conned directly to a distant receiver the transmitter only
needs to conrect to the neaest router. The router forwards padkets to the next router, and
so forth urtil they finally arrives at the destination. Reducing distance between sender
and receiver has anumber of benefits. Transmit power is greatly reduced. Impad of noise
sourcesis reduced and routers are ale to route aound nase sources. Reducing power
leads to spatial frequency reuse. Thisincreases overall performance sincethroughpu of
the entire network isimproved. This works much the same acellular network. Individual
cdl do nd interfere with ore anather al owing the same channels to be reused.

Oncethistechndogy matures buil ding automation cost will be grealy reduced.
Numerous $nsors such as occupancy, intrusion, environmenta quality, and energy
management can be install ed for littl e more then the aost of the sensor.

The other critica aspect is a unified software infrastructure dlowing end wser to easily
mix and match devices and software to acaompli sh the desired task. Much devel opment
work is going into creaing robust device models to acawmplish this.

Remote Management

Remote management is ancther arearipe for explosive growth. Setting up and managing
ahome network is getting easier but it is gill asignificant task requiring mastery of
arcane jargon. The difficult businessisaueisto be ableto deliver this ®rvice d aprice
point high enough to be profitable while being low enough to be dtractive to paential
customers.

Backup Power

There is much discusgon abou whether or not the Internet is a necessty. As accessto
digital data becomes ever more tightly integrated with or day-to-day experiencelosing
Internet accessdue to power fail ure becomes very disruptive.

Uninterruptible Power Suppies (UPS have been avail able for years. A UPS consists of a
standby power source, typicdly abattery, an inverter to convert battery voltage to
standard AC power and a power suppy to recharge the battery when commercial power
isrestored. Badkup power needsto be delivered where it is needed. This scondtask has
bemme much easier with the advent of Power over Ethernet (PoE). The same cdle that
transports Ethernet data can also be used to deliver abou 13 Watts to eat endpant. This
makes it much easier to deli ver emergency power, as asingle UPSin the wiring closet is
able to paver the entire network.
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Putting it Together — Future Home Network
Lets pull everything together and identify what is needed for home network of the future.

The first-mile acessprovider isresporsible for installi ng and configuring a Network
Interface Device typically amodem or in the cae of FTTP an Optical Network
Termination (ONT). The austomer side uses a standard UTP Ethernet port to conred to
customer premise equipment (CPE).

The WAN conredionisfeeal to aNAT router. The router manages the Wide Area
Network (WAN) conrection and uses Network AddressTransglation (NAT) to alow an
unlimited number of devicesto share asingle physicd conrection and IP address The
router often provides other services such asfirewall, DMZ, SysLogging and Dynamic
DNS update service and Quality of Service (QoS) upload management.

The Router's LAN port isfed to a multiport Gig Ethernet Switch. The Switch creates the
LAN and all ows Ethernet (10 Mbps) Fast Ethernet (100 Mbps) and Gig Ethernet (1,000
Mbps) NIC to interoperate. The Switch includes Power over Ethernet (PoE) enabling low
power devices (~15W) to be powered drectly from UTP Ethernet cable diminating the
need for dired AC power conredion and allowing a centralized UPSto maintain power
to al criticad devices during power fail ure.
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Network Attached Storage (NAS) isalocal file server. Thisresourceis used to badkup
dataonindvidual PCsand for audio and video media storage.

The Application Server implements various appli cations such as managing multiple
AccessPoints, providing seaure remote accessand converting ZigBeebuilding
automation data into Web based format for use by nonZigBee TCP/IP devices. Thisis
redly acatchall devicefor common services that need to be very reliable and operate
during power fail ure.

AccessPoints convert wired Ethernet to WiFi and ZigBeeradio. AccessPoints are a
logicd placeto incorporate other sensors such as fire and smoke, temperature,
occupancy, and environmental quality.

Non-mobhil e devices with well defined locations benefit from wired Ethernet. Wired
Ethernet isfaster and more reliable then wirelessat the expense of requiring an outlet
wherever it is needed.

Lastly an Uninterruptible Power Supdy (UPS) maintains criticd system operation duing
power failure.

What's Still Needed

QoS through the switch and more aiticdly the NAT router is needed to insure high
priority traffic gets priority. The ISPneedsto suppat QoS so criticd padets are not
delayed as they traverse the ISP network.

Most residential WiFi equipment is built i nto the broadband router. Router locationis
typicdly not the best placeto locate an AccessPoint and multiple AccessPoints are
needed for high reli ability coverage. Centralized AccessPoint coordination all ows rapid
handdf from one AP to ancther and enables intelligent handdf between APs for better
load belancing. Centralized suppat is often used for large install ations: cost and ease of
use neals to improve to kring this to the home market.

Using WiFi to deliver Telephany has great potential but is dill i nitsinfancy. Combining
WiFi and Cell ular benefits both customers and Wirelesscarriers.

ZigBeebuil ding automation and mesh networks are still an emerging technology.
Network Attached Storage (NAS) has been successful in the mmmercial space Network
storage for home network requires low cost robust hardware, easy to use badkup and

management software.

Power over Ethernet has been wil dly successful. However it isarelatively new
tedindogy. It will take awhileto bring a broad range of devices to market.
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Digital Convergence has been discussed for years. The alvent of high-speed First-Mile
Internet accessand capable residential networking provides the infrastructure for
applicaion developers to move forward. Just as the last decale saw the aeation d new
companies and services so shoud the next.

Remote acessto residentia networksis gill ararity. A workable solutionis needed that
all ows remote accessfrom untrustworthy workstations withou the need for additional
software. NAT makes remote acessmore difficult sincetraditional VPN's may
experience private network addresscolli sions. The solution will need to be some sort of
S9_ (TLS) perhapsin conjunction with customer's cdl phoreto provide authenticaion
and remote accesswithou the nead for remote deviceto be ather trustworthy or run
spedal software.

Home entertainment represents a mmplex dynamic between traditional media companies
and the caabili ty of new techndogy. Tedndogy improvements drasticdly reducethe
cost of distribution and undrmine the value of content aggregators. Incumbents have
been reluctant to create new businessmodels that embrace techndogy change, instead are
focused oncrippling it to preserve their legacy businessvalue. The various Digital Rights
Management (DRM) mechanisms propased so far have turned ou to be unworkable and
dramaticdly limit how customers are @leto use lawfully purchased content.

Ultra Wide Band (UWB), orcethe jockeying for positionis addressed, will eliminate the
need to physicdly interconred stackable devices. UWB coupded with plug and day

device software will go along way to make these systems easier to use and banish orce
andfor all timethe wffeetable full of component remotes. Instead of a mwmplex rats nest
of home theaer interconned cabling interconred will be wirelessreducing wiring to a
few power cables.

Lastly we neal expertsto design, install and manage these ammplex systems at aprice
point that makes snse for the Management Company and end wser. No matter how easy
it becomesto install only asmall percentage of customer will be willi ng to invest the
effort to oltain the speciali ze skill s neaded to succesdully install and manage a
residential network.

Closing Thoughts

The future of residential networking and hane aittomationis bright. The Internet and
advances in semiconductor techndogy represent tremendous advancement in persondl
communicaion. Never before has it been so easy to reat ou and touch someone no
matter where they are.
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