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Abstraa

Longterm experience with a small Internet conneded network. Discussissues involved in setting up the

LAN and Internet Gateway, choaosing an Internet Service Provider, and setting up the various network
Services.
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1 Overview

Inmid 1981 set up aSmall LAN. | was darting a ansulting businessand wanted to learn more éout the
issuesinvolved in building and operatingasmall LAN. Until that time my networking experience was
limited to interadions with the corporate Information Technalogy (IT) department.

This paper discusses how to set up asmall LAN, use dial-up networking to conned to the Internet, and set
up a multitude of useful networking services. It is not intended as a competitive product review. Thefield is
constantly changing so any attempt to doso is rapidly outdated. Rather, it discusses how spedfic feaures
were implemented. For up to date reviews of networking hardware and software the reader is direded to
the many publi cations and web articles on the subjed. The products and services described in this paper
represent my choicesto deliver the feaures | needed.

The LAN is Ethernet over Unshielded Twisted Pair (UTP). A permanently connected laptop PC is used as
the Gateway server. Having a dedicated machine improves overall reliability because only the software
needed to operate the network runs on the server. The Gateway conneds to the Internet via adialup 1SP
acount, runs proxy server to share the acount, runs the Firewall to keep the bad guys out, runs atime
server to synchronize the PCs and runs a private web server for internal users. The implementation is not
static it is constantly changing as needs change and new devices hit the market.
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2 Type of Internet Access - The Wires

The most common reason cited for PC purchaseis access to the Internet. Three accesmethods are
avail able to SOHO customers, traditional dial-up modem, Digital Subscriber Line (DSL), a high-speed
service over existing phone wiring, and Cable Modems, a high-speed service over existing Cable TV
wiring.



2.1 Dialup

Dialup accessis avail able to anyone with accessto atelephone line. Dial-up modems work with cdlular
phone, however data rates are significantly lower then wired phone line so it is not commonly used at fixed
locations.

Most ISPs offer ITU V.90 modem suppat. The International Telecommunications Union V.90 standard
replaced previous generation of proprietary 56Flex and X2 modems. | SPs typically connect diredly to
phone company digital trunks. This means only asinge analog to dgital conversionis used, at the
subscriber©s central office This allows the | SP modem to synchronize transmisgon with the digitidine,
enabling the ISP to transmit at up to 56kbps. Current FCC power regulations limit speed to 5Xbps.
Transmission from the subscriber to the ISP is limited to 336kbps becaise the subscriber does not have
accessto digital carrier.

At conned time the modems probe the line to determine noise and attenuation levels. This ststheinitial
connedion speed. During the murse of the cnnedion the modems constantly adjust to varying line
conditions.

Typicd connect speal ranges between 40-48kbs. V.90 is the end of the road for analog modems. The
phone company digitizes the subscriber line & the central office From there the cdl it iscarried asa
64kbps Pulse Code Modulation (PCM) digital signal. This places and upper limit on data of 64kbps, V.90
modems come amazingly close to that limit. Future improvementsin "last mile" speed will be based on
other technologies, such as Digital Subscriber Line (DSL), Cable Modems and Fiber to the home (FTTH).

2.2 xDSL

DSL uses the existing wiring between the subscriber and the phone wmpany central officeto carry high-
speda data without interfering with the existing analog phone circuit. Digital datais carried at frequencies
above those used for the voice dannel. Unlike radio the signals are confined to the wires so signals from
one line do not interfere with other subscribers.

Sped varies by supplier; it ranges from approximately 38kbps to 1,500kbs downstream. Depending on
the servicethe upstream rate may be the same or lower. Most service providers assume asymmetric use;
more datais returned from aweb site then sent to it. DSL is an always-on service, you do not haveto “dia”
the mnnedion, and it is always live. This makes using the Internet on the spur of the moment pradicd
becaise the user does not have to wait the minute or so for the modem to conned.

DSL serviceis offered by traditional phone companies cdled Incumbent Loca Exchange Carriers (ILEC),
Completive Locd Exchange Carriers (ILEC) and by some | SPs.

Even though DSL operates over existing telephone cmompany copper wireit still requires substantial
investment to provide the service. The subscriber needs a DSL modem to convert computer datato DSL
signals. At the central office DSL needsto be mnverted badk into aform suitable for networking.
Equipment is needed to combine and route the signals from DSL subscribersto the Internet.

Not al phone lines are cgable of supparting DSL service Assuming your phone cmmpany locd central
officeis equipped for DSL you will not be digible for serviceif you are too far away from the central
officeor if the phone cmpany uses Digital Loop Carrier (DLC). DL C all ows multiple phane lines to share
asingle cpper pair, reducing wiring cost for the Telco. DSL signals are incompatible with existing DLC
install ation requiring extensive upgrading to DLC to deliver DSL. DSL signals degrade over distance the
exad limit isafunction of speed but typicd distancesire 12,000-18,000 fed.

For the latest information on DSL go to http://www.dslreports.com/.




2.3 Cable Modem

The cdle TV industry isaso being very aggressive delivering high-speed data. Cable is a one-way
medium. TV signals originate & the CATV office, cdled the headend, and are delivered to the cale
subscribers. The cale is partitioned into a number of channels and ead channel carriesa TV signal.
Internet serviceis very different. Instead of a one-way connection from the headend to many subscribers
ead Internet machine cnneds to aremote server, a many-to-many connection. The cale must suppat a
large number of two-way connedions. Asisthe cae with DSL the CATV venders must install much new
equipment. Several TV channels are reserved for data services; this acommodates the downstream path to
the users. The upstream path is more difficult. The CATV vender must replacethe amplifiers used to
distribute the signal with ones cgpable of data transmisgon in both diredions. At the CATV officethese
signals are mnverted from the cable format and routed to the badkbone data network.

Some ealy implementations were unidiredional. The cdle was used for downstream data and a
conventional modem for upstream. This allows the CATV vender to offer high-speed datawhileit is
upgrading its network for bi-diredional data.

The CATV isworkingto standardizethe interfaceso the able modem can be purchased like atypicd dia
up modem today DOCI S Data-Over-Cable InterfaceSpedficaion. Like DSL DOCISis an aways-on
connedion, it is not necessary to “dial” into the Internet. Typicd CATV speeds are 700-10,000kbps.

2.4 Thoughts on Access

DSL and Cable Modems are exciting rew high-speed services that provide ahigh speed always on service
These technologies are in their infancy providers are till | earning how to deliver and optimize them.
Providers are working hard to expand service but DSL and Cable Modem are till not widely avail able.

In the short term most of us will be limited to dalup Internet access Thisis espedally truein rural areas.
AsDSL and Cable Modems deployment expands they open the doar to true high-speed service, Fiber to the
Home. Last-mile Fiber optic connedion will deliver gigabit data rates enabling data, voice, and telephony
to be caried over connedion.

3 Internet Service Providers — Let the Mergers Begin

MCI was our first Internet Service Provider (ISP). Two considerations were paramount, nationwide acces
and a common provider of both long distance telephone service and Internet connedivity. That did not last
long the MCI/WorlCom merger required divesture of their Internet serviceto Cables and Wireless Cables
and Wirelessrecently sold retail Internet accessto Prodigy.

Eadh of these moves involved a domain name change, which of course changes ones e-mail address The
venders provide forwarding from the old addressfor a period of time to ease the transition. | did not want to
have my clients continually update my e-mail address Worse, occasional clients may not be aleto contad
me & all. Changing 1SPs also requires changing log in procedures on the gateway server and laptop.

So it wastime to choaose adifferent ISP, thistime the aiterion was: nationwide accss V.90 Modem pod,
and urmetered service Unmetered service was important as we were bumping into the 150-hour limit of
the arrent plan. We those the same company that was providing our web hosting service INR.Net. They
are alocd ISPthat met our requirements and in addition are extremely responsive to e-mail and phone
suppart issues. They bill diredly to a aedit card number eliminating paper invoices.

3.1 Acceptable Use Policy

I SPs have written palicy that sets limits on how the service may be used. For example, resdlli ng the service
isforbidden. Verify your ISP does not spedficdly prohibit operatinga L AN. Even though the ISP does
not disallow LANs do not exped tedchnicd help from them setting it up either.



3.2 Though ts about ISPs

Consider ISP mail ac@munts throwaways, freee-mail acounts or aregistered danain name ae abetter
choiceif you want a permanent e-mail address The ISPbusinessis very competitive; assume you will see
continuous change and consolidation. If the ISP requires gecial software make sure it works with the rest
of the networking environment.

PerformanceTip - in dial up networking uncheck "Log on to Network." Most ISP use RADIUS
authentication, eliminating Windows network login speeds up the initial connection to the | SP.

PerformanceTip - in dial up networking uncheck "NetBEUI" and "IPX." TCP/IP isthe only protocol
needed to conned to an | SP.

4 Telco -- Getting Connected

| runa onsulting business from a home office, two lines are for non-businessand the third reserved for
businessuse.

The two non-businesslines are configured as a hunt group. If line 1 is busy incoming cdls are
automaticdly sent to line2. Residential servicereps may not be familiar with it because it isa"business
feaure." Line 2 is optioned with cdl waiting, so even if bath lines are busy the cdler does not get a busy
signal. Caller ID isdisabled on the second line. The goal was to trea the two personal use lines as sngle
main number, cdlers always use the main number. This works well for incoming cadls, however outgoing
cdlsarenot as smple. Cdler ID isbound to ead line. We wanted bah lines to return the same Caller ID
information, that of the main line. Unfortunately that is not posshle. The choices for the second line aeto
allow Caller ID on or disableit. Disabling Caller 1D hides the phone number from ordinary users, however
some people block incoming cdls with Caller ID turned off. If Caller ID isleft on people will lean the
second nunber and cdl it directly, defeaing the purpose of the hunt group. Hunting is unidiredional; if
someone cdls the seaond line and it is busy the phone company will not ring the first line.

Thethird lineis used solely for business It is not part of the hunt group used with the other two lines. Since
the businessonly has a single line we wanted to use Telco based answering service Telco answering is
very useful for small single line offices because the cdler gets voicemalil i f the line isbusy. | consider cdl
waiting inappropriate for a businessconnedion. Unfortunately our locd central office does not suppart
voice mail so we must rely on an answering madine. Another posshility isto use cdl forwarding to
automaticdly transfer busy or no answer cdlsto a cdl phone.

The LAN usesdemand dal Internet access When any computer on the LAN neals access to the Internet
the Gateway automaticdly dials the modem to conned. This eliminates the need for ead user to have a
modem and all ows all machinesto share asingle Internet connedion.

The modem is not on adedicated phoneline. Thislealsto problems daring a phone line with a modem.
Picking up a phone disconneds the data connedion and if the phone isin use the computer cannot access
the Internet. | looked for an off the shelf solution to this problem but could not find one. So the Modem
AccessAdapter was designed to solve the problem. This eliminated the need for a dedicated modem line
and provides optimum use of the threelines.

Usage Tip — Call waiting can be disabled at the beginning of the cal, disabling cdl waiting for the duration
of the cdl. The sequencevaries by locde, in our areait is*70. Unfortunately if you send the disable
seguenceto aline not equipped with cdl waiting it isinterpreted a part of the dialed number, resulting in an
incorred connedion. Thisisa problem if the modem uses multiple lines and not al are eguipped with Call
Waiting.

Usage Tip -- Call waiting and hunting may be used together. Call waiting can only be optioned on the last
number in the hunt group.



4.1 Modem Access Adapter

The Gateway Server automaticdly demand dals the ISP. This presents a problem because the modem will
not be ale to conned if the phone lineisin use and conversely someone picking up a phone will disrupt
the modem. We wanted a deviceto search for an idle phone line when the computer needs to accessthe ISP
and to disconned the phones for the duration of the cdl. This maximizesthe dhance of completingthe cdl
whil e reducing overall cost by eliminating the need for a dedicaed modem line.

The modem acaessadapter is apurpose built devicethat is designed to isolate the data cdl from the
extension phones. When the computer attempts to cdl the accessadapter deteds the computer has gone off
hook. The adapter seachesfor anidleline. If it findsan idle line it disconneds the phones and conneds the
li ne to the modem. This prevents phones from interfering with the computer. If all lines are busy the
modem never recaves dial tone and retries the cnnedion attempt later.

The adapter is conneded to the primary personal line axd the businessline. This combination assumes that
during the day when the businessline is needed the modem uses a home phone line. The two home lines
are conneded as a hunt group so when the first lineis busy the cdl i s automaticadly routed to the second. If
the primary home line is busy the data cdl i s placed on the businessline. Thisis most likely to occur after
normal businesshours, when home phone usage is heaviest.

Idedly atelephone mmpany based answering service would augment this arrangement. This would
guaranteethat al businesscdls are answered. Unfortunately our locd phone company does not offer that
service The Modem AccessAdapter was published in the July 22, 1999 issue of EDN asadesignidea
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4.2 Telco Connection Scheme

The drawing shows how the threephone lines and gateway
server are wnneded. Two lines are used for family, and one
line for business The modem accessadapter is placed in series
with the primary family line, and business phone line.

To fadlit ate wiring changes ead telephone outlet runs directly
to the wiring closet. In the wiring closet ead outlet terminates
at atype 66 terminal block. Wires are terminated with a special
punchdown tool that pushes the wire between contads and
automaticdly cutsit to length. This geeads up install ation
because termination does not require aitting, stripping, and
tightening the terminal screw. Cross-conned wires conned
ead phone jad to the proper phone line. To fadlit ate trouble
shoating inside wiring can be completely disconneded from
the Telco. This makesit easy to determine if the problemis
with the phone company or the inside wiring. In addition each
line has atest jadk and a spare phoneis kept in the doset for
troubleshoating.

Wiring supplies can be purchase & eledricd supply houses or
on line & Mike Sandman... Chicago’s Telecom Expert. They
have dl the supplies needed for networking and telephony
wiring.

Wiring Tip -- Clea plastic covers can be used to proted the 66
block terminations.

4.3 Secondary Lightning Protection

The phone ammpany provides lighting protedion as part of the
Network Interface Thisis primarily designed to safeguard the
network. Eledronic devices are somewhat fragile; thisis
espedally the cae with the modem because it has two
connedions, one to the phone line and one to the computer.
This makes modem susceptible to line surges. Adding
seoondary protedion minimizes the risk of damage.

Comm-Omni International manufadures mndary protedors.
The protedor clipsto a66 style split block. In a split block the
four horizontal terminals are split down the middle. The Surge
protedor clips over apair of rows providing a path from left

side to the right hand side. One side terminates to Telco wiring the other to the inside wiring. The protedor
must be cnnected to a good ground. Excessive voltage is shunted to ground proteding the equipment. A
protedor should be used on eadt telephone line and on any lines that go to out buildings.

4.4 Though ts aboutthe Phone Company

All the folks I©ve worked with have been friendly and acammodating. However, the legacy of 100yeas of
monopdy service mmbined with atwisted pair copper physicd plant does not come dose to meeting the
communicaion requirements of aleading edge family or small business. Cost istoo high and bandwidth is
inadequate. Hopefully a single high-speed pipe that delivers data, TV, and telephony will be availablein

the nea the future.



5 LAN -- The Connected Home Biz

The goal wasto allow a cmputer to be used anywhere. Once mnneded the cmputer has accessto ather
computers, the printer, and the Internet. Networking consists of the machine-to-machine connedion cdled
the Locd AreaNetwork (LAN) and software protocols that all ow them to talk to ead other the TCP/IP
stadk. The most common locd areanetwork technologies are Ethernet, commonly used by companies,
Home PhoneL.ine networking, a modified version of Ethernet that runs over ordinary phone lines, and RF
radio LANSs.

5.1 Ethernet

Ethernet IEEE 8023 isthe most common locd network used today it isbased ona CDMA/CA (Collision
Detedion Multi ple Access Colli sion Avoidance) scheme. Think of Ethernet as a telephone party line.
Before speaing you listen to seeif anyone dseistaking. If no oneistaking then you start. It ispossble
that several people will start talking at the sametime. Thisisa @lli sion; ho one @an understand what is
being said. Each sender notices this and stops talking for a while. When the lineisidle they try again. Each
party waits a different amount of time to minimizethe chance of colli ding again. CDMA/CD imposes a
number of design considerations on the network. The minimum packet size must be longer then the end-to-
end propagation delay of the system. This insures the transmitter is gill transmitting when the olli sion
occurs allowing retries to be done by the network layer. Power levels must be set to al ow collision
detedion.

When Ethernet was fist developed is used a fat coax cable with taps clamped to the cdle & prescribed
intervals. Today the most common type of Ethernet uses twisted pair cable, similar to phone wire. This
dramaticaly reduced the st of implementinga LAN.

5.1.1 UTP Unshielded Twisted Pair

AsLANs became pervasive it was discovered that one of the major costs of networking was wiring,
regardlessof the atual network deployed. Wiring has arelatively long lifetime, 5-10 yearsin an office
building. This means that several generations of computers will use the same wiring. The
Teleammunicaions Industry Association set about developing a wiring scheme that was independent of
LAN technology. They creaed five cdegories based on the maximum frequency the wiring needed to
cary. Only two are in widespread use Cat 3 and 5. Category 3 istypicdly used for phone wiring and
Category 5 for 100Mbps Ethernet.

5.1.2 Structured Wiring

EIA/TIA 568 Category 5 unshielded twisted pair is used for LAN wiring. Phone wiring normally uses
Category 3 because the wire and connedors are chegoer. Wiringis “homerun,” eac outlet is a separate
cable runbadk to a central wiring closet

UTP isdesigned for amaximum of 100meters of
length, thisincludes a patch cord from the cmputer to
the wall jadk, 90 meters of wiring (in TIA parlance
cdl horizontal wiring), and ancther patch cord in the
wiring closet to conned fadlity wiring to the hub.
Horizontal wiring isterminated to terminal blocksin
the wiring closet. 66 style blocks can be used however
110style blocks are more common because they are
denser, all owing more terminations for a given
amount of wall space Spedal patch cords are used to
conned the terminal block to the hub.



Terminating horizontal wiring at a punchdown block and then conneding seleded outlets to the hub with a
patch cord makes £nsein acommercial install ation that has a large number of outlets that are constantly
being rearanged. In asmall office or home the situation is different, the number of outletsis rather small
and one can purchase alow cost hub with enoudh ports for all outlets. Hubs are avail able with 16 and 24
ports. Some hubs can be mnneded to ead other (stadked) to increase the number of ports. In ahome
install ation wiring can be terminated dredly to UTP plugsin the wiring closet. Plugs are somewhat more
difficult install then receptades so it is not for the faint of heart but doing so eliminates the cost and space
of the 110 Hocks.

5.1.3 Special Tools
Proper todlingis absolutely essential to produce areli able network.

Tod Purpose
Wire Cutters Cut Cableto length

Cable Stripper Spedal Stripper to remove the outer cable jadket
Punch Todl Terminate 66 and 110 bocks
110Blade Terminate 110 Hocks

66 Hade Terminate 66 Hocks
Crimper Crimps wiresinto Plug
Fish tape Used to snake wire through walls

A goodwiring gudeisthe “Technician’s Handbodk -- Communications Cabling” by James Abruzzino
ISBN 0-9671630-0-5.

Cabling should be tested after install ation; simple testers are in the $100range making them somewhat
expensive for small ingtall ation. Using an ohmmeter will verify end-to-end continuity. This finds many
common errors however it will not find split pairs. Thisis where end-to-end continuity exists but the
pairingisincorred. Thistype of mistake may work with 10Mbps but will fail at 100. The other concernis
excessive untwisted length. When terminating the wire it isimportant to untwist only enough wire to make
the mnnedion and no more.

5.1.4 10Mbps vs. 100Mbps vs. 1Gbps

Initially UTP Ethernet ran at 10 milli on bits per second. Fast Ethernet increased speed to 100 million bits
per second over Category 5 wiring. Today most new install ations use 100Mbs because there is very little
cost difference between 10 and 1@. The newest version, Gigabit Ethernet is 10 time faster then Fast
Ethernet, 1,000Mbps. Work is ongoing to increase speed by another factor of 10. Gigabit Ethernet is
mainly used for corporate backbone networks but as costs fall it will be deployed all the way to the
desktop.

UTP Ethernet is a point-to-point topdogy. Each Ethernet outlet must be mnneded to a hub. The hub
allows devices to talk to ead other, remember the party line analogy. CDMA/CD used by Ethernet places
alimit on how may wire segments and hubs can be used between devices. 10Mbps Ethernet uses the 5-4-3
rule, Maximum of 5 wire segments and 4 hubs between devices, however only 3 dof those hubs can have
devices attached. Because 100Mbps Ethernet is 9 much faster the rules are more stringent, maximum of
two wire segments and two huls betweens devices, and the distance between hubsis limited to 5 meters.
For all intents and purposes 100Mbps g/stems are limited to a single hub.



10Mbps 5-4-3 Rule 100Mbps 2-2-2 Rule

Fast Ethernet runsinto a problem if the user neals to increase the number of portsin aroom. If another hub
isused the topdogy rules are violated. The solution is to use a switching hub as the main hub. Switching
hubsisolate eat port. A port can start transmitting even if others are using the LAN. Switching hib
conned data amming in on a port to asinge outgoing port. This allows multiple mnnedionsto exist at a
time increasing overall bandwidth. If a switching hub is used as the main hub conventional hubs can be
used at eat computer location to increase the number of ports without violating topdogy.

5.2 PhoneLine Networking

The Home Phoneline Network Alli ance has developed a method using existing phone wiring to creae a
1Mbps Ethernet type LAN. This allows computers to be interconneded wherever a phone jad exists. They
are working on a second-generation spedfication to increase speed to 10Mbps.

Home PhoneLine LAN use Ethernet padkets with minor changes to the header. The physical layer
hardware alds the unique header information for transmission and removesit on recegption. This make
HomePNA look like any other Ethernet LAN to the software drivers.

HomePNA equipped computers cannot conned to UTP Ethernet diredly, adevice cdled abridge is needed
to rate match between the two networks and ded with signaling difference. Adapters sich asthe Linksys
Network Bridge can be used to conned a HomePNA LAN to Ethernet

5.3 RF Wireless LANSs

Traditionally, RF has been expensive and provided relatively low bandwidth. RF LAN makes snse where
mobility is more important then speed.

IEEE802.11 isan industry standard 2Vibps Radio LAN designed for use within alarge building. The LAN
can be mnfigured with multiple micro cdlsto increase total bandwidth. IEEEis working on a second
generation of the standard, which will incresse dataratesto 1IMbps. This makes Wireless LAN much
more dtradive.

HomeRF isan Intel led initiative to standardize on alow cost RF solution for home use. It will provide a
low cost mechanism to communicate with relatively low bandwidth devices (1mbps). Theinitial target isa
wirelessphone with data caabili ty.



BlueToath is addressng shortrange (<10meters) personal areanetwork market. The goal isto link multiple
portable devices together. A higher power version extends the range to 100meters. Typical uses of
Bluetocth areto all ows a PC, cdl phone, and, Palm Pil ot to exchange data.

Significant overlap exists between the three @mpeting RF LAN technologies. For the foreseedle future
RF technology is be best where mohility is of paramount importance axd wired LANs with large bandwidth
reguirements.

54 TCP/IP

The LAN uses the Internet Protocol (1P) to conned locd devices. Using the same communication protocol
for the LAN and the Internet simplifies configuration and management of the LAN. IP is the mechanism
used to deliver a padet of datafrom one wmputer to another. TCP stands for Transmission Control
Protocol. IP isan urreliable delivery mechanism it launches padkets to the Internet; they may arrive out of
order and not at all. TCP orders the incoming padkets and requests retransmission of any that are missng.
When applications make aTCP/IP connedion the recaver sees the same data stream that was transmitted.

A simpler protocol UDP/IP User Datagram Protocol is used when end-to-end synchronizaion is not
required. UPP isa mnnedionlessprotocol. The transmitting station simply casts the packets out to the
Internet. Each packet is dedt with individually. UDP is often used with multimedia. If a padket islost it
cannot be retransmitted in time so the recever has to fake the missing information.

5.5 IP Addresses and Names

Eadh device (node) must have aunique aldress Addresses can be assgned, staticdly, automaticaly by
DHCP (Dynamic Host Control Protocol) or automaticdly by the dient when DHCP is not present.
Traditionally the system administrator configured ead devicewith an address Thiswas labor intensive
and error prone. DHCP simplified the task by centrali zing addressassgnment. The down sideisaDHCPis
required to allocate addresses. Recantly DHCP has been extended to all ow automatic configuration if the
host cannot find a DHCP server. In that case the device asignsitself an addressafter failingto find a
DHCP server and determining the addressis not in use. Thisis convenient for small LANs that use IP and
do not have accesto DHCP.

The Internet Assigned Number Authority assigns Internet addresses. That is who assigned the addresses
used by your ISP. IANA allocated threeblocks of private aldresses that are guaranteed not to be used on
the Internet. The private aldreses areided for asmall LAN. Devices on the LAN are asigned from the
pod of private aldresses. When the LAN is conneded to the Internet the gateway uses atechnique cdled
Network AddressTranglation (NAT) to convert the private | P addresses to the single | P addressassgned
by the ISP.

In our implementation DHCP is built into the Wingate proxy server. We use ClassC private aldressesin
the range of 192.1680.x this allows up to 254hosts on the LAN. The IP addressof the Gateway LAN
adapter is gaticdly asdgned as 192168.0.1. The DHCP server then assigns an | P addressto ead client
from the pod of remaining addresses.

5.6 Dotted-Decimal Notation

Internet addresses often expressed as four dedmal numbers separated by aperiod. The 32-bit addressis
divided into four 8-bit fields. Each field has a range of 0-255.
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5.7 Subnetting

IP addresses consist of threeparts, the Network-Prefix, Subnet-Number and the Host Number. The purpose
of Subnettingisto allow IP addresses to be assgned efficiently and simplify the task of routing padets
through the internetwork.

For our purpases all the cmputers on the network must be on the same subnet. For example our network
allows up to 254hosts (computers) the subnet is 255.255.255.0.

5.8 Port Numbers

A single computer may be conneded to multi ple hosts over the Internet. How does the computer know how
to deliver ead padket? For example, whil e writing this paper my mail program is checking e-mail, and I’ m
listening to a Red Audio radio program. Ead IP padket includes a port number. Port numbers are 16 kit
values that range from 0-65,535. For example when you enter a URL into you web browser to accessa
World Wide Web site the browser automaticdly uses port 80. The low port numbers 0-1023are cdled the
well-known ports; they are assigned by IANA when a particular serviceis defined. Software uses that port
to makeinitial contad. After the annection is establi shed the high numbered parts are used.

5.9 Winipcfg

In Windows systems Winipcfg.exe displays the aurrent configuration for ead adapter. Each computer has
a Network card and some have amodem. I n addition to addressand subnet two ather important fields are
Adapter addressand Default Gateway. The alapter addressis the hardware aldressassigned to the physicad
network interface For Ethernet thisisa 48-bit Media Access Controller (MAC) address The Default
Gateway tells I P software where to send padkets that are not on the locd LAN.

5.10 Nameserver - Domain Name Service

Entering long strings of numbers such as 1921680.3 is not very convenient. The Domain Name Service
(DNS) allows aname to be used instead of a number. When you enter a name into your web browser such
as http://www.yahoo.com the browser asks DNSto look up the P number. If locd DNS does not know it
asks other DNS severs until the number isfound. Oncethe system obtains the IP addressit usesthe aldress
to conned to the remote host. DN'S names are intended as a convenience for humans they are not used by
the computers on the Internet. DNS ads as a giant Internet “White Pages.”

The LAN needsasimple DNS server. Basicdly al it hasto doisaccept requests from the LAN and if the
name is not one of the machines on the LAN pass the request to the DNS server operated by the ISP. In our
implementation DNS is built into the Wingate proxy server.

5.11 Network Neighbo rhood

Windows network neighborhood all ows one to browse networked computers. To show up in the
neighborhood each machine must be anfigured for file and print sharing, even if devices are not being
adively shared. The neighborhoodis grouped by workgroupnames, in asmall LAN al madinestypically
belong to a single workgroup, like HomeLL AN. At least one machine in ead workgroup must be cnfigured
as the Browse Master. Idedly thisis a machine that isleft on all the time. Browse Mastership is negotiated
at power up; in general it isagoodideato disable the Brows Master on the dient machines. If the
browsmaster isrunning on a dient, the network neighborhood kecomes temporally unavailable when the
client isturned dff, until the remaining macines reabitrate browsmaster ownership.

Seaurity Tip — File and print sharing is a much-debated topic. By default file and print sharingis configured

to be accesbleto all interfaces. Sharing should be disabled on the interfaceused to connect to the Internet,
if thisisamodem go to Networking on the Windows control panel find the entry that starts TCP/IP -
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>Dialup Adapter, go to Bindings and uncheck “File and Printer sharing for Microsoft Networks.”
Uncheding this feature prevents access to shares by anyone on the Internet whil e still all owing access
from the LAN.

Configuration Tip — Forcethe Gateway server to always be the Brows Master. This guarantees Network
Neighbor is always avail able. Go to File and Print sharing in Network control panel. Open the Advanced
tab, highlight Browse Master and change the Value to Enabled. Set it to dsable on ead client.

5.12 Implementation

The LAN was wired using Category 5 wiring. Currently the hub is 10BaseT. At the time of install ation
there was a significant cost difference between 10 and 10Mbps hubs. Costs are falling rapidly. For new
installationsa 10/100 hub is preferred, with clients using 10/100T X network cards. This allows both 10
and 10Mbps computers use the LAN. The hub daes rate matching when different speed hosts exchange
data

6 Sharing a Single Internet Connection

The LAN cannot simply be “plugged in” to the Internet. On asmall LAN all hosts communicate by
broadcasting information to al other hosts. This works well on small systems but will overwhelm large
systems. Routers are used to keep traffic on diff erent network segments separate. They monitor packet
traffic and only transfer padkets bound between segments. This all ows multi ple segments to communicae
whil e keegping locd traffic local.

The LAN private aldresses must be wnverted to the single |P addressassgned by the ISP. Thisis cdled
Network AddressTrandation (NAT). This all ows multiple computersto use asingle | SP accourt.

Hardware gpliances or software running on a PC can perform web access We use adedicated Pentium
laptop PC, running Windows 98 Second Edition as the gateway. A laptop was chosen for its low power

consumption and small size. Wingate was chosen to perform Internet Gateway functions and ather low

level IP (DHCP and DNS).

6.1 NAT and Proxy service

Wingate is a proxy server, ading on behalf of the user. When a proxy is used appli cations do not accessthe
Internet diredly, instead they passthe request to the proxy, the proxy in turn examines the padket to
determine if it should be dlowed to pass If the padket is acceptableit is modified with the proxy asthe
source aldress When aresponseisreturned it is examined, and if all owed, the aldressis changed badk to
the original addressand forwarded to the requesting device Proxies are valuable becaise they completely
hide the LAN from the Internet. Internet hosts only seethe proxy; al requests appea to originate from the
single proxy computer. Because dl requests go through the proxy multi ple PCs can share asingle Internet
connedion. The proxy maintains the bodkkeeping to ke tradk of where eat padet originated from so
responses can be returned to the proper computer. The downside is that Internet appli caions must be proxy
aware. Each application Browser, Red Audio, etcetera must be setup so it knows how to accessthe proxy;
thisinvolves stting the proxy server name and pat number for ead service

Configuration Tip: -- Use the Computer Name from network setup as the name of the proxy server. In
Control Panel go to Network, and then click the Identification tab to get the mwmputer name. In the past |
used the name Wingate, sincethe Proxy isaso a DNS server it knows how to resolve the name Wingate.
However, Windows 98 changed name resolution so that not longer works.

To simplify client configuration Wingate version 3 includes Windsock Rediredor Protocol (WRD). This
eliminates the need for Proxy aware gplicaion. Thisisespedally important for games that tend to assume
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dired dialup access WRP runs on ead computer and automaticdly redireas TCP/IP requests to the
Wingate Server.

6.2 Demand Dialer

When any computer on the LAN requests aresourcethat is not locd the demand daer automaticadly
conneds to the | SP. When the connedion has been idle for awhile it is automaticaly terminated.

7 Firewall and Intrusion Detection -- Keep the Bad Guys Out

Being conneded to the Internet is adouble edge sword. Y our computer can communicate with milli ons of
other hosts. At the same time asmall percentage of those milli ons of hosts are interested in dang mischief
on your system. The problem is most serious with permanent connedions such as DSL and Cable Modems,
but even dialup users are expased to attadk. The Proxy (Wingate) effedively hides the cmputers on your
network, except the one diredly conneded to the Internet. The security of your entire network is
determined by how well proteded this machineis.

File and print sharing should be disabled on the interfaceused to conned to the Internet. Y ou should not
accessunknown web sites or runamail client on the Gateway machine. This minimizes the risksa Trojan
virus being seaetly installed on the Gateway. Hacking exploits often involve searches for machines
compromised by Trojan software. The latest security fixes should beinstalled on all machines. One
Windows platforms the Windows Update feature is very convenient. Clicking on Update take you to the
Microsoft site, it chedks machine mnfiguration and displays alist of recmmends updates. These ae
downloaded and install ed with a few mouse dicks.

A dialup user can exped to be port scanned every couple of days. For DSL or Cable modem usersthis
happens multi ple times per day. The port scan islike athief chedking to seeif your doars are locked. In
general the person scanning your computer is not looking at you spedficdly. They want to find a machine
to compromise to hide their identify whil e atading another computer. If your computer is used in this
manner it looks asif the dtach came from your machine.

Toincreease seaurity a Firewall isinserted between the Internet and your computer. The firewall | ooks at
ead padket to determineif it should be dlowed to pass A firewall can be aphysical device or software
running on the gateway machine. A SOHO site is pretty easy to seaure since dl traffic originates from
inside, any traffic originating from an external host isrejeded. This assumes you are not running a public
web server on your network. In most cases using a web-hosting serviceis a better choicethen running your
own public web server.

Firewall s provide Intrusion Detedion. For better or worse you get to see d the accesattempts. | chose a
new product Bladkl CE Defender. Thisis bill ed as a persona firewall. Normally configuring a Firewall
involves stting yp a number of rules. Thisis done aitomaticdly in BladICE by seleding the level of
paranoia. In addition to the security setting it looks for attadk signatures. Thisis analogousto aVirus
scanner; it looks for suspicious adivity and blocks accessfrom that host.

Several sites offer freeservices that perform port scansto determine vulnerability. Secure-Me &
DSLReport Demo Scan at HackerWacker and Shields Up at Gibson Reseach run a series of teststo see
which ports are open.

No seaurity measure is able to guaranteethat you will not be compromised but these steps go along way to
hardening your site, reducing the odds.

I nstallation Tip: -- The default configuration for BladlCE Defender isto monitor all network ports. It
needsto be anfigured to ignore your LAN interface The Bladl CE knowledge base aticle describes how
to set this up KB:q000023 .
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Usage Tip: -- The aurrent version of BladklCE misinterprets sosme normal adivity as an attadk. The most
common cause is Tracet or other Internet TraceRoute programs. These atacks will appear to be coming
from your LAN so they are eay to identify.

8 Debug -- When Things Go Wrong

Unfortunately networks occasionally fail. When a system failure occursit is often difficult to determine the
underlying cause. Luckily, Windows includes a number of built in diagnostic toals.

Test Result
Ping by IP address Two machines can successfully conned

Ping by Name DNS isworking, Two macines can conned
WinlPcfg Network adapter settings
Net View DOS version of Network Neighborhood
Netstat -a Active Ports

Tracert or Visual Route Host to host path
Modem Test Modem venders <If test

8.1 PING

Pingisa command line utility to determine if aremote machineisreadable. The host is pedfied by either
IP addressor domain name. Ping wses the Internet Control Message Protocol (ICMP) to determine round
trip time to the remote host. In the first example we Ping the gateway on the locd LAN by its IP address

In the seaond case we Ping a public web server on the Internet by its domain name. Notice that domain
lookup functions corredly, the name is trandlated to the server |P address but Pingitself failed. Thisis
becaise ICMP is not propagated through the firewall. Performing Ping from the gateway returns corred
round trip times because it does not go through the proxy.

Example 1: Ping to local host by I P address
Pinging 192.168.0.1 with 32 bytes of data:

Reply from 192.168.0.1: bytes=32 time=2ms TTL=128
Reply from 192.168.0.1: bytes=32 time=1ms TTL=128
Reply from 192.168.0.1: bytes=32 time=1ms TTL=128
Reply from 192.168.0.1: bytes=32 time=1ms TTL=128

Ping statistics for 192.168.0.1.:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli - seconds:
Minimum = 1ms, Maximum = 2ms, Averag e= 1ms

Example 2: Ping to remote host by DNS Name.
Pinging tschmidt.com [198.77.209.186] with 32 bytes of data:
Destination host unreachable.
Destination host unreachable.

Destination host unreachable.
Destination host unreachable.

Ping statistics f or 198.77.209.186:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
Approximate round trip times in milli - seconds:
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Minimum = O0ms, Maximum = 0ms, Average = Oms

8.2 Net

Net is a command line utility to display information about Windows
networking  and workgroup

NET CONFIG
NET DIAG

NET HELP
NET INIT

NET LOGOFF
NET LOGON
NET PASSWORD
NET PRINT

NET START

NET STOP

NET TIME

NET USE

NET VER

NET VIEW

NET ?

8.3 Netstat

Displays your current workgroup settings.

Runs the Microsoft Network Diagnostics program to display
diagnostic information about your network.

This list

Loads protocol and network - adapter drivers wit hout
binding them to Protocol Manager.

Breaks the connection between your computer and the
shared resources to which it is connected.

Identifies you as a member of a workgroup.

Changes your logon password.

Displays information about print queues and controls

print jobs.

Starts services.

Stops services.

Displays the time on or synchronizes your computer's

clock with the clock on a Microsoft WfW, Windows NT,
Windows 95, or NetWar e time server.

Connects to or disconnects from a shared resource or
displays information about connections.

Displays the type and version number of the workgroup
redirector you are using.

Displays a list of computers that share resources or a
list of shared resources on a specific computer.

This list

Netstat isa command line utility to display protocol statistics and current TCP/IP network connedions.

NETSTAT - a
NETSTAT - e

NETSTAT - help
NETSTAT - n

NETSTAT - p proto

NETSTAT -r
NETSTAT -s

interval

NETSTAT ?

Displays all connections and listening ports.
Displays Ethernet statistics. This may be combined

with the - s option.

This list.

Displays addresses and port numbers in numerical

form.

Shows connections for the protocol specified by

proto; proto ma y be TCP or UDP. If used with the -S
option to display per - protocol statistics, proto may

be TCP, UDP, or IP.

Displays the routing table.

Displays per - protocol statistics. By default,

statistics are shown for TCP, UDP and IP; the -p
option may be used to specify a subset of the

default.

Redisplays selected statistics, pausing interval

seconds between each display. Press CTRL+C to stop
redisplaying statistics. If omitted, netstat will

print the current configuration inf ormation once.
This list
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8.4 WinlPcfg

WinlPcfg is a Windows utility that displays how each communication adapter is configured. The most
important fields are the | P addresses and subnet mask. The subnet mask must be the same for all hosts on
the LAN.

8.5 Trace Route

Trace Route uses Internet Control Message Protocol (ICMP) to find ead hop between the user and the
remote host, and the delay to each hop. Thisis very useful to determine the underlying cause of slow or
unavail able hosts. TraceRoute usesthe Time To Live (TTL) field to cause the ICMP padket to be rejeded
becaise it has gone through too many hops. When this occurs the host informs the sender that the packet
has expired. Traceroute uses thisinformation to built a path map and list response time to eac hop
between the source and destination.

The Windows version of TraceRoute is TRACERT.EXE a ommand line utility. VisualRoute provides the
same information as tracet in agraphicd format. In addition it performsa WHOIS lookup to determine
where the site islocaed and who ownsit. Thisinformation is then displayed on a map to show overall
routing.

9 Browsing -- Wild Wild Web
All PCsuse Microsoft IE5. The browsers are equipped with 128bit encryption for added seaurity.

10 E-Mail -- Mall at the Speed of Light

E-mail servicesfall into threebroad caegories; ISP accourt, browser based freemail, and your own mail
server. | SPstypicdly offer one or more mail acounts. Thisis convenient but ties your e-mail addressto
your 1SP. Change I SP and your e-mail addresses changes. Freemail serviceslike Y ahoo and HotMail are
advertising supparted. They decouple your e-mail acount from your ISP. Free acounts make sense for
personal use. Even though they are alvertising supparted the advertising is not overly intrusive. If you have
registered adomain name your mail i s addressed to you@yourdomain.com. If you change the hosting
serviceyou simply transfer you domain to the new provider. They change DNS lookup and no one will
noticethe change.

Initially we intended to setup an internal mail server. The web hosting service dumps all mail for the
domaininto asingle acount. The mail server retrievesincoming mail, examines the name and sortsit into
the proper mail box. This eliminates the hasde and cost of having the | SP manage acount adds and deletes.
We have not set this up yet because the personal freemail serviceis working well for family members. It
has the alvantage that any computer can be used to chedk mail it does not require amail client or that the
computer even be on the LAN, just that is has Internet access. The domain mail acount is reserved for
businesspurposes.

10.1 ABC'’s of Internet Mail

FreeE-mail ac@unts use the browser eliminating the need to install spedal software. Heavy e-mail users
typicdly use and E-mail program, such as Microsoft Outlook.

Internet mail has a sending component, SMTP, and incoming part cdled POP. When you compaose and
send e-mail your mail program connedsto the SMTP (Simple Mail Transport Protocol) mail server. The
SMTP server ads as arelay between your e-mail reader and the Internet. Incoming mail is delivered to the
POP server, (Post Office Protocol) maintained by the I SP. It works much as a post officebox. Asmail is
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receved it istemporally stored in your mailbox until you have a tanceto retrieve it. The email program
conneds to the POP sever and downloads the mail. Normally it automaticaly deletes mail onceit is
transferred but this can be overridden so mail remains on the server.

Seaurity Tip: -- Hackers use e-mail to spreal viruses and worms. A good grecaition to not open mail
attachments unlessyou know the sender.

Seaurity Tip: -- The gorementioned warning hes been issued many times. What islesswell known is that
simply reading e-mail can infect your system. ActiveX controls or VB scripting can be embedded in the
body of a mail messages. Reading the message adivatesthe virus.

Seaurity Tip: -- Spamisahbig problem. Many ISP’ srestrict SMTP accessto customers only. This meansiif
you have multiple I1SPs or adomain hosting service you may not be ale to use aparticular SMTP server.
Thisisaminor inconvenience sinceany SMTP server can be used to relay outbound mail .

11 Fax — E-mail on Paper

Originally we did not want to use fax, preferring to interad with clients viae-mail. We found it is very
difficult to get away from fax completely so we sought a solution that did not require a%eal® Fax machine.

For incoming fax we use the eFax.com fax service Basic serviceisfreg if you want alocd or 800 number
they charge amonthly fee Each customer is assgned a unique phone number; in our case 520-223-4815.
When afax comesinit is converted to afile and e-mail ed to the subscriber. On the subscriber’s machine
spedal eFax software readsthe dtadhment. The @tachment can be saved and imported by other programs.

To send afax we use Phone Tod s that Dell bundles with its PCs. This allows dired faxing of eledronic
documents or scanned hard copy.

This works well for the limited number of faxes we use.

12 Newsgroups -- All the News Ready or Not

Most ISPs carry USENET news groups. USENET gives you accessto orgoing discussions on awide verity
of topics. There ae an incredible number of groups to choose from, our ISP carries 44,000 news groups.
Most groups have aFAQ that describes what the group is about to limit off topic posts. Each group is
interested in a spedfic topic; members are usually very vocal in discouraging off topic posts. Newsgroups
are avaluable source of information. Given the incredible number of usersit islikely that someone will be
ableto provide an answer to your question.

We use Outlet Expressas the newsreader. Outlook must be mnfigured to use the Wingate proxy or the
Wingate WRP to accessthe news srver.

13 Audio -- Tunes from Around the world

Using the Internet to deliver streaming audio or video is hampered by the low data rates avail able to dal up
user. To overcome this limitation multimediais heavily compressed. Two compressed audio format are
commonly used on the Internet Red Audio and MP3.

13.1 Real Audio

Red Audio isthe most popular format for streaming audio and video. The basic dient player isfree The
player must be mnfigured to use the proxy or Wingate WRP software must be loaded on the dient.
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Red Audio multimedia mmpresses the stream so that is can be delivered in red time over adialup
connedion. Many web sites use red audio to deliver multimedia and many radio stations provide live
feals over the Internet. Broadcast.com and BroadcastM usic.com are two sites that serve as portalsto music
SOUICES.

13.2 MP3

Higher quality audio is avail able using the MPEG M P3 compressgon format. This provides near CD-quality
sound at approximately 1/10 the data rate. Typicd MP3 content is deliversat 110-125kbps. That is 2-3
times faster then V.90 modem so it cannot be delivered in real time. The red audio G2 player includes MP3
playback suppart but web audio aficionados prefer the WinAmp player.

14 Atomic Time -- Setting Your Watch on the Internet

The Internet all ows access to acarrate time standards. This eliminates the problem of drifting and
inacarrate computer clocks. We use aprogram cdled Tardis 200Q The software runs on the server and
monitors for adive dialup. When the server is online Tardis periodicdly polls one of several timeservers. In
the US the National |nstitute Standards and Test (NIST) maintain a number of public timeservers. It uses
thisinformation to set the Real Time Clock (RTC) on the gateway server. Included in Tardisis a Network
Time Protocol (NTP) timeserver that periodicdly broadcasts time over the LAN. A companion program,
K9, runson each client. It updates the locd RTC to match the time on the server. Thisinsures all computers
are daved to the server and the server is synchronized to dfficial time when the systemisonline.

NIST Network Time Service use multi ple stratum-1 timeserverslocated in Boulder Colorado,
Gaithersburg, Maryland (Washington, D.C. areg) and Redmond Washington. Tardis ould be mnfigured
for eath of the addresses. If a server is not working Tardis automaticaly gets time information from the
next server in thelist.

Thetimeservers are extremely acarate, however accessing the server viathe Internet adds sveral hundred
mill iseconds of round trip delay. That is not a problem for our purposes.

Seaurity Note: Tardis 2000 defaultsto time broadcasts on all avail able interfaces. This should be changed
to usejust the LAN connedion, typicaly 192168.0.255. 255 is the broadcast address If thisis not done
ead time broadcast is ent out over al portsincluding the one cnneded to the Internet. Thiswill prevent
the dialup connedion from timing out and probably annoy your 1SP.

Configuration Tip: Limit how often Tardis connedsto the Internet Time server, this reduces unnecessary
load on the public timeservers. We set Tardis to poll once every 2 hours when online.

15 Printing — Data to Paper

Network printing all ows any computer on the network to accessthe printer. Printers can be shared by using
anetwork realy printer, an external print server, or Windows print sharing.

The printer is Etup to use Microsoft pee-to-pee printer sharing. This allows a printer to be shared by all
Windows machines. The printer is conneded to the Gateway server parallel port. Each client machineis
configured for network printing. In general this has been acceptable but a number of shortcomings have

cometo light.

Not able to observe print status on clients

Cannot abort in processprint job

Sending simultaneous jobs from different PCs occasionally cause print failure
Activating the dialer occasionally aborts print jobs
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We sought to overcome these limitations with an external print server. The print server was conneded
between the printer and the LAN, eliminating dependences on the gateway server. Print server
configuration was done with a PC browser. Any PC could look at the print queue and paper status.
However, we could not make the server work. It turns out many low cost printers use GDI (Graphics Data
Interfacg. A GDI printer offloads print rendering to the PC, unfortunately this predudes the use of a print
Server.

For the short term the printer stays conneded to the Gateway. When it is replaced it will be by a network
printer.

16 Scanning -- Paper to Data

A flat bed scanner was added recently. This all ows any document or photograph to be converted to an
image file. These fil es can be faxed or incorporated into ather documents. Text documents can be
processed by Opticd Charader Reaognition (OCR) software to convert the graphics images to text that can
be understood hy text editors. The scanner isan Umax 2200it uses USB to conned to the computer.

The scanner a'so functions as a poar mans copying machine. Scanned images can be sent diredly to the
printer.

17 File Sharing --Sharing Your Stuff

One of the benefits of having a network isthe eae with which files can be transferred between machines.
The Gateway is used as a software repository. Applications, patches and drivers arein a shared dredory.
This makesit convenient to accessthese fil e when building a new system or performing an upgrade.

Windows makes conneding to remote drives easy. The user can conned to aremote drive as needed or
Windows can automatically conned at boat time. Mapped drives show up as additional drive letters.

Seaurity Tip: having machines automaticaly conned to the shared driveisa potential security risk. Some
of the most dangerous viruses look for shared drives. If they find a shared drive they can wres havoc on it
not just the machine the virusison.

18 Off Line Backup — Preventing Murphy’s Law

Thereis nor substitute for off line badup. If your data consists of afew e-mails and self creaed dacuments
afew floppeswill suffice To badup more data requires tape or a Zip Disk.

| chose Zip Disk because it functions as either a badup medium or as alarge floppy. Zip Drivescomein
100M egabyte and 250M egabyte versions. | chose the 100MB because it is the most common. |
underestimated the size of backup data. User data on the office machine is approximately 1Gigibyte
requiring 10 Zip disks. Next time I'll pick alarger badkup device

19 Virus Protection -- More Keeping the Bad Guys Out

A sad faa of lifeisthat asignificant number of talented individual s take delight in wreaking havoc on the
systems of people they do not know. Running an anti virus program goes along way to reducing that risk.

We use McdaeeVirusScan. Thisis configured to verify e-mail and downloads in addition to fil es on the

hard disk. Automatic update is not proxy aware preventing its use on the LAN. The workaround requires
we periodicadly ched the Mcafeedownload page.
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It isunnecessary to run the anti virus program on the gateway since unknown software is never downl oaded
and it is not running amail client.

20 Telecommuting -- Staying Connected on the Road

Windows networking makesit difficult to use aPC in different locaions. Much network configuration is
static, non-discoverable, and sprinkled through out the system. Initially we used a program cdled
NetSwitcher to change cnfigurations between LAN and dalup use. NetSwitcher works by editing network
setting in the Windows Registry. It works well enough within its design scope but does not provide a
medhanism to modify Outlook Mail, Red Audio, PointCast, or other Internet based applicaion. Thisisa
problem because these gpli cations require unique wnfiguration to work through a proxy. When used on
the road the proxy is not available requiring changes to these gpli cations before they can be used.

Wingate version 3 includes a Windsock Rediredor Protocol (WRP) cdled the Wingate Internet Client.
This lves the problem when transiti oning between a Wingate proxy LAN and a dialup connedion.
Applicaions do not have to be configured to use the proxy. When WRP isturned on it automaticdly routes
all external requests through the proxy. To move between locaions WRP isturned on or off.

This does not addressthe requirement of corporate users that want to use the same machine for dialup on
theroad, at home on aLAN, and at work on the crporate LAN. Corporate LANSs requires diff erent settings
then the home LAN. NetSwitcher could be used but it is not a cmplete solution becaise it cannot
reconfigure dl network appli cations. Some rporate networks use ascript to configure the browser. The
browser pointsto a URL where the script is gored this automaticaly configure the browser but it does help
with other programs.

What is needed is a discovery medhanism so the computer can set network parameters automaticaly. As
small networks become more prevalent thisissue will be resolved. In the future systems will be much
easier to use in multi ple locations.

Mail Tip— If you use adesktop and alaptop computer configure the mail reader on the laptop to leave mail
on the POP server. Thisallowsit to be read by both the laptop and desktop system.

21 Private Web Server — Your own miniweb

The home page of eat browser pointsto the web server running on the gateway machine. This allows
relevant information to be posted on the web server and shared with all systems onthe LAN. The goal isto
use the server to distribute live information, weaher data, seaurity status, etcetera. Currently the server is
limited to static pages. The server isfreeware cdled Xitami from iMatrix. Originally we used Microsoft
PWS but ran into a problem because it binds itself to all network interfaces, this meansit isaccessble from
the locd network AND the Internet. Xitami is configured to only use the LAN adapter, preventing access
from the Internet

Shared software is placel on the web server to ssimplify distribution. This has not turned ou to be & useful
as expeded. It ismore mnvenient to access ®ftware a dared fil es then via the browser. Programs can be
installed diredly from a shared fil e whereas when using the browser they must downloaded to the locd
system. The solution was smple files are placed in a shared subdirecory on the web server. This alows
filesto be accesd by the browser or as aremote drive.

HTML pages can be aeaed at alow level using atext editor or with software spedficdly designed for web
creaion such as Microsoft FrontPage.

Seaurity Note: Make sure the web server can only be accesed from the LAN to prevent unauthorized
accessfrom the Internet.
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22 Web Hosting -- Your Presence on the Web

Using aweb hosting service dlows a small businessto maintain a 24/7web presence regardlessof how the
officeis conneded to the Internet. The service provider maintains the servers and provides high-speed
Internet access. We use the same ampany for both web hosting and dial up accesshttp://www.inr.net. A
semndary benefit of outsourcing the public server isthe LAN does not have to allow acaessfrom Internet
hosts, dramaticadly easing the task of seauring the LAN.

Many |SPs all ow customers to set up public web servers. You are assgned a name that looks omething
like http://www.| SP.net/~yourbiz. This uses the domain name of the I SP as the starting point for your web
site.

HTML pages can be aeaed at alow level using atext editor or with software spedficdly designed for web
creaion such as Microsoft FrontPage. The pages are aeaed dff line on a development server then
uploaded to the production site.

23 YourDomain.com — Your Name on the Web

Registering a domain name helps to identify your business and prevents changesin ISP or hosting service
providers from affeding your customers. Onceyou have aregistered domain name it can be transfered to a
different service provider without impading your public persona.

23.1 Naming Convention

In the DNS sedion we discussed how domain names map to |P addresses. They provide afriendly handle
to accessa particular site. Domain names are hierarchal, the highest level is cdled the top-level domain
(TLD) these aethe .COM, .EDU, ORG. .MIL and .GOV of the world. Asthe Internet expanded ead
country was assigned a unique domain. For example the TLD for the United Kingdom is .UK. Within ead
domain various agencies are responsible for name asignment. This has been the source of much
controversy in recent yeas but need not concern us here. The role of the agency isto insure eat domain
name is unique within atop-level domain. For example in our case the &chmidt® domain was alrealy
assgned so we picked tschmidt.com. Sometimes a cmmpany adds additional sub domains such as
www.tschmidt.com for web access mail.tschmidt.com for mail etc. The hierarchy is evaluated from right
to left. The right most nameisthe TLD.

23.2 Registering Your Domain Name

Thefirst choiceisto dedde which TLD is most appropriate for your business Y ou can register the same
name in multiple TLDs thisis typicdly done when a cmpany has a val uable tradename.

Hosting companies typicdly provide aitomated tools to register and setup a domain. They coordinate with
InterNIC or other registration agencies. The registrar database is examined to insure the new nameis
unique within the TLD. The new name is assigned provisionally in case it has recantly been allocated from
another registrar. The | SP updates their DN'S name server database to trand ate the domain nameto the IP
addressof your web server. This can be aserver shared with ather businesses or you can coll ocate your
own equipment at the ISP site. Thisis a business dedsion that depends traffic volume and the type of site
you intent to set up. Obviously an e-commercesite driven by a cdalog database with credit card
authorization is much more demanding then a simple static web presence

InterNIC has atwo-yea initial registration, after that it must be renewed every yea or the name lapses.

Oncethe registration processis complete you nedl to creae the web site itself. Sitesrange from simple
ones that provide static information to complex database driven e-commerce The hosting service provides
alog file of everyone that visited the site and what pagesthat ook at. Thisdata can be analyzed doff lineto
understand how customers navigate your site.
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The hosting servicewill also provide email service E-mail is gructured as username@domain. TLD.
23.3 WHOIS record for Tschmidt.com

Registrant:

Schmidt Consulting ( TSCHMIDF DOM
95 Melendy Roa d
Milford, NH 03055
us

Domain Name: TSCHMIDT.COM

Administrative Contact:
Administrative Services ( AS935- ORG admin@TSCHMIDT.COM
(603) 673 -5804
Technical Contact, Zone Contact:
Network Operations Center ( NO153 ORG noc@INR.NET
603. 880.8120
Fax- 603.880.8783
Billing Contact:
Administrative Serv ices ( AS935- ORG admin@TSCHMIDT.COM
(603) 673 -5804

Record last updated on 04 - Nov- 1998.
Record created on 04 - Nov- 1998.
Database last updated on 5 -Jan- 2000 13:08 :31 EST.

Domain servers in listed order:

NS1.INR.NET 198.77.208.2
NS2.INR.NET 216.64.64.2

Thisisagoodexample of an outsourced web host. Administrative and Bill ing contads refer to the
company registering the name. The Technicd Contad is the hosting service that own responsibility for
trandating host namesto |P addresses. Noticethere ae two name servers, InterNIC requires a primary and
alternate name server. The IP addressfor your siteis al ocated from the pod of addresses previously
assgned to your service provider.

24 Conclusions
Setting up the network has been extremely successful and a grea leaning experience The down sideisa
significant amount of technical expertiseisrequired to set it up and failures occur fairly often.

Networking today is like to having an ealy horselesscarriage (or a Briti sh sports car), when it worked it
was exhil arating, but one needed a riding mechanic to kegp the machine running. As networking expands
beyond the province of corporate I T departmentsit will become eaier to use until the point isreaded
where anon-networked device is unthinkable — bring on the Internet toasters.

Happy networking.
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