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Abstract

This paper dicusses our experience setting up a small office home office (SOHO) network. It offers
guidance on selecting an Internet Service Provider (ISP), presents Local Area Network (LAN) options,
describes Internet sharing methods, and discusses implementatioitipfe LAN based services.

DSL provides a higlspeed always on Internet connection. A broadband router connects the LAN to the
Internet with automatic fallback to dialup in the event DSL fails. The LAN is 10/100 BaseT Ethernet.
Network services includiile and print sharing, time service, and a local web server. IPsec Virtual Private
Network (VPN) software provides secure remote access to corporate network. This allows access to
corporate resources while telecommuting.

Major changes this year weramsition from SDSL to ADSL and implementing automatic file backup.
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1 Overview

In mid 1998 | set up a hom&AN. | was starting a consulting business and wanted to learn more about the
issues involved in buildinand operating a Small Office Home Office (SOHO) LAN. Until that time my
networking experience was limited to interactions with the corporate Information Technology (IT)
department.

The LAN has undergone significant evolution over time. It started @htasfew 10 BaseT Ethernet drops.

It has expanded to encompass the entire house and home office and been upgraded to 100 BaseT. DSL is
the primary Internet connection dialup being reserved for backup. Initially we\Wsegiatefor Internet

sharing andBlackice Defendefor intrusion detection running a dedicated laptop. The laptop has been
replaced with aMultitechBroadband Router. A recycled desktop now serves as a poor mans server. This
runs the timeserver, local web server, and file shares. Network printing is done with a dedicated HP print
server. Desktop PCs normally require a dedicated monitor, keytaratanouse. Instead we opted to use a
Belkin KVM (Keyboard Video Mouse) switchbox. This allows a single keyboard, mouse and monitor to be
shared by multiple computers.

A Virtual Private Network (VPN) enables telenmuting between home and corporate network. The VPN
encrypts data between the home and the corporate network providing a secure channel over the public
Internet. As is typical with all things networking installation and debug was accomplished with some
difficulty. However, once properly implemented the VPN has operated flawlessly.

Traveling with a PC laptop presents problems, as network configuration differs at each location. Luckily a
utility called NetSwitche simplifies this task providing one click switching between locations.

File backup was finally addressed. We ch8seond Copy 2000t is configured to automatically backup
several client profiles to the fikerver.

This paper is not intended as a competitive product review. The field is constantly changing; any attempt to
do so is quickly outdated. Rather, it discusses how specific requirements were addressed and implemented.
For up to date reviews of netviking hardware and software the reader is directed to the many publications
and web articles on the subject. The products and services described in this paper represent my choices to
deliver the features | needed.

Goals for SOHO network:

e Share single Inteet DSL connection
Automatic fail over to Dialup if DSL fails
Printer and scanner sharing
File sharing
Local private web server
VPN access to corporate network
Access to multiple @nail accounts
Access to USENET newsgroups
Fax without a fax machine
Automatic time synchronization
Automatic file backups
Learn networking

The drawing on the next page shows the entire environment; phone service and data network for both
business and personal use.
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2 Types of Internet Access i Your Friendly ISP

The PC has progressed from hobbyist plaything to an indispensable telecommunication device. Almost all
PCs are purchased with the intent to connect to the Internet. The most common adueds foet

residential customers are: digb over a regular phone line, Digital Subscriber Line (DSL) a-bjzged

service using existing telephone wiring, and Cable Modem using the Cable TV distribution facilities. In
each case the ISP is the link betwésmend user and the Internet backbone.

Typical ISP services:

e Connection between the end user and ISP netivsdkcalled first mile
Routing between customer and one or more Internet interexchange carrier
User authentication
IP address assignment
1* level DNS name resolutiohtranslate host name to IP address
E-mail account
USENET account
Web hosting
Billing
Technical Support

2.1 Dialup

Dialup access is available to anyone with telephone service. Modems are normally used with wired phone
service but canlso be used with wireless cellular phones. However the data rate is significantly lower over
cellular and cellular service typically change for connection time so it is not optimal for fixed location use.

Almost all ISPs support th&U V.90 modem standard. The International Telecommunications Union V.90
standard replaced previous generation of proprietary 56Flex and X2 modems. V.90 takes advantage that the
ISP modem pool is directly connected to phone company digitat. This means only one analog to

digital conversion exists between the user and the ISP. The ISP modem is synchronized to the digital trunk.
This enables it to transmit at up to 56kbps toward the user. Current FCC power regulations restrict
maximum sped to 54kbps. Transmission from the subscriber to the ISP is limited to 33.6kbps because the
subscriber does not have access to digital carrier.

The ITU recently released V.92 a minor enhancement to V.90. It increased upload speed slightly to 44Kbps

and mplements faster auto negotiation to reduce connection setup time. The standard also includes V.44

improved data compression. V.92 includes a mechanism to ignoneaitifig tones to allow the user to

answer a second call without dropping the modem cdanmneon. V. 92 modems are availab
not been rushing to upgrade.

At connect time the modem probes the line to determine noise and attenuation levels. This sets the initial
connect speed, during the session the modem constantly adjust t@Venyiconditions. After the

modems synchronize the user is authenticated and an IP address issued. As soon as the computer has an IP
address it is able to access the Internet. The most common protocol between the end user and ISP is the
Pointto-Point Potocol (PPP) defined by tHETF, the same folks that write the Internet specifications.

This allows the Internet protocol to be carried over the serial telephone link between the user and ISP.

Phone lines are diiged at the Telco central office at 64kbps. This means analog modem has reached its
theoretical maximum speed. To obtain higher speed requires use of different technology.

2.2 DSL

Digital Subscriber Line (DSL) technology utilizes the existing telephoneerapiting between the
subscriber and the phone company central office (CO) to carryshigld data. This allows the local
exchange carrier to generate additional revenue by leveraging the massive investment in cabling. Modems
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at the user and CO side useduencies above those used for voice telephony to delivesshigd data.

Several types of DSL have been developed hence the xDSL moniker. The most common types are
Asymmetric DSL (ADSL) and Symmetric DSL (SDSL). Another benefit of DSL to the Teldbatig

gets long duration data calls off the Public Switched Telephone Network (PSTN). This minimizes the need
to upgrade the expensive circuit switched phone system.

ADSL offers a higher download speed, toward the subscriber, then upload. It hagathtgel that it

coexists with Plain Old Telephone Service (POTS). This reduces cost by allowing a single copper pair to be
used for both voice and data service. A residence with a single phone line can be equipped with both
analog POTS line and higdpeeddata service. Filters split the signals at the CO and inside the residence

low frequencies are delivered to the telephone; high frequencies to the DSL modem.

SDSL is typically marketed as a business service. It requires a separate dedicated cojipdogmirpt

coexist with POTS. Being symmetric makes it suitable for use with servers. SDSL is also typically offered
with a static IP address. A static address allows external hosts to more easily connect to servers. A special
case of SDSL is IDSL it offrs symmetric speed of 144Kbp/s over longer distances then either ADSL or
SDSL. IDSL uses ISDN signaling allowing it to be used at distances >20K feet.

Speed varies by supplier; it ranges from a low of 144Kbp/s for IDSL up to several megabitopdrfee
subscribers close to the central office. In our area Verizon consumer ADSL is available at 768/128,
1500/128 and 1500/384 plans. Speed decreases with distance. Subscribers far from the CO are not able to
sign up for maximum speed. At the CO or cgenterminal (RT) the Digital Subscriber Line Access

Multiplexer (DSLAM) combines data from multiple customers into a single-gjmged connection. Traffic
from multiple DSLAMs is combined together, al ong
network. From there interexchange carriers, that provide the Internet backbone, carry it.

DSL service is offered by traditional phone companies called Incumbent Local Exchange Carriers (ILEC),
Competitive Local Exchange Carriers (CLEC) and by compapiesializing in data services called Data
Local Exchange Carriers (DLEC).

Even though DSL operates over existing t copper wire it requires substantial investment. The subscriber
needs a DSL modem to convert computer data to DSL signals. At the centeabdifSLAM multiplexes

individual subscriber lines that are backhauled to the ISP. The ISP routes them to the interexchange carriers
that operate the Internet backbone. Equipment is needed to combine and route the signals from DSL
subscribers to the Inteet, provide domain name service (DNS), mail and news server.

Deployment of DSL may require the coordination of three different companies. The ILEC owns the copper
wire. The CLEC or DLEC in turn rents the line and installs the DSLAM at the Telco andttesmat the
subscriber premises. The ISP is the retailer that sells the service to the customer and acts as first line
technical support. Needless to say getting DSL properly installed is sometimes a challenge.

For the latest information on DSL servigisit to DSL Reportsand theDSL Forum The USENET news
group comp.dcom.xdsl is another good source of information.

2.2.1 Impairments

DSL is an impressive engineering accomptigimt that enables broadband data to be carried o€y

old copper telephone circuits. Not all phone lines are suitable for DSL. Assuming your local central office
is equipped for DSL you may not be able to obtain it for a number of reasons. Thin déstticsses

common problem and where applicable workarounds.

2.2.1.1 Distance

DSL signals decrease as they travel down the wire. Typical practice limits DSL to betweeni 1E30@3@0
feet from the CO or remote DSLAM. This is actual cable distance. The roytedhe line takes may not

wi tt
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be the shortest distance between the CO and subscriber. Some ILECs are installing remote Terminals (RT)
to reduce cable distance allowing them to serve more customers.

2.2.1.2 Digital Loop Carrier

DLC is a technique that allows the phammpany to use a single circuit to deliver more then one phone
line. This reduces the cost of delivering telephone service. Unfortunately it is incompatible with DSL.

If your phone is on DLC you will not be able to get DSL. Depending on the type of Dh@&yialso limit
analog modem speed to 33kbps or less. Newer versions of DLC called Remote Terminals eliminate the
limitation allowing more customers to obtain DSL.

2.2.1.3 Load Coils

As phone signals travel down the wire they become attenuated due to resis@itopedance effects.

This is more pronounced at high frequencies then low. The phone company extends the range of phone
circuits by placing loading coils periodically along the line. This cancels out some of the harmful effects
and result in a strongepice signal over long circuits.

Unfortunately load coils are incompatible with DSL. Load coils are effective over the range used by human
voice at the expense of higher frequencies. This did not matter as long as the circuit was used solely for
voice butit severely attenuates DSL. The only solution is to have them removed. SDSL providers normally
pay the ILEC to do this as part of the circuit install. If you line is loaded you will not qualify for ADSL.

2.2.1.4 Bridge Taps

When telephone cable is installed th®pe company does not know exactly how many circuits will be

needed at every location. The solution is to run a large cable down the road. As customers order phone
service the installer selects an unused pair in the cable and splices the local drowaRsishe circuit

feeding your phone may continue past your house for hundreds or thousands of feet. This is called a bridge
tap. It is of no consequence for telephone service. DSL is designed to tolerate some amount of bridge tap,
but if your circuit is narginal it may cause problems or push you line over the distance limit. SDSL

providers normally pay the local Telco to remove bridge taps when the circuit is installed. This tends to be
expensive and is not done for low cost residential ADSL.

2.2.1.5 Noise and Crosstalk

The cable that carries your phone circuit also carries many other phone lines. These may be ordinary POTS
service, ISDN or T1. Imperfections cause some unintentional coupling from one circuit to another. This
raises the noise floor on the conneutitf it gets excessive your speed is reduced or you see lots of
retransmissions to recover from data errors.

If you can hear noise on your phone you are much more likely to get the Telco to fix the problem. If it only
affects DSL it will be hard gettinthem to fix it, since in general consumer grade DSL is not warranted for
minimum speed. It is simply a best effort on the part of the Telco.

2.2.1.6 Half Ringer
Excerpted fromADSL ForumTechnical Report 013.

It has been sta ndard practice in many areas of the United States
to install, at the Network Interface Device (NID), a network
termination device that is called a half ringer. Itis an

example of an AC type termination device since it is detected

using AC techniques.

A normal POTS mechanical ringer, in a residential telephone, is
made up of an inductor and a capacitor in series that is bridged
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bet ween Tip and Ring of the |Iine in the phone. Th
is just the capacitor part of the ringer. The half ringer is

actually a capacitor in series with a zener diode and a resistor

that resembles one half of a 6normal & mechanical
in the U.S., is a 0.47 micro Farad capacitor without the addition

of the inductor part of the circuit, hence the na
rin ger.
TIP
élSKOhms
£0.47UF250V
:*:4.3V
I4.3V

Ring

Half-ringers represent a load to DSL if you are at maximum distance the additional load may interfere with
DSL. Common practice for SDSL installation is to disable the half ringer in the NID. If the phone company
installs a POTS/DSL splitter for ABL the halfringer is built into the splitter after the POTS filter so the

effect is minimized.

This is only a concern if your signal is marginal. If you think the-Haljer is interfering with DSL try to
get the Telco to install a POTS/DSL splittethex then use the sdtistall microfilters. When the splitter is
installed the haffinger in the NID is disabled.

2.2.1.7 Inside Wiring

Inside wiring is the cause of many DSL problems. FB&€ recently mandatetklephone inside wiringe
installed using the homerun method with at least Cat3 twisted pair cable. This means in new construction
each phone outlet is run directly to a celniviing closet, usually in close proximity to the NID. The cable
itself is of higher quality then the@bnductor IW (inside wire) historically used for phone wiring. Each

pair is twisted to minimize noise pickup.

DSL was designed to tolerate poor insideng. The easiest way to test inside wiring is to connect the

DSL modem directly to the NID. The test jack on the NID automatically disconnects inside wiring. If your
speed improves inside wiring is interfering with DSL. The simplest way to isolagdféoe of bad inside
wiring is to use a POTS/DSL splitter instead of multiple microfilters.

2.2.1.8 Wireless Phones

Wireless phones may interfere with DSL. The frequencies used by the phones do not overlap however they
inject a substantial amount of noise irtte phone line.

If you are experiencing problems disconnect all the phones and reconnect one at a time. Sometimes adding
additional microfilters at the offending phone will solve the problem.

2.3 Cable Modem

The cable TV industry is being very aggressivivéeing high-speed data. Historically Cable TV was a
oneway medium. TV signals originate at the CATV office, called the headend, and are delivered to all
cable subscribers. Cable bandwidth is divided into channels. Each channel carries one TV séatieh. In
service is very different. Instead of a emay connection from the headend to many subscribers each PC
needs a poiAto-point connection so it can both send and receive. As is the case with DSL the CATV
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vendors must install much new equipment. @nenore TV channels are reserved for data services; this
accommodates the downstream path to the users. The upstream path is more difficult. The CATV vendor
must replace the amplifiers used to distribute TV signal with ones capable of carrying sidpadifs in
directions. Atthe CATV office these signals are converted from the cable format and routed to the
backbone data network. The cable network that feeds the subscriber must be divided into small groups to
minimize the number of customers sharing céaledwidth.

Some early cable Internet systems were unidirectional. The cable was used for downstream data and a
conventional modem for upstream. This allowed the CATV vendor to offerdighd data while it
upgraded the network fordirectional data.

The CATV industry is working to standardize the interface so cable modems can be purchased in retall

stores like dialup modems. The industry is rapidly migrating t®@€SISDataOver-Cable Interface

Specification created by CableLabs. Like DSL DOCSIS is an alwaysonnection, it is not necessary to

Adi al o into the | nter ne {10,000kyppdownatbwar@ hé cdstocher)twith subat e s ar ¢
megabit rate up.

The USENET news group comp.dcom.modenide& a good source of information. My experience with
cable is very limited is has only just arrived in our area and we are not a subscriber.

2.4 Other High Speed Services

The demand for high speed Internet access is driving network innovation. In atwii&h and Cable

fixed wireless service that do not require access to expensive right of way is being deployed on a trial basis.
Satellite service is competing with wired service in some areas. The distance to and from geosynchronous
orbit adds significanlatency making this type of service more appropriate for file downloading then
interactive browsing. The holy grail of broadband is fiber optics. It promises virtually unlimited speed. It is
being rolled out in several Greenfield areas. New residergisdldpment is a prime candidate for fiber
converged service; fiber provides broadcast television, telephone service, and broadband Internet access
over a single infrastructure. In new developments fiber is cost effective today. As prices fall more and more
homes and small businesses will have direct access tespagd fiber.

25 When AAl ways Ono doesndt mean AAl ways Ono
i a

DSL and Cable modem are marketed as an |l ways on sert
how the service is implemented. Themosfiono service consists of a static
looks like a LAN. One simply sends bits down the wire. Some DSL providers use a server to allocate IP

addresses called Dynamic Host Controller Protocol (DHCP). When a device conneadifst thme it

asks for an IP address. DHCP issues the address for a limited period called a lease. When the lease is about

to expire it is automatically renewed. DHCP makes it much easier to manage the IP address pool then

manually assign static addressErom the customers point of view it is an alwapsservice, lease

renewal is transparent to the user.

Some broadband carriers have implemented a technique calt&®&aintProtocol over Ethernet (PPPOE)

or Pointto-PointProtocol over ATM (PPPoAJ)This simulates a dialup connection. This type of service is
typically offered to residential customers. It leverages existing ISP investment in dialup authentication and
billing. In typical usage once the customer is authenticated they are issued a dihadueess. This has

to be renewed periodically like DHCP. When the connection has been idle for a predetermined time the
user is disconnected. This allows more customers to be serviced from a given pool of IP addresses. PPP is
an encapsulation protocas such it add 8 bytes of overhead to every packet. Internet Packets can be up to
1500 bytes long so in most cases this is not significant.
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3 Dialup Accounti The Old Standby

Even though we have DSL we chose to maintain a dialup account. It is usedckamibaase DSL fails
and while traveling. Having two different ISP accounts is also a very useful troubleshooting tool.

In our experience the most common cause of DSL failure is internal problems within the ISP not with the
DSL circuit itself. To maxinge the chance of dialup working in the event of DSL failure our dialup ISP is
completely separate from our DSL supplier.

Our requirements were:
¢ Nationwide point of presence (POP) access
Unmetered service
Decent speed
No prohibition against using a LAN
Does not require special software
Email account
USENET News account
Reasonable price
Good technical support

3.1 Selecting a Provider

Initially we used a nationwide ISP that also provided long distance telephone service. We got a single
monthly bill and a reasmble rate for Internet Access. Unfortunately the DSL business proved to be very
unstable. Carriers merged or sold off consumer accounts every few months. After having our account sold
several times we chose the same company that provides our web kestingINR.Netas our ISP. They

are a local ISP that met our requirements. They have been extremely responsiaitarel phone

support issues.

3.2 Acceptable Use Policy

ISPs have a written policy that sets limitstaw the service may be used. For example, reselling the
service is forbidden. Verify your ISP does not specifically prohibit operating a LAN. Even though the ISP
does not prohibit using a LAN it is unreasonable to expect technical help from themnig getf.

Most | SP6s reserve the right to r esidecdscentrache policy at

3.3 Privacy Policy

Examine the privacy policy to determine how your information will be treated. It is reasonable for the ISP
to collect and usenformation for diagnostic purposes and to improve service. However, some ISPs sell
customer information to"3parties. Your ISP knows every web page you access, every file you download
or upload and every mail, USENET and IM message that flows ovemntteiork. All that information is
potentially marketable depending on the privacy policy.

3.4 Thoughts about Dial Up

Consider your ISP mail account a throwaway. Freead or a registered domain name is a better choice if
you want a permanentraail addressThe ISP business is very competitive; assume you will see
continuous change and consolidation. When this occurs you email address changes making it difficult for
people to stay in touch.

If the ISP requires special software make sure it works withetbteof your network environment.
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Windows performance Tipin dial up networking uncheck "Log on to Network." Most ISP use
RADIUS authentication, eliminating Windows network login speeds up the initial connection to
the ISP.

Windows performance Tip: Uncheck NetBEUI and IPX in dialup networking. TCP/IP is the
only protocol needed to connect to an ISP.

Security Tip:- If file and print sharing is installed unbind it from the dialup adapter. This prevents
folks on the Internet from gaining access tarsl files.

4 DSLAccounti Tel cods Enter the Brave New V

We had been looking for broadband service for several years for both personal and business purposes.
Cable service was not available in or town, Satellite has too much latency andectieager home
network. DSL was the only broadband service that met our needs.

DSL wish list:

Symmetric speed at least 500kbp/s
No prohibition against using a LAN
Reasonable price

Single static IP address

Service Level Agreement

True always on service

No content filtering

Does not require special software
Good technical support

We were looking for a near business class service provider. DSL is hot mission critical but outages of more
then a few hours are very inconvenient. After hearing the horroestabiout DSL and Cable modems we
wanted to deal with a stable carrier with minimum downtime.

We did not want the provider to perform any firewall functions. We had run into problems in the past with
the provider blocking out going mail etc. The goal wasansparent connection. We take responsibility for
our own security.

4.1 Distance to the Central Office

Before applying for DSL we attempted to determine our distance from the telephone company central
office (CO). Telephone cable does not necessarilyviottmads so this is only an approximation. The first
step is to determine the location of the central office. DSL Reports has@@isearch utilityWe drove
several likely routes to determine the disaridepending on route we estimated our distance between
9,500 and 14,700 feet.

4.2 Selecting a Provider

Our first attempt wa¥erizon Our central office is equipped for \feon DSL but we did not qualify. No
reason was given. When | plugged in phone numbers closer to the CO they qualified so | assume the reason
was excessive distance.

Next we tried to sign up with HarvardNet. We were turned down due to distance. Thegtexbtive were
20.9K feet from the CO. In retrospect this was lucky because shortly thereafter they got out of the DSL
business.


http://www.dslreports.com/coinfo
http://www22.verizon.com/foryourhome/dsl/home/nlf_dslhomepage.asp

Next we tried Vitts. According to Vitts we were only 10.5K feet from the CO. As others have found out

DSL prequalification distnce estimates are all over the place. The only way to get an accurate
measurement is to actually have the service installed. We were concerned the estimate might be too low,
but at least it gave us a chance to get the circuit installed. At worst we kaddo settle for a lower

speed. We signed up for HomeReach 530 service. This is standard business SDSL 528kbp/s business
service with a relaxed service level agreement (SLA). SDSL requires a dedicated line. Vitts coordinated the
installation of a new lia with Verizon. The service was installed and worked flawlessly until Vitts declared
bankruptcy and shutdown in May 2001 leaving us without-Bjaged access. Once again we were forced

to use dialup. Several other DSL providers service our area bubdatiewg financial conditions made the

future look bleak.

ThroughDSL Reportd learned of Verizon presidential appeals, +1 888.216.1443. Did not hold out much
chance of ever getting DSL but called anyway. Lbaes four hours later all three phone lines were

qualified and ranked. | held off ordering for a while. At that time Verizon DSL had a pretty bad reputation
and they were changing acceptable use policy to restrict sending email. But | was getting desperate
high-speed connectivity. Used DSL Reports to check local Verizon customers, got pretty good feedback
about the overall quality of service.

Ordered Verizon 1500/384 DSL in July 2001 with an activation date of early August. ADSL is different
then SDSLbecause it coexists with existing phone service. This reduces cost but requires a method of
separating DSL from phone signals. Verizon sends out ansgdl kit that consists of special account
activation software, DSL modem and microfilters.

4.3 POTS/DSL Splitter vs Microfilters

ADSL requires a filter to isolate DSL from phone voice signals!
To reduce cost consumer grade DSL service typically use -
Microfilters. This allows the customer to séiftall DSL

eliminating the expense of a truck roll to disgh a technician.
Microfilters must be installed on every r@¥SL device.

An alternative to the microfilter is a single whole house
POTS/DSL splitter. This allows a single device to serve the en Figure 2 DSL Microfilter
house. Splitters are especially valuable if youeha large
number of telephone devices or you are far from the telephoné
central office. The splitter has better filter characteristics and = S [El I 7
being installed at the NID does a very good job isolating insides = e R Y
telephone wiring from DSL. A good way to see gitter will p— _r
improve DSL performance is to connect the DSL modem direc
to the Telco NID. This disconnects inside wiring. If performanc
improves use a splitter.

The splitter includes halinger test circuit on the phone side of
the splitter. This atlws the haHringer in the NID to be ¥
disconnected, further reducing unnecessary loads on DSL.

A single microfilter can be used to supply the entire house but i
purpose built POTS/DSP splitter has better filtering capabilities:

Advantage of Splitter Figure 3 POTS/DSL Splitter

¢ Single device for entire house

Better electrical characteristics
Isolates inside wiring from DSL
Isolates haHringer test circuit from DSL
Works with Alarm installation
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Disadvantage of Splitter
e Installation required
e Dedicated run from splitter to DSL modem
e Have to purchase separately

4.4 Installation

The Verizonse nst al | kit incl
modem and install CD. The type of modem varies
depending on your location.

Prior to the activation date Verizon technicians
connect your phone line the DSLAM at the central
office and create a user account. Verizon uses PPP
for log on. This is very similar the way PPP used wit
dialup modems. PPPOE requires login to establish
connection.

Figure 4 Westell ADSL Ethernet modem

When everything is up and running in the central officeizém sends out a welcome email. At that point

the modem can be connected to the phone line. The Westell modem has four indicators, power, ready, link,

and activity. The power light is on when the unit is powered up. Ready is on after the modem caspletes

internal seltest. Link is on when the modem is synchronized to the DSLAM in the CO. The activity

i ndicator flashes as data moves over the Ethernet cor
The link indicator indicates the modem is synctized to the DSLAM,; it does not indicate a connection to

the Internet exists. This is a source of some confusion.

Once the connection is activated you need to run the Verizon install CD, even if you intend to use a router.
Verizon requires use of MS PPMPN and a customized Netscape browser for initial configuration and
WinPoet for PPPOE, to simulate a dialup connection. | did not intend to use WinPoet as | have a router. |
loaded the Verizon install CD on a spare PC. Install was pretty uneventfulnijh@nmoyance is Netscape

runs in a small window, that cannot be expanded and the Verizon stuff has to be scrolled horizontally and
vertically. When activation is complete a screen with all your account info is displayed, this cannot be
copied or printed idectly from the browser. Once the connection was up and running | transferred the
PPPOE setting to my Multitech RF500S router. It logged on without a hitch.

Verizon ADSL has been very reliable with only a few short outages. None of the outages have been

problems with the phone I ine itself; |l 6ve never | ost
errors or DNS failures. Overall Il &dm pleased with the
changing acceptable use policy. Since | sigme®¥erizon added restrictions on outgoing mail and has

banned use of servers.

4.5 Optimization

There are many urban myths about magical tweaks you can make to improve performance. In general most

of them are nonsense. One thing that makes optimizationullifficthat measurements are hard to

duplicate since so many things can change between tests.

The only wuseful tweaks | 6ve found is to adjust the T

specific maximum packet size. A TCP connection requiresetteiver to periodically let the sender know

that everything is OK. This is called the receive window. If the transmitter has not received an
acknowledgement after it has sent a number of packets it stops transmitting and waits. At fast connection
speed, ad if the connection adds latency the receive window (RWIN) needs to be increased to prevent
pauses in transmission.
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The other useful tweak affects the maximum chunk of data that can be transmitted; this is called the
maximum transmission unit (MTU). Im&Ethernet network the maximum packet size is 1500 bytes.
Normally this setting is fine. However PPPoE encapsulation adds 8 bytes to each packet. This reduces the
maximum packet size to 1492 bytes. If the source attempts to send larger packet it witleersjected or
fragmented into two parts, with attendant degradation in performance.

A good way to optimize your setting is to go DELR Toolspage and run the tweak test. Once you know
the optimum sitings download the DrTCP utility to make the changes.

4.6 Acceptable Use Policy

ISPs have a written policy that sets limits on how the service may be used. For example, reselling the
service is forbidden. Verify your ISP does not specifically prohibit dipgra LAN. Even though the ISP

does not prohibit using a LAN it is unreasonable to expect technical help from them in setting it up. Some
services place monthly quotas on maximum download or upload. Make sure you fit in any restrictions.

Mo st | Sue theright ® seeise the policy at any time making for a prettysiaed contract.

4.7 Privacy Policy

Examine the privacy policy to determine how your information will be treated. It is reasonable for the ISP
to collect and use information for diagnostiarposes and to improve service. However, some ISPs sell
customer information to"3parties. Your ISP knows every web page you access, every file you download
or upload and every mail, USENET and IM message that flows over their network. All that inforisati
potentially marketable depending on the privacy policy.

4.8 Service Level Agreement

Business class DSL includes a service level agreement (SLA). This defines minimum speed, maximum
latency, and time to repair if something goes wrong, etc. These gueramnéeone of the reasons business

class service is more expensive then consumer. The upside is a guaranteed minimum level of service rather
then a best effort promise that make it hard to determine if the provider is delivering the service or not.

Data canmunication is the lifeblood of most business. One needs to carefully consider the impact of
communication failure.

4.9 Thoughts about DSL

Successfully delivering DSL service has turned out to be more difficult then expected. The decline in stock
market valation makes it much harder to obtain financing. This has caused severe problems for many
companies. In our case our first and second choice for DSL supplier no longer exist. It is unlikely Verizon
will go under but it means almost no competition existhélocal DSL market. As a result we had to

scale back our DSL wish list.

DSL as delivered:

Symmetric speed at least 500kbp/s (1500/384)

No prohibition against using a LAN (OK)

Reasonable price (Half the price of Vitts SDSL service)

Single static IP addss (Dynamic address via PPPoE))

Service Level Agreement (Not offerédest effort only)

True always on service (NoPPPoE emulates dialup)

No content filtering (Port 80 and SMTP filters, new prohibition on any kind of server)
Does not require specialfsmare (Install only. PPPoE is not proprietary)

Good technical support (Nonexistent)
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5 Wiring Techniques T The Nuts & Bolts

Many of the advances in termination technology were developed by the Telephone industry to deal with the
massive number of circuitbey install and manage. Of particular note for our purposes are Modular jacks
and type 66 and 110 punch down blocks.

Modular jacks were developed by the old Bell System to reduce the cost of installing and maintaining
customer equipment. Until the mi@70s phone cords were hardwired. This required a craftsperson to

come on site for even the simplest of jobs. The deployment of modular jacks meant that in many cases the
customer could repair and move their own equipment. Thpasiion version of the ntlular jack is used

to connect single and two line phones to facility wiring. A smaller-fmsition version is used at both ends

of the handset cable. TIA568 adopted thaoBition modular connector for use with structured network

wiring.

The jacks areammonly called RJIxx for registered jack. This stems from the pre divesture days when each
use of the jack had to be documented in the telephone tariff.

About the same time as modular jacks became popular Type 66 punch down termination was introduced. It
is called punch down because the wire is terminated with a spadgd tool that pushes it between

insulation displacement contacts and automatically cuts the wire to length. The type 66 block is still widely
used in phone systems. LAN wiring adoptedosel generation, type 110, termination. This allows more
circuits to be terminated in a given area. Due to smaller size the 110 contact provides better high frequency
performance.

A significant portion of overall phone system or LAN cost is in the cabligil EIA/TIA568 each
equipment vendor created unique cabling and connector requirements. The TIA recognized cable
infrastructure has a long life expectancy, typically being used with multiple generations of electronic
equipment. They developed a perfamee based wiring scheme independent of the specific equipment
used. This was a breakthrough, all new telephone premise and LAN wiring is based on the standards
developed by TIA568. A companion document EIA570 addresses unique aspects of residergial wirin

When the telephone network was deregulated the FCC took over responsibility for setting customer
equipment and inside wiring standards, commonly called Customer Premise Equipment. Phone company
practice for the last 100 years has been to wire phoke ggca daisy chain. Wire originates at the NID and
runs to the first outlet, from there to the next, and so on. As customers began using more sophisticated
services the limitation of this method became apparentFOGerecently mandatettlephone inside

wiring be installed using homerun method with at least EIA568 Cat3 twisted pair cable. Homerun wiring
requires each outlet hageseparate cable that runs all the way back to a central wiring closet. This provides
a great deal of flexibility for change and reconfiguration.

A useful wiring guide -+GonmrhwenifcTetcihonn s i Gankdlsi MHem diby oka I
ISBN 0-96716300-5. A free online guide is available froloevitron.

Wiring supplies can be purchase at electrical supply houses or on lin&fkenSandman

5.1 Structured Wiring

The key to the EIA 568 standard is the notion of structured wiring. Cable from each data or phone outlet is
run back to a central wiring closet. The wire cannot be spliced or connected to other outlets. At the wiring
closet each cabls terminated at a patch panel. To configure a specific service a short cable, called a patch
cable is connected between the appropriate patch panel jack and the device that services that outlet.

EIA/TIA 568 created difierent performance grades. Category 3, also called Cat3 is rated for 10Mbp/s. This
is the minimum acceptable standard for telephone and digital networks. Cat5e is required for 100Mbp/s
networks, and is the minimum recommended for new LANs. Cat5e allovig\tli¢o operate at up to
1000BaseT Ethernet. This allows a single wiring scheme to support Ethernet (10Mbp/s), Fast Ethernet
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(100Mbp/s), and Gigabit Ethernet (1000Mbp/s). When Gigabit

Ethernet was being developed it was designed to operate over th
instdled base of Cat5. However, real world experience showed th
not all installations were up to the task, hence the revision to Catb

Catbe is the sweet spot for any new LAN installation. Cat6 and C4q
extend the frequency range even higher, but at additicost. At Figure 5 Cat 5 Jack
some point copper wiring runs out of steam and must be replaced
with fiber optic cabling.

Unshielded Twisted Pair (UTP) Category 3 and

Category 5e cabling is designed for a maximum w
endto-end distance of 100meters. This includes .
patchcord from the computer to the wall jack, 90
meters of wiring (in TIA parlancg called _h_orizontal Figure 6 Cat 5 Patch Panel
wiring), and another patch cord in the wiring close
to connect facility cabling to the hub or switch.
Receptacles use type 110 terminations. This allows thle tabe quickly terminated with a punch down
tool. In the wiring closet it is common practice to connect multiple cables to a patch panel. A patch panel
consists of multiple jacks to facilitate terminating a large number of cables. From the patchgbemel a
patch cable is used to connect each run to an Ethernet hub or switch.

Terminating horizontal wiring to a patch panel makes for a very flexibl
installation. This is ideal when used with a large number of outlets that
constantly being rearrandel chose to reduce cost by terminating each #
building cable directly with a Cat5 plug. Plugs are somewhat more

difficult to install then receptacles so it is not for the faint of heart. By
doing so | eliminated the cost and space of the patch panel tid pa ‘
cable. Each building cable is directly connected to the central Etherne

hub.

Figure 7 Rear view

The various category grades are very similar. The differences are the
number of twists per inch of the cable. Each pair of wires in the cable has a different numliss qfetw

inch. The higher the Category number the tighter the mechanical tolerances necessary to operate at the
higher frequency. It is important not to mix Category grades, doing so reduces the rating to the lowest
grade used.

5.2 UTP Unshielded Twisted Pair

Use of unshielded twisted pair wiring reduces the cost of network infrastructure compared to older
technology that utilized coax cable. Standard cable consists of 8 separate conductors with each pair twisted
together. To make identification easy thefpanance grade is printed on the cable jacket. Building wiring

uses solid wire cable. Patch cables use stranded cable to provide long flex life. Be sure plugs and
receptacles are compatible with the type of cable.
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5.3 Patch Cables

Patch cables connesbmputer to wall jack, and the patch panel to a hub or switch. Patch cables are
available in different length and colors. The T569A or T568B pin out option can be ignored since the
vendor terminates both ends, the choice of pair color does not matter.

Patch cables come in two versions, straight through and cross over. Straight through cables are used in
almost all circumstances. UTP Ethernet uses a f@ipbint wiring scheme. The transmit port of the
computer connects to the receive port of the bul,vice versa. If this default arrangement cannot be used,
for example connecting two computers directly together you need to use a cross over cable. Crossover
cable swaps transmit and receive pair at one end so like devices can be directly connected.

Pins 4,5, 7Tand & Pins 4,5 7Tand 8
are notused are not used

Pins 4,5, 7 and 8 Pins 4,5, 7 and 8
are not used are not used

Pin number  Wire Color Pin number  Wire Color Pin number  Wire Color Crossed OVEI' Pin number  Wire Color

Pin 1 ==> Orange/White Pin 1 ==> Orange/White Pin 1 ==> jefWhite Pin 1 ==> Green/White

Pin 2 ==> Orange 1 - 1 Pin 2 ==> Orange Pin 2 ==> Orange 1 -_—f 3 Pin 2 ==> Green

Pin 3 ==> Green/White Pin 3 ==> Green/White Pin 3 ==> Green/White Pin 3 ==> Orango/White

Pin 4 ==> Blue 2 ) 2 Pin 4 ==> Blue Pin 4 ==> Blue 2 ) 6 Pin 4 ==> Blue

Pin § ==> Blue/White Pin 5 ==> Blue/White Pin § ==> Bluc/White Pin § ==> Elue/White

Pin 6 === Green 3 ) 3 Pin 6 ==> Green Pin 6 ==> Green 3 L | Pin 6 ==> Orange

Pin 7 ==> Brown/White Pin 7 ==> Brown/White Pin 7 ==> Brown/White Pin 7 ==> Brown/White

Pin 8 ==> Brown 6 ) 6 Pin 8 ==> Brown Pin 8 ==> Brown 6 2 Pin 8 ==> Brown
Figure 9 Straight-through Patch Cable Figure 8 Cross-over Patch Cable

5.4 TIA 568A and 568B Pin out

A cause of much confusion when implementing structured wiring is the fact that two different connector
pin outs were defined T568A and T568B. They are nearly identical except pairs 2 and 3 are swapped.
Electrically this is of n@onsequence as long as both ends use the same pin out. TIA 570 Residential wiring
standard requires use of the T568A pin out.

Pair PIN Pair PIN
1D # ID #
T 5 T 5
R1 4 R1 4
T2 3 T2 1
R2 6 R2 2
T3 1 T3 3
R3 2 R3 6
T4 7 T4 7
R4 8 T568B R4 8

Figure 10 UTP alternate pin outs

5.5 Uniform Service Ordering Code (USOC) Pin out

The RJ11 and RJ14 ppectors are the two most common jacks used for residential phone systems. RJ11
(Registered Jack 11) is a 6 position modular connector terminating a single pair. RJ14 isfadsitiaré
connector but it terminates two pairs, allowing a single jack tpatipwo phone lines. RJ14 is by far the
most common configuration in new construction
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ID # ID #
T 5 T 4
R1 4 R1 3
12 3 12 2
R2 6 R2 5
K] 2 3 1
R3 7 R3 6
T4 1
R4 8

USOC 4-pair USOC 1-,2-or 3-pair

| USOC wiring is available for 1-, 2-, 3-, or 4-pair systems. Pair 1 occupies the center
conductors, pair 2 occupies the next two contacts out, etc. One advantage to this scheme is that
a 6-position plug configured with 1, 2, or 3 pairs can be inserted into an 8-position jack and
maintain pair continuity. A note of warning though, pins 1 and 8 on the jack may become
damaged from this practice. A disadvantage is the poor transmission performance associated
with this type of pair sequence. None of these pair schemes is cabling standard compliant.

Figure 11 Telephone RJIxx Jacks

A third common telephone jack is RJ31X used with alarm circuits. This igpasiBon connector. The

jack isplaced in series with one phone line close to the NID so extension phones are downstream of the
jack. When the alarm system is plugged in the jack opens the phone circuit. This places the alarm in series
with the phones. When the alarm is activated it@isiects the phones so it is able to dial out even if the

line was in use.

5.6 Type 66 Terminals

The first type of insulation displacement terminal developed by the
telecom industry was the Type 66 block. These continue to be 1

extensively used. Types ®bocks accept large number of accessorie =\ | ST
For telephone wiring one advantage of the 66 family is that it acce| %% :

larger gauge wire then the 110 system.

Type 66 blocks are typically clipped to a standoff bracket that is
screwed to the wall. The brackéibavs cables to be run underneath
the blocks.

Building wiring is terminated on one set of terminal blocks and
equipment on a different set. To interconnect equipment to the CBRE
specific jack single pair cross connect wire is used. This allows a ¢ \/’,,}’\'
deal offlexibility in adding and changing equipment over time.

Figure 12 Type 66 terminal
5.6.1 Type 66 Accessories block

The Type 66 family includes a number of accessories and options.

e Standoff: Type 66 block clips to standoff. This allows building wire to be routed through the
standoff undethe block.

e Bridging clips: Blocks normally consist of 25 terminal pairs vertically and 4 terminals across. A
common variant is the split block. This divides each horizontal row in half doubling the number of
circuits. A bridging clip connects all four hadntal terminals. Bridging clips make troubling
shooting easier since simply removing the clip opens the circuit.

e Test clips:come in several flavors that facilitate connecting test equipment to the block

e Cover: Protects the 66 block terminations fromefign objects.

e Mushrooms: Crossconnect wire can become unsightly if not managed properly. Mushrooms
screw to the wall to create wire routing channels.

e Line use Indicator: LED indicator that show when a phone line is in use.
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5.7 Type 110 Terminals

Type 110 teminals allow wiring to be packed more
densely then Type 66. The smaller terminal causes
less disruption to high frequency signals, making 110
termination the preferred connection for LAN use. A
typical 110 module includes a standoff. Building
wiring is roued in these channels. It is brought out
from the standoff and punched down to a terminal.
Then another 110 block is inserted over the base.
Crossconnect wire is punched down to the upper
block.

The same insulation displacement terminal used on
Type 1D blocks is also use on receptacles designe
for Cat3 and Cat5e. LAN wiring is not cross
connected as in telephone practice. When a LAN is
installed the cable from each receptacle is connecte
to patch panel consisting of a large number of modular jacitshRable, terminated with modular plugs,
is used to interconnect the patch panel to LAN electronics.

Figure 13 Type 110 Punchdown block

5.8 Special Tools

Proper tooling is absolutely essential to produce a reliable network. Do not attempt to install and terminate
network wiring without propr tools.

Tool Purpose
Wire Cutters Cut Cable to length

Jacket Stripper Special Stripper to remove the outer cable jacket
Punchdown Tool Terminate 66 and 110 blocks
110 Blade Terminate 110 blocks

66 blade Terminate 66 blocks
Crimper Crimps wiresmto modular Plug
Fish tape Used to snake wire through walls

Circuit Tester  Indicates polarity and loop current of phone circuit
LAN Tester Verifies correct wiring of Cat3 and Cat5e LAN

/\ iw
==

Figure 16 Jacket stripper Figure 1566/110 Figure 14 RJ11/45 Crimper
Punchdown

Cabling should be tested after installation; simple testerén the $100 US range making them expensive
for do-it-yourself installation. An ohmmeter will verify exid-end continuity uncovering many common
wiring errors however it will not find sphpairs. Wiring is paired to reduce noise susceptibility; dggna
traveling on one wire are almost exactly balanced out by signals of opposite polarity on the other wire in
the pair. If the pairs are incorrectly terminated this cancellation does not occur. Testers verify each pair is
properly terminated; the cablerist crushed or excessively untwisted. These types of installation errors
may work with 10Mbps Ethernet but will break Fast and Gigabit Ethernet.
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