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Abstract 

This paper discusses our experience setting up and using a small office home office (SOHO) network over a 

number of years. It offers guidance on selecting a high-speed Internet Service Provider (ISP), presents 

Local Area Network (LAN) options, describes Internet sharing methods, and discusses typical network 

services.  

 

Digital Subscriber Line (DSL) provides high-speed always on Internet access. A router shares the 

connection with multiple computers. The router automatically falls back to dialup if DSL fails. The LAN is 

Fast Ethernet providing high-speed internal communication. Network services include file backup, network 

printing, time server, Syslog log server and local web server. IPsec Virtual Private Network (VPN) client 

provides secure access to the corporate network. This allows access to corporate resources while 

telecommuting or on the road.  

 

Change this year was addition of a Syslog server to capture network events. 

 

mailto:tom@tschmidt.com
http://www.tschmidt.com/
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1 Overview 
In mid 1998 I set up a small network. I started a consulting business and wanted to learn about building and 

operating a Small Office Home Office (SOHO) network. My prior networking experience was limited to 

interactions with corporate Information Technology (IT) department.  

 

The LAN has undergone significant evolution. It started with Dialup Internet access and a few 10 BaseT 

Ethernet drops. It has expanded beyond the office to encompass the entire house and been upgraded to 100 

BaseT Fast Ethernet. DSL is the primary Internet connection dialup used for backup. Initially we used  

Wingate for Internet sharing and BlackIce Defender for intrusion detection running a dedicated laptop. The 

laptop was replaced with a Multitech Broadband Router.  A recycled desktop now serves as a poor mans 

server. This runs a time server, local web server, Syslog server and file shares. Each PC normally requires 

its own monitor, keyboard, and mouse. Instead we opted to use a Belkin KVM (Keyboard Video Mouse) 

switchbox. This allows a single keyboard, mouse and monitor to be shared by the workstation and server.  

The printer is networked and accessible from any PC on the LAN. 

 

A Virtual Private Network (VPN) enables telecommuting between home and corporate network. The VPN 

encrypts data between home and corporate network providing a secure channel over the public Internet. As 

is typical with all things networking installation and debug was accomplished with some difficulty. 

However, once implemented the VPN has operated flawlessly.   

 

Traveling with a Laptop presents problems, as network configuration differs at each location. A utility 

called NetSwitcher automates this task providing one click switching between locations. 

 

We finally got serious about file backup. Second Copy 2000 performs automatic back up to the server. 

 

This paper is not intended as a competitive product review. The field is constantly changing; any attempt to 

do so becomes quickly outdated. Rather, it discusses how specific requirements were addressed and 

implemented. For up to date product reviews the reader is directed to the many publications and articles on 

the subject. The products and services described in this paper represent my choice to deliver the features I 

needed. 

 

Goals for SOHO network: 

 Share broadband Internet service 

 Automatic fail over to Dialup if broadband fails  

 Printer and scanner sharing 

 File sharing 

 Local private web server 

 VPN access to corporate network 

 Access to multiple e-mail accounts 

 Access to USENET newsgroups 

 Fax without a fax machine 

 Automatic time synchronization 

 Automatic file backups 

 Learn networking 

 

The drawing on the next page shows the entire environment; phone service and data network for both 

business and personal use.   

 

 

 

 

 

 

http://www.tschmidt.com/writings.htm
http://www.deerfield.com/products/wingate/
http://www.deerfield.com/products/wingate/
http://www.networkice.com/
http://www.multitech.com/
http://www.belkin.com/
http://www.netswitcher.com/
http://www.secondcopy.com/
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Figure 1 SOHO Data and Voice Block Diagram 
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2 Internet Access Options ï Your Friendly ISP 
The most common types of Internet access are: dial-up using ordinary phone service, T-1 data service, 

Digital Subscriber Line (DSL) high-speed service using telephone wiring, and Cable Modem using the 

Cable TV facility. An advantage of broadband service; besides high-speed is it is always on. The 

connection is active 24/7 one does not have to wait while the modem connects to the Internet ï it is ready 

whenever needed. 

 

Typical ISP services: 

 Connect customer to ISP network ï so called first - mile 

 Routing between customer and one or more Internet interexchange carriers 

 Customer account authentication and management 

 IP address assignment 

 DNS name resolution 

 E-mail account 

 USENET account 

 Web hosting 

 Billing  

 Technical Support  

 

2.1 Plain Old Telephone Service (POTS) Dialup 

Dialup Internet access is available to anyone with telephone service. Dialup modems can be used with both 

wired and cellular phone service. Data rate is significantly slower over cellular and per minute connect 

charges are the norm so it is not optimal for fixed location use.  

 

Almost all Dialup ISPs support ITU-T V.90 modem standard. The International Telecommunications 

Union V.90 standard replaced previous generation of proprietary 56Flex and X2 modems. V.90 requires the 

ISP modem be directly connected to phone company digital trunk. Only a single digital to analog 

conversion can exist between ISP and user. The ISP modem is synchronized to the digital trunk. This 

enables it to transmit at up to 56 kbps toward the user. In the US FCC power limitation reduces effective 

maximum speed to about 53.333 kbps. Transmission from subscriber to ISP uses V.34 mode with a 

maximum speed of 33.6 kbps. If the modem cannot connect in V.90 mode it automatically falls back to 

V.34 mode in both directions with a maximum speed of 33.6 kbps. Most phone lines are digitized at the 

Telco central office at 64 kbps. This means POTS modem technology has reached its theoretical maximum 

speed. To obtain higher speed requires use of different technology.  

 

ITU recently released V.92 an enhancement to V.90. It increases upload speed slightly to 48 kbps and 

implements faster auto negotiation to reduce call setup time. V.44 compression improved compression of 

reference test data 6:1 vs 4:1. Modem on Hold (MOH) allows the modem to park the data session allowing 

the user to answer a short incoming call. This works in conjunction with Call Waiting and requires support 

from the ISP. V.92 modems are readily available but ISPôs have been slow to upgrade. 

 

To obtain optimum speed V.90 and V. 92 modems require the phone circuit operate at better than minimum 

specification. There are many effects that reduce modem speed while not interfering with voice quality. 

Dialup modem impairments are discussed in a separate paper. 

 

At connect time the modem probes the phone line to determine noise and attenuation characteristics to set 

initial connect speed. The modem constantly adjusts speed in response to varying line conditions.  After the 

modems synchronize the ISP authenticates the user and assigns an IP address. Once the computer has an IP 

address it is able to access the Internet. The most common protocol used to traverse the dialup connection is 

Point-to-Point Protocol (PPP).  This allows Internet Protocol (IP) to be carried over the serial telephone link 

between user and ISP.    

 

http://www.itu.int/
http://www.tschmidt.com/writings/POTS_Modem_impairments.htm
http://www.ietf.org/rfc/rfc1661.txt
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2.2 T-1 and E-1 Carrier  

T-1 digital carrier was developed by the US Bell System in the early 1960ôs to reduce interoffice 

transmission cost. Prior to digital carrier frequency division multiplexing (FDM) was used to carry multiple 

voice channels over a single facility. T-1 transports 24 voice channels. E1 carrier, used in Europe, is similar 

carrying 30 voice channels. Each channel is digitized resulting in a 64 kbps data rate. 24 channels require 

1.536 Mbps plus an 8 kbps control channel resulting in a data rate of 1.544 Mbps (E1 is 2.048 Mbps). 

Telephone circuits are full duplex requiring a symmetric connection; T-1 delivers 1.544 Mbps in each 

direction.   

 

T-1 requires two copper circuits a pair for receive and one for transmit called a 4-wire facility. Internally T-

1 may be implemented in a number of ways: 4-wire physical circuit, complex modulation to derive both 

directions from a single copper pair or SONET optical carrier.  Regardless of how it is implemented the 

customer interface to T-1 service is the 4-wire circuit. 

 

In the early 1980ôs T-1 was trarrifed and made available to customers.  T-1 continues to be extremely 

popular in commercial service to carry both voice and data. Prices for T-1 have dropped dramatically as 

technology improves and from competitive pressure by alternative high-speed services.  

2.2.1 Converting Voice to Bits 

Voice grade phone service occupies the frequency band of 300-3000 Hz. Low frequencies are attenuated to 

eliminate interference from power line noise. Increasing upper bound beyond 3000 Hz does little to 

improve intelligibility, at the expense of greater bandwidth consumption. Digital sampling must be 

performed at least twice as fast as the highest frequency of interest, a sample rate of 8,000 times a second 

was chosen.  It was found sampling to 12-bits resulting in 4096 possible values resulted in excellent voice 

quality. This required a 96 kbps data stream. To reduce data rate engineers decided to use only 8-bits or 256 

values per sample, resulting in a 64,000 bps data stream. To minimize quality degradation, the conversion 

is performed logarithmically. When sound level is low samples are close together. During loud passages 

samples are farther apart. This masks quantizing noise generated by the conversion process.  The process is 

called u-LAW (US) A-LAW (Europe) Pulse Code Modulation (PCM). 

 

Twenty-four 64 kbps channels plus the 8 kbps control channel requires 1.544 Mbps. Channels are 

interleaved in time one after the other using Time Division Multiplexing (TDM). 60ôs technology allowed 

T-1 to travel about 6,000 feet before regeneration was required. 6,000 feet was chosen because that is the 

distance between H88 load coils used to extend voice circuits. This allowed T-1 regenerators to be housed 

at the same location.   

 

The PCM coding scheme developed for T-1is what makes V.90 and V.92 dialup modems possible. It is 

also the reason dialup is limited to 56 kbps. Logarithmic sampling minimizes the effect of noise when used 

for voice but only allows 7 of the 8 bits to be used for data, 8,000 samples per second times 7-bits per 

sample is 56,000 bits per second. Dialup modems have reached the limit of theoretical performance. 

2.2.2 Channelized vs. Unchannelized  

When used for Internet access channelization is neither required nor desired. T-1 data circuits are 

unchannelized this exposes total channel capacity to the IP layer. Multiplexing is performed at the IP rather 

than physical layer. Some circuits are provisioned to allow flexible control of channelization. This allows 

an Integrated Access Device (IAD) to dynamically allocate bandwidth between voice and data. 

2.2.3 CSU and DSU  

The Channel Service Unit (CSU) is connected directly to the 4-wire facility. The CSU regenerates bipolar 

signals before handing them off to DSU. The CSU provides keep alive and loopback testing enabling the 

Telco to monitor line quality.   
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T-1 uses bipolar plus and minus 3-volt pulses, between pulses voltage returns to zero.  The Digital Service 

Unit (DSU) converts bipolar signals to a synchronous interface such as V.35 that both RS232 single ended 

and RS422 differential signaling to connect to customer equipment.  

2.2.4 Smart Jack  

When T-1 was developed the interface between CSU and DSU, called DSX-1, was designated the 

demarcation point between Telco and customer. It still is in the rest of the world. During US deregulation 

the FCC defined the 4-wire facility as the demarcation point. This caused problems for the Telco as now 

management and quality assurance functions were no longer under their control but provided by customer 

premise equipment (CPE). The solution was the Smart Jack. It presents a 4-wire facility interface to the 

customer but includes loopback provision controlled of the service provider.  

2.2.5 Provisioning  

T-1 requires repeaters spaced approximately every 6,000 feet. Repeaters regenerate bipolar signals, 

allowing T-1 to deliver very low error rates compared to analog carrier. Repeaters can be powered from the 

T-1 line, called a span, eliminating the need for local power. 

 

T-1 bipolar signaling is relatively noisy. This requires care during circuit provisioning to prevent 

interference between T-1 and other services, including other T-1s on the same cable. 

 

At the customer location the Telco typically installs a Smart Jack. Jack electronics can be powered from the 

T-1 span eliminating the need for a local power supply. The customer interface to the Smart Jack is an 

RJ48 8-position data jack. Regardless of how the service provider transports T-1 internally the customer is 

presented with a 4-wire T-1 facility interface.  

 

T-1 provides end-to-end connectivity.  Internet access requires the remote end terminate at an ISP.  

 

Most T-1 compatible routers include CSU and DSU functionality. This allows the router to connect directly 

to the Smart Jack, eliminating cost and clutter of multiple pieces of equipment.   

2.2.6 Beyond T-1  

The modern telephone network is almost entirely digital, except for the 2-wire analog connection to POTS 

equipment. Carrier hierarchy is based on voice channels. The lowest level, called Digital Service 0 (DS-0), 

is a single PCM digitized voice circuit of 64 kbps. Next in the hierarchy is DS-1 (24 voice circuits over T-1 

carrier) operating at 1.544 Mbps, then DS-2 (T-2) operating at 6.312 Mbps equivalent to 4 T-1 circuits. 

Then DS-3 (T-3) at 44.736 Mbps equivalent to 28 T-1 circuits. 

 

DS level refers to channel speed; T-1 has a DS-1 channel speed of 1.544 Mbps and is carried over a 4-wire 

copper facility. Popular usage has corrupted this distinction. T-1 is commonly used to mean any 1.544 

Mbps service. 

 

Higher speed transmission is optical using Synchronous Optical Network (SONET). Synchronous 

Transport Signal Level 1 (STS-1) Optical Carrier 1 (OC-1) operates at 51.84 Mbps.  Next in the hierarchy 

is STS-3 (OC-3) 155.52 Mbps. Then STS-12 (OC-12) operating at 622.08 Mbps.  Then STS-48 (OC-48) 

operating at 2.488 Gbps. OC-192 at 10 Gbps is a convergence point. It is the first time Ethernet and 

SONET speeds match. This opens the door for Ethernet to be carried directly by the SONET network.   

 

2.3 Digital Subscriber Line (DSL) 

Digital Subscriber Line (DSL) technology utilizes existing telephone copper wiring between subscriber and 

phone company central office (CO) to carry high-speed data. This allows the local exchange carrier (LEC) 

to generate additional revenue by leveraging its massive investment in cabling. Several types of DSL have 

been developed hence the xDSL moniker. The most common types are Asymmetric DSL (ADSL) G992.1 

and Symmetric DSL (SDSL). Telcoôs like DSL not only as another revenue source but because it gets long 

http://www.itu.int/rec/recommendation.asp?type=folders&lang=e&parent=T-REC-G.992.2
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duration data calls off the Public Switched Telephone Network (PSTN). This minimizes the need for 

expensive upgrades to the circuit switched phone network. 

 
Figure 2 Shared ADSL POTS Service 

 

ADSL was initially developed for video on demand and has been recycled for broadband Internet access. 

ADSL has higher download speed, toward the subscriber, than upload. It uses frequencies above those used 

with Plain Old Telephone Service (POTS) allowing it to coexist with voice service. This minimizes cost by 

allowing a single copper pair to be used for both voice and data service.  A single line residence can be 

equipped with both phone and high-speed data service.  Typical ADSL speed is 500 - 1500 kbps 

downstream and 128 - 512 kbps upstream 

 

At the Telephone central office a Digital Subscriber Line Access Multiplexer (DSLAM) connects to the 

customerôs phone line. The voice portion is passed through a low pass filter and connected to the POTS 

network. The DSLAM recovers customer data and uses Asynchronous Transfer Mode (ATM) to link 

customer to ISP. The Telco uses ATM because it facilitates support of 3
rd
 party ISPs. At the customer 

location a similar filter is used to separate DSL from POTS. This can be either a whole house POTS/DSL 

splitter or microfilters connected ahead of each non-DSL device.     

 

SDSL is typically marketed as a business service. It requires a dedicated copper pair; it cannot be shared 

with POTS. Being symmetric makes it suitable for use with servers. A special version of SDSL called 

IDSL offers symmetric speed of 128 or 144 Kbps over longer distances than either ADSL or SDSL. IDSL 

uses ISDN signaling allowing it to be used at distances >20K feet.       

 

DSL speed is a function of line length, wire gauge and line quality. ADSL is limited to about 18,000 feet. 

Providers often limit service to lesser distance to minimize problems. Remote DSLAMs, called Remote 

Terminals (RT), shorten loop distance by moving the DSLAM closer to the customer. This increases 

number of potential customers within range and increases average speed. 

  

DSL modems use several interfaces to connect to customer equipment, external Ethernet, external USB, 

and internal PCI card.  Service offerings vary from static IP address (typical for SDSL) to DHCP dynamic 

IP address and PPPoE or PPPoA that emulates a dialup connection. DHCP and PPP are commonly used for 

residential service. 

 

DSL is offered by phone companies called Incumbent Local Exchange Carriers (ILEC), Competitive Local 

Exchange Carriers (CLEC) and by companies specializing in data services called Data Local Exchange 

Carriers (DLEC). Deployment of DSL may require the coordination of three different entities. The ILEC 

owns the copper wire between DSLAM and customer. The ILEC, CLEC or DLEC rent the copper circuit 

and installs the DSLAM and backhaul facilities. The ISP services the customer and connects traffic to the 

Internet.   



 7 

2.3.1 Impairments 

DSL is an impressive engineering accomplishment that allows high-speed data to be carried by the 100 

year-old copper telephone network. Unfortunately not all phone lines are suitable for DSL. Assuming the 

local central office (CO) or remote terminal (RT) is equipped for DSL it may not be available for a number 

of reasons. This section discusses common problems and where applicable suggests workarounds.  

2.3.1.1 Distance 

Typical ADSL maximum distance is 18,000 feet from the DSLAM. Conservative carriers often reduce this 

to 15,000 feet to minimize potential customer problems. Some ILECs are installing Remote Terminals (RT) 

to reduce cable distance allowing them to serve more customers.  The distance between DSLAM and 

customer is often substantially longer than shortest driving distance. 

2.3.1.2 Loop Carrier 

Digital Loop Carrier (DLC), Digital Added Main Line (DAML) et al are techniques that allow multiple 

customers to share a single phone circuit. This reduces cost of providing phone service. Unfortunately most 

forms of multiplexing are incompatible with DSL unless designed to support remote DSLAMs.  The 

presence of loop carrier may also limit dialup speed to 33.6 kbps or less. The Phone Company is only 

required to deliver phone service. If techniques used to deliver phone service interfere with other services 

the Telco is not obligated to address the situation.  

2.3.1.3 Load Coils 

Circuit resistance and impedance attenuate signals. This is more pronounced at high frequencies and long 

circuits. Load coils cancel some of these harmful effects resulting in better voice characteristics over long 

loops. They are typically installed on loops over 18,000 feet. H88 load coils, the most common type, are 

spaced every 6,000 feet beginning 3,000 feet from the central office. 

 

Unfortunately load coils are incompatible with DSL. They are effective over the voice frequency range but 

severely attenuate the high frequencies used by DSL. If Load coils are present they must be removed to use 

the line for DSL. 

2.3.1.4 Bridge Taps 

When telephone feeder cable is installed it is not known how many circuits will be needed at each location.  

The solution is to run a large feeder cable past many customers. As customers order phone service the 

installer selects an unused cable pair and splices it to the drop cable. The circuit feeding the drop may 

continue for hundreds or thousands of feet. This creates a bridge tap. It is of no consequence for telephone 

service but degrades DSL. The DSL signal splits at the tap going down both paths. When it reaches the end 

of the tap it is reflected back into the line, creating interference. DSL is designed to tolerate some amount 

of bridge tap, but if circuit is marginal it may cause problems or push line over distance limit. SDSL 

providers typically pay the Telco to remove bridge taps during circuit install. This tends to be expensive 

and is not ordinarily done for low cost residential ADSL.  

2.3.1.5 Noise and Crosstalk 

Telco feeder cable carries many different services: POTS, ISDN and T-1. Phone circuits often closely 

parallel power lines picking up power line noise. Imperfections cause unintentional coupling from one 

circuit to another. This raises the noise floor. If noise becomes excessive speed is impacted.  

 

DSL is not typically warranted for minimum speed. It is a best effort service. If you hear noise on your 

phone you are much more likely to get the Telco to fix the problem than if it only affects DSL or dialup.  

2.3.1.6 Half Ringer 

Excerpt from DSL Forum Technical Report 013. 

http://www.adsl.com/
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It has been standard practice in many areas of the United States 

to install, at the Network Interface Device (NID), a network 

termination device that is called a half ringer.  It is an 

example of an AC type termination device since it is detected 

using AC techniques.  

 

A normal POTS mechanical ringer, in a residential telephone, is 

made up of an inductor and a capacitor in series that is bridged 

between Tip and Ring of the line in the phone. The óhalfô ringer 

is just the capacitor part of the ringer.  The half ringer is 

actually a capacitor in series with a zener diode and a resistor 

that resembles one half of a ónormalô mechanical ringer.  This, 

in the U.S., is a 0.47 micro Farad capacitor without the addition 

of the inductor part of th e circuit, hence the name óhalfô 

ringer.  

4.3 V

4.3 V

0.47uF  250V

15K Ohms

TIP

Ring
 

During SDSL installation the Half-Ringer is removed. The Half-Ringer may interfere with ADSL if the 

signal is marginal. In that case the solution is to install a POTS/DSL splitter. The splitter includes a Half-

Ringer behind the low pass POTS filter allowing the one in the NID to be removed.   

2.3.1.7 Inside Wiring 

DSL was designed to tolerate wiring imperfections. The easiest way to test the quality of inside wiring is to 

connect the DSL modem directly to the Telco NID test jack. The test jack disconnects inside wiring. If 

performance improves inside wiring is degrading DSL. A POTS/DSL splitter eliminates the effects of 

inside wiring and telephone equipment on DSL.   

2.3.1.8 Wireless Phones 

Wireless phones may interfere with DSL. The RF used by the phones does not overlap DSL however 

wireless phones tend to inject noise into the phone line. Disconnect all phones and reconnect them one at a 

time. Sometimes adding an additional microfilter at the offending phone will solve the problem.  

 

2.4 Data Over Cable Service Interface Specification (DOCSIS) 

The Cable TV (CATV) industry is aggressively rolling out high-speed Internet service. Historically Cable 

TV was a one-way medium. TV signals originate at the CATV office, called the Head End (HE), and are 

broadcast to all subscribers. To accommodate new services the Industry replaced previous generation all 

coaxial network with Hybrid Fiber Coax (HFC). Fiber is deployed deep into the CATV network. 

Redundant fiber loops interconnect the Head End to hubs. The hubs in turn connect to local nodes that 

convert fiber to coax. Coax is only used for a short distance connecting individual subscribers to the HFC 

network. 

 

Internet access requires two-way transmission, subscribers need to transmit as well as receive. A TV 

channel (6 MHz wide in the US) is reserved for data service toward the subscribers. The upstream path is 

http://www.corningcablesystems.com/web/library/litindex.nsf/$ALL/TEL-195-EN/$FILE/TEL-195-EN.pdf
http://www.corningcablesystems.com/web/library/litindex.nsf/$ALL/TEL-195-EN/$FILE/TEL-195-EN.pdf
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more challenging. Distribution amplifiers must be replaced with ones capable of amplifying signals in both 

directions.  The Head End recovers these signals and routes them to Internet exchange carriers.  

 

Figure 3 CATV Hybrid Fiber Coax Network  

Some early Internet Cable systems were unidirectional. The Cable network was used for downstream 

transmission and a dialup modem for upstream. This allowed the CATV provider to offer high-speed 

Internet service without the need to upgrade the cable facility to bi-directional data. 

 

The CATV industry is working to standardize cable modems so they can be purchased retail like dialup 

modems. The industry is rapidly migrating to DOCSIS Data-Over-Cable Interface Specification created by 

Cable Labs.  DOCSIS 1 deliver per segment bandwidth of up to 40 Mbps toward the customer and 10 

Mbps upload. DOCSIS 2 increases upload to about 30 Mbps. This is the total data rate for a particular 

Cable segment. Individual subscribers are capped at a lower rate to prevent heavy use from degrading 

service. Typical CATV service offerings are 1-5 Mbps down (toward the customer) with sub megabit rate 

up. 

2.4.1 Impairments  

As with DSL high speed Cable Internet access has to overcome a number of challenges to deliver 

acceptable end user experience. 

2.4.1.1 Shared Medium 

Cable is a shared medium. Each user competes with others on the same segment. While all Internet access 

is shared at some point Cable is shared in the first-mile. As more customers subscribe the Cable supplier 

must reduce the number of subscribers serviced by the segment to deliver acceptable service.  

2.4.1.2 Limited Upload 

DOCSIS 2 improved upload speed. Cable uses a time slot mechanism, called Time Division Multiplexing, 

to facilitate equitable upload over the shared cable segment. The Cable industry assumed customers would 

primarily use download bandwidth. Customers are taking advantage of Internet peer-to-peer capabilities to 

create and host their own data. This creates a strain on limited Cable upload capability. The Cable industry 

is waging an aggressive campaign against customers that use a lot of bandwidth. They have taken to calling 

these customers Bandwidth Hogs. 

2.4.1.3 Noise 

The frequencies used by the CATV network overlap those used by broadcast services. If these signals 

penetrate the Cable network they create interference. Keeping these signals out is especially difficult in the 

5-42 MHz range used for upstream Internet communication.  

2.4.1.4 Privacy 

Cable Internet is a shared medium. It is relatively easy for customers eavesdrop on segment traffic.  

 

http://www.cablelabs.com/
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2.5 Other High Speed Service 

Other technologies are capable of delivering high speed Internet. So far they represent a tiny fraction of the 

broadband market. A significant benefit of most alternatives is they do not require expensive rights-of-way. 

This dramatically reduces upfront cost to roll out high-speed service. 

2.5.1 Satellite 

Direct Broadcast Satellite TV is capable of delivering high-speed service. Unfortunately the great distance 

of geosynchronous orbit adds significant latency making this type of service more appropriate for file 

transfer than interactive browsing.  

 

Unfortunately Internet service planned for Low Earth Orbit (LEO) satellite has not turned out to be cost 

effective. 

2.5.2 Fixed Wireless 

Point-to-Point wireless service uses directional RF transceivers with line of sight connection between ISP 

and customer. In some cases customerôs equipment act as a repeater expanding service footprint.  Fixed 

wireless transceivers operate in both licensed and unlicensed bands. 

 

IEEE 802.11 WiFi Wireless LANs are being deployed in ingenious ways to create radio hot spots that work 

much as the cellular telephone network. This allows wireless users to roam between multiple WiFi Access 

Points. Each Access Point has its own means to connect to the Internet.  

2.5.3 Cellular Wireless  

Cellular carriers invested heavily in 2.5 and 3
rd
 Generation wireless service. Speed has improved but cost 

remains high. The most popular use of Cellular services continues to be voice and in Europe Short Message 

Service (SMS).  Interest in using mobile devices for Internet browsing or multimedia downloading has not 

materialized. Looks like optimum use of cellular network is person to person communication.  

2.5.4 Integrated Service Digital Network (ISDN) 

Basic rate ISDN provides two 64 kbps bearer channels (B channels), and a 16 kbps data control channel (D 

channel). ISDN is a circuit switched technology with very fast call setup time. Being digital the full 64 

kbps is available for data. Multilink combines both channels into a single 128 kbps symmetric connection. 

The lower speed of ISDN, compared to T-1, increases distance between repeaters to 18,0000 feet, rather 

than 6,000 feet for T-1.  Primary Rate ISDN is basically a T-1 connection. 

 

ISDN was touted as the next big thing by the telephone industry in the 1990s. However deployments 

missteps and high cost have slowed deployment.  ISDN is viable where other forms of high-speed access 

are not yet unavailable but the window of opportunity for ISDN is passed.  

 

A variation of ISDN, called IDSL, uses ISDN signaling to deliver 128 or 144 kbps data service at greater 

distance than DSL.  

2.5.5 Fiber to the Home (FTTH) 

The holy grail of broadband is a fiber optic connection to each customer, called fiber-to-the-home (FTTH). 

New residential developments are a prime candidate for fiber converged service delivering: broadcast 

television, telephone service, and high speed Internet access over a single infrastructure. In new 

developments fiber is cost effective today.  

 

Some municipalities frustrated by the slow roll out of high-speed service are installing their own fiber and 

renting it to for profit companies that light it and connect customers. Creative solutions make use of 

nontraditional rights of way such as installing fiber in sewer mains or abandoned water and gas pipes. 

 

http://www.ieee802.org/11/
http://www.wirelessethernet.org/OpenSection/index.asp
http://www.ftthcouncil.com/index.shtml
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2.6 When ñAlways Onò Doesnôt Mean ñAlways Onò 

Broadband service is marketed as ñalways on.ò Exactly what this means is subject to interpretation. The 

most ñonò service consists of a bridged or routed connection with a static IP address. Once the service is 

configured the connection is permanent and always available.  

 

Dynamic Host Configuration Protocol (DHCP) assigns the client IP address for a limited period called a 

lease. Before the lease expires the client attempts to renew it. DHCP simplifies the task of managing 

customer addresses. From the customerôs perspective the service is always on, lease renewal is transparent. 

Some ISPs bind IP address allocation to hardware MAC address. This results in the same address being 

assigned as long as the customer does not change equipment. 

 

Point-to-Point-Protocol over Ethernet (PPPoE) or ATM (PPPoA) simulates a dialup connection. This type 

of service is common for ADSL. It leverages ISP investment in RADIUS authentication and billing. After 

the customer is authenticated they are issued an IP address.  If the connection becomes idle the user is 

disconnected. This allows more customers to be serviced from a given pool of IP addresses. Various 

methods of generating keep-alive transactions can be used to simulate an always-on connection.  Unlike 

dialup DSL allows 24/7 connection. 

 

2.7 Acceptable Use Policy 

ISP controls how the service is used. For example, retail customers are typically prohibited from reselling 

the service.  Some ISPs prohibit use of networks, running servers, and block certain types of traffic. In an 

attempt to reduce cost some broadband services have imposed usage caps to limit the amount of data that 

can be transferred. Make sure the ISP does not prohibit using the service in ways that are important to you. 

Most ISPôs reserve the right to revise policy at any time making for a pretty one-sided contract. 

 

2.8 Privacy Policy 

Privacy policy determines how your information is used and protected. It is reasonable for the ISP to 

collect and use information for diagnostic purposes and to improve service. However, some ISPs sell 

customer information. Your ISP knows every web page you access, every file you download or upload and 

every mail, USENET and IM message that flows over their network. That information is potentially 

marketable. Governments, especially in Europe, are pressuring ISPs to retain customer usage information 

and make it available to law enforcement. 

 

2.9 Service Level Agreement 

Business class service includes a service level agreement (SLA). This defines things like: minimum speed, 

maximum latency, service reliability and mean time to repair. SLA guarantees are one of the reasons 

business class service is more expensive the best effort residential. Data communication is the lifeblood of 

most business. One needs to carefully consider the impact of communication failure. 

 

2.10 E- mail  

Consider ISP mail account a throwaway. Each ISP change results in a different email address making it 

difficult for folks to stay in touch. For a more permanent address use one of the free e-mail services or 

better yet register a domain name.   

 

2.11 Finding an ISP  

Check Find an ISP and Broadband Reports to find service providers. USENET news groupsô 

comp.dcom.xdsl and comp.dcom.modems.cable are a valuable technical resource. Some states Public 

Utilities Commissions (PUC) maintain broadband provider information. 

http://www.ietf.org/rfc/rfc2131.txt
http://www.ietf.org/rfc/rfc2516.txt
http://www.findanisp.com/
http://www.broadbandreports.com/
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3 Dialup Account ï The Old Standby 
Even though we have DSL we chose to maintain a dialup account. It is used as backup incase DSL fails and 

while traveling. In our experience the most common cause of DSL failures are internal ISP problems not 

the DSL circuit itself. To minimize the chance of losing both primary and backup service we use different 

dialup and DSL providers. Having two of anything, including ISP accounts, is a very useful 

troubleshooting aid. 

 

Requirements: 

 Nationwide point of presence (POP) access numbers 

 Unmetered service 

 No busy signals 

 Decent speed 

 LAN not prohibited 

 No port blocking 

 No proprietary software 

 USENET News account 

 Reasonable price 

 Good technical support 

 

3.1 Selecting a Provider 

Initially we used a nationwide ISP that also provided long distance telephone service. We received a single 

monthly bill and a reasonable rate for Internet Access. Unfortunately the ISP business proved to be very 

unstable. Carriers merged or sold off consumer accounts every few months.  After having our account sold 

several times we chose the same company that provides our web hosting service INR.Net as our dialup ISP. 

They are a local dialup ISP that meets our requirements. They have been extremely responsive to e-mail 

and phone support issues over the years.   

 

3.2 Thoughts on Dial Up 

 If the ISP requires special connection software make sure it is compatible with the rest of your network 

environment.   

 

Cost Tip ï make sure ISP has access numbers Points of Presence (POP) close enough so calls are 

unmetered. Failure to do so will result in a rude surprise when the phone bill arrives. 

 

Windows Performance Tip - in dial up networking uncheck "Log on to Network." Most ISPôs use 

RADIUS authentication, eliminating Windows network login speeds up ISP connection process. 

 

Windows Performance Tip  - Uncheck NetBEUI and IPX in dialup networking. TCP/IP is the 

only protocol required.  

 

Security Tip - If the computer is directly connect to the dialup modem unbind file and print 

sharing from dialup. This prevents folks on the Internet from gaining access to shared files 

http://www.inr.net/
http://www.ietf.org/rfc/rfc2865.txt


 13 

4 DSL Account ï Telcoôs Brave New World of Data  
We had been desperately looking for high-speed Internet service, finally signed up for DSL in late 2000.  

 

Broadband wish list: 

 Symmetric speed at least 500 kbps 

 LAN not prohibited 

 Reasonable price 

 Single static IP address 

 No port blocking 

 No proprietary software 

 USENET News account 

 Good technical support 

 Service Level Agreement 

 

We were looking for near business class service. Outages of more than a few hours are very inconvenient 

for a consulting business. After hearing horror stories about DSL and Cable we wanted to deal with a stable 

carrier with a minimum of downtime. We did not want the ISP to perform firewall functions. We had run 

into problems in the past when the provider blocked outgoing mail. The goal was a transparent connection. 

We take responsibility for managing our security and network. 

 

We are fortunate to have a wide verity of broadband services available at our location: Cable Internet, 

SDSL through a DLEC, ADSL through the ILEC, and both T-1 and fractional T-1 through several carriers. 

The Cable provider prohibits connecting the service to a LAN, eliminating them from contention.  T-1 and 

Fractional T-1 is rather pricey so it was not in contention. 

 

4.1 Distance Determination 

Before applying for DSL we wanted to determine distance to the Telco Central Office (CO). The first step 

is to determine the location of the Central Office. Broadband Reports has a nice CO search utility and ESRI 

has an online tool that identifies likely cable route between the subscriber and Central Office. We drove 

several routes to estimate cable distance. Depending on route we estimated our distance between 10,000 

and 14,200 feet.  

   

4.2 Selecting a Provider 

Our first attempt to get DSL was with Verizon. Our central office is equipped with Verizon ADSL but we 

did not qualify, no reason was given. When I plugged in phone numbers closer to the CO they qualified so I 

assume the reason was excessive distance.  

 

Next we tried to sign up with HarvardNet. We were turned down due to distance. They estimated we were 

20.9K feet from the CO. This was lucky because shortly thereafter they got out of the DSL business.  

 

Vitts they indicated we were 10,500 feet from the CO. We signed up for HomeReach 530 service. This is 

528 kbps SDSL business service with static IP address and a relaxed service level agreement (SLA). SDSL 

requires a dedicated line. Vitts coordinated the installation of new service with Verizon. Verizon removed 

about 1,000 feet of bridge tap and removed the half-ringer in the NID. The service was installed and 

worked flawlessly until Vitts declared bankruptcy and shutdown in May 2001 forcing us back to dialup.   

 

Through Broadband Reports Verizon Forum learned of Verizon presidential appeals. Did not hold much 

chance of ever getting DSL but called anyway. A few hours later all lines were qualified and ranked. 

Ordered Verizon 1500/384 ADSL service in July 2001. Speed was better than Vitts SDSL but the service 

requires PPPoE and a dynamic rather than static address.   

 

http://www.broadbandreports.com/coinfo
http://routemap.esri.com/rmims/dsl_web/
http://www22.verizon.com/foryourhome/dsl/home/nlf_dslhomepage.asp
http://www.broadbandreports.com/forum/ilec,vz
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4.3 Splitter vs Microfilter 

ADSL uses the same circuit as voice phone service. To reduce 

cost consumer grade ADSL use microfilters. This allows 

customer self-install eliminating the expense of a truck roll to 

dispatch a technician.  All non-DSL devices must be behind a 

Microfilter.  

 

An alternative to microfilters is a POTS/DSL splitter. This allows 

a single device to service the entire location.  Splitters are 

especially valuable when used with a large number of devices or 

the service is far from the telephone central office. The splitter 

has better filter characteristics than microfilters and being 

installed at the NID isolates inside wiring from DSL.  A good 

way to tell if a splitter will improve DSL performance is to 

connect the DSL modem directly to the Telco NID. This 

disconnects inside wiring. If performance improves use a splitter. 

 

The splitter includes half-ringer test circuit on the phone side of 

the low pass filter. This allows the half-ringer in the NID to be 

disconnected reducing unnecessary load on DSL. 

 

Splitter Advantage 

 Single device for entire house 

 Better electrical characteristics 

 Isolates inside wiring from DSL 

 Isolates half-ringer from DSL 

 Works with home Alarm dialer 

 

Splitter Disadvantage 

 Installation required 

 Dedicated run from splitter to DSL modem 

 Have to purchase separately  

 

4.4 Installation 

Prior to activation date Verizon technicians connect the phone line to DSLAM 

and create a user account. In Ex Bell Atlantic territory Verizon uses PPPoE. 

This is very similar to PPP used with dialup modems. PPPoE requires a login 

to establish the connection. Verizon PPPoE self-install kit includes 

microfilters, a Westell Ethernet modem and install CD.      

 

When everything is up and running Verizon sends out a welcome email. At 

that point the modem can be connected.  The Westell modem has four 

indicators, Power, Ready, Link, and Activity. Power is on when the unit is 

powered up. Ready illuminates after the modem completed is internal self-test. 

Link is on when the modem is synchronized to the DSLAM. The Activity 

indicator flashes as data moves over the Ethernet connection. The Link 

indicator only shows the modem is synchronized to the DSLAM; it does not 

indicate a complete connection to the Internet exists. This is a source of some 

confusion. 

 

Once the connection is ready the account must be activated using the Verizon install CD. This is required 

even if you intend to use a router. Verizon PPPoE account activation requires MS PPTP VPN, a customized 

Netscape browser and WinPoet PPPoE client. I did not intend to use WinPoet as I have a router. I loaded 

Figure 6 Westell 

ADSL Modem 

Figure 4 DSL Microfilter  

Figure 5 POTS/DSL Splitter 
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the Verizon install CD on a spare PC. Install was uneventful. Once the connection was up and running 

transferred settings to Multitech router. It logged in without a hitch.  

 

4.5 Optimization 

There are many urban myths about magical tweaks to improve performance. Most of them are snake oil. 

System tuning is rather difficult because measurements are hard to duplicate since so many effects are 

outside your direct control.  

 

TCP requires the receiver to periodically send an Acknowledge to let the sender know everything is OK.  

This is called the receive window.  If the transmitter has not received an acknowledgement after it sends a 

number of packets it stops transmitting and waits. At high speed or if latency is significant the default 

receive window (RWIN) should to be increased to prevent pauses in transmission. 

 

The other useful tweak affects the maximum amount of data that can be transmitted in a single packet 

called the maximum transmission unit (MTU). Ethernet networks have a maximum packet size of 1500 

bytes. Normally this setting is fine. However PPPoE encapsulation adds 8 bytes to each packet. This 

reduces maximum packet size to 1492 bytes. If the source attempts to send a larger packet it will either be 

rejected or fragmented into two parts, with attendant degradation in performance.   

 

A suite of optimization tools is available at Broadband Reports Tools. Once you know the optimum settings 

download the DrTCP utility to make the recommended changes. 

 

WinPoet PPPoE has a reputation for being buggy. Windows XP includes a PPPoE client, eliminating the 

need for third party software. RASPPPoE is available as an alternative to WinPoet. Using a router 

eliminates the need to run PPPoE at all; the router manages the DSL connection. 

 

4.6 Thoughts on DSL  

ADSL has been very reliable with only a few short outages. None of the outages have been problems with 

the DSL connection itself; the modem has never lost sync. All outages have been ISP routing errors or DNS 

failures. Verizon was not able to meet all conditions on my wish list but overall Iôm very pleased with the 

service.   

 

DSL wish list and as delivered: 

 Symmetric speed at least 500 kbps ï 1500/384 

 LAN not prohibited  - OK  

 Reasonable price - Half the price of previous SDSL service 

 Single static IP address - Dynamic address via PPPoE 

 No port blocking - Port 80 blocked, prohibition against running commercial server 

 No proprietary software - Install only - PPPoE is not proprietary 

 USENET News account ï Good speed and retention 

 Good technical support ï Phone support is mediocre, newsgroup support is excellent 

 Service Level Agreement - Best effort only 

 

Security Tip - If the computer is directly connect to the DSL modem unbind file and print sharing from 

DSL. This prevents folks on the Internet from gaining access to shared files. 

http://www.broadbandreports.com/tools
http://www.lavasoftusa.com/downloads.html
http://www.carricksolutions.com/raspppoe.htm
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5 Wiring Techniques ï Cables and Connectors  
Many improvements in wiring techniques have been developed by the Telephone industry to deal with the 

massive number of circuits they install and manage.  Of particular significance for our purposes are 

modular jacks and type 66 and 110 punch down blocks. 

 

Modular jacks were developed by the old Bell Telephone System to reduce cost of installing and 

maintaining customer equipment. Until the 1970s phones were hardwired. This required a craftsperson to 

come on site for even the simplest task. Deployment of modular jacks meant that in many cases the 

customer could now repair, move, or install their own equipment.  

 

About the same time as modular jacks became popular Type 66 punchdown termination was introduced. It 

is called punchdown because the conductor is terminated with a spring-loaded tool that pushes it into an 

insulation displacement contact and automatically cuts it to length. 66 style blocks are still widely used for 

phone systems. LAN wiring uses a second-generation type 110. This allows more circuits to be terminated 

in a given area. Due to its smaller size 110 provides better high frequency performance than type 66. 

 

Prior to Telecommunication Industry Association EIA/TIA  568 Commercial Building Telecommunications 

Cabling Standard and EIA/TIA 570 Residential Telecommunication Cabling Standard wiring requirements 

were developed by various industries or in many cases individual equipment vendors. TIA recognized cable 

infrastructure has a long life expectancy, typically being used with multiple generations of equipment. They 

devised a performance based wiring scheme independent of how the wiring was used. This was a 

breakthrough; almost all communication systems now use structured wiring. TIA Structured wiring 

centralizes cable termination in a wiring closet. From there dedicated runs fan out to each receptacle. In the 

wiring closet and at the receptacle a patch cord connects structured wiring to electronic equipment.  

 

When the US telephone network was deregulated the FCC took over responsibility for end user equipment 

and inside wiring standards, commonly called Customer Premise Equipment (CPE). Phone company 

practice for the previous 100 years had been to wire phone jacks as a daisy chain. Outside wiring, called the 

customer drop, terminated at a lightning protector. Inside wire originated at the protector and ran to the first 

outlet, from there to the next, and so on. As customers began using more sophisticated services the 

limitation of this method became apparent. The FCC mandated telephone inside wiring be installed using 

structured wiring techniques compliant with TIA standards. Adoption of TIA structured wiring means the 

same wiring method is used for voice and data networks. 

 

A useful wiring guide is the ñTechnicianôs Handbook -- Communications Cablingò by James Abruzzino 

ISBN 0-9671630-0-5. A free online guide is available from Levitron.  

 

5.1 Structured Wiring 

The key to EIA/TIA 568 & 570 is the notion of structured wiring. A 

cable from each receptacle runs directly to a central wiring closet. The 

cable cannot be spliced or connected to other outlets. At the wiring 

closet each cable is terminated at a patch panel. To provide service a 

short cable, called a patch cable, is connected between the appropriate 

patch panel jack and the equipment used to service the room 

receptacle.  

 

Structured wiring can be unshielded twisted pair (UTP), shielded 

twisted pair and fiber optic. UTP is the overwhelming choice for 

home and commercial networks.  

 

UTP cable is rated by Category; higher numeric designation indicates greater bandwidth. TIA created 

Category 3, 4, 5, 5e and 6. Only Category 5e and 6 are currently recognized, other ratings are obsolete. 

 

Figure 7 Cat 5 Receptacles 

http://www.tiaonline.org/
http://www.fcc.gov/
http://ftp.fcc.gov/Bureaus/Common_Carrier/News_Releases/2000/nrcc0001.txt
http://www.levitontelcom.com/learning/wiring.asp
http://www.tiaonline.org/
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Cat 5e allows a single wiring scheme to support 

Ethernet (10 Mbps), Fast Ethernet (100 Mbps), 

and Gigabit Ethernet (1000 Mbps) as well as 

ordinary phone service. When Gigabit Ethernet was 

being developed it was designed to operate over the 

installed base of Cat 5. However, real world 

experience showed that not all installations were up 

to the task, hence the minor revision to Cat 5e.  

 

TIA recently released specifications for Cat 6. Cat 6 doubles performance 

from 100 MHz for Cat 5e to 200 MHz. Currently no Ethernet version 

takes advantage of the extra bandwidth provided by Cat 6. 

 

The various UTP category grades are outwardly similar. The differences 

are in the number of twists per inch and mechanical tolerances. The higher 

the Category rating the more tightly the pairs are twisted and mechanical 

specifications are held to tighter tolerances. It is important not to mix 

components of different Category grades, doing so reduces overall rating 

to the lowest grade used. 

 

UTP cabling is designed for a maximum end-to-end distance of 100 

meters (328 ft). This distance includes a patch cord from device to wall 

jack, 90 meters of building wiring (in TIA parlance called horizontal wiring), and another patch cord in the 

wiring closet to connect facility cabling to active electronics. 

 

Receptacles use type 110 terminations. This allows the cable to be quickly terminated with a punch down 

tool. In the wiring closet each cable is terminated at a patch panel. The patch panel consists of multiple 

jacks that terminate a large number of cables. From the patch panel a short patch cable is used to connect 

each run to an Ethernet hub or switch. 

 

5.2 UTP Cable Types  

The most common type of UTP Category cable is PVC insulated. It can be used in most habitable spaces. 

 

Where cable is installed in air handling space such as under a raised floor or within a suspended ceiling it 

must be Plenum rated. Plenum cable is insulated with Teflon rather than PVC. Teflon is fire resistant not 

fire proof. The goal of Plenum cable is to delay the onset of combustion until the fire is so advanced to 

make the space incompatible with life.  

 

Outdoor wiring is subject to UV radiation and moisture. Outdoor cable is gel filled to prevent moisture 

intrusion and has a UV resistant outer jacket, typically black. Direct burial cable includes a corrugated 

metal rodent shield to protect against burrowing animals. 

 

5.3 Modular Connectors  

When the old Bell system moved to connectorized customer premise equipment (CPE) it created a family 

of modular connectors.  Modular connectors come in 4, 6 and 8 position versions. A center locking key 

prevents the plug from being accidentally ejected from the receptacle.  

 

As the US telephone industry was migrating to modular connectors it was also the early stage of divesture 

and interconnect requirements. Customers were allowed to attach their own equipment to the telephone 

network. This required the creation of many tariff offerings that define various interconnect arrangements. 

Each tariff not only defined the type of jack, but whether it is flush or surface mount and how it is 

connected to the telephone network. This led to the creation of dozens of Registered Jack (RJ) designations, 

Figure 8 Cat 5 Patch Panel 

Figure 9 Rear view 

w/Punchdown Tool 
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most of which are only of historical interest today. The RJ nomenclature has passed into popular usage and 

is only loosely coupled to its original intent. 

 

The 4-position connector is used to connect telephone handset to phone. It was not assigned a RJ 

designation and need not concern us here.  

 

The most popular 6-position jack is referred to as RJ11. It connects single line voice grade telephone 

equipment to the public switched telephone network (PSTN). A two-line version using the 6-position jack 

is the RJ14. 

 

8-position RJ31 and RJ38 jacks connect alarm systems to the PSTN. The 8-position RJ48 jack is used to 

connect to T-1 carrier. 

 

TIA choose the 8-position jack for structured wiring. This jack is often erroneously called RJ45. The 

USOC RJ45 connects analog data equipment to the PSTN. A resistor in the Jack was used to set acceptable 

transmit power level. 

5.3.1 Telco Uniform Service Ordering Code (USOC) Pinnout 

The RJ designation is used to order the 

particular interconnect arrangement. This is 

called the Uniform Service Ordering Code 

(USOC). 

 

 

 

 

 

 

 

 

 

 

 

Figure 10 RJ11 and RJ14 

 

RJ11 6-position jack connects a single-line 

phone to telephone network. RJ14 is used 

with two-line phone.  

 

RJ31 and RJ 38 are 8-position jacks used 

with alarm dialers.  The jack is placed in 

series with the phone line close to the 

Telephone Company Network Interface 

Device (NID). All phones are wired 

downstream of the jack. Shorting bars within 

the jack establish continuity when the alarm is not plugged in.  Plugging in the alarm opens the circuit 

placing it in series with CPE devices. When an alarm event occurs the dialer disconnects CPE devices so it 

is able to seize the line and dial out even if the line was in use. RJ38 is identical to RJ31 except it has a 

strap between positions 2 and 7. This allows the dialer to determine if it is plugged into the jack. 

 

RJ48C and RJ48X are 8-position jacks used to terminate T-1 digital service. Receive pair use pins 1-2 

transmit 4-5. RJ48X provides automatic loopback when plug is removed. Unlike other 8-position USOC 

jacks the pairing arrangement is compatible with TIA 568 so LAN patch cables can be used.   

Figure 11 RJ31 and RJ38 
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5.3.2 TIA T568A and T568B Structured Wiring Pinnout 

A cause of much confusion when implementing structured wiring is the fact that two different connector 

pin outs were defined T568A and T568B. They are nearly identical except pairs 2 and 3 are swapped. 

Electrically this is of no consequence as long as both ends use the same pin out. TIA 570 Residential wiring 

standard requires use of the T568A pin out.  

 

 

Figure 12 TIA UTP alternate pin outs  

 

The pairing arrangement of TIA differs from that used on USOC voice jacks. The inner two pair are the 

same the outer two are different. TIA did this to improve high frequency transmission characteristics. It is 

important to use the correct type of patch cable. Use of 8-position USOC style patch cable in a Category 

rated network will cause problems. 

 

The inner two-pair of the TIA-568 8-postion jack mate with inner two pair of the RJ11 and RJ14 USOC 6-

position plug. This eliminates the need for adapters when connecting RJ11 and RJ14 equipment to 

structured cabling. 

 

5.4 Wiring Color Code 

Telco USOC RJ11 and RJ14 jacks use Red, Green, Yellow and Black conductors.  

 

TIA Category rated cable consist of 8-conductors, arraigned as 4-pairs. Each pair is a different color, to 

identify conductors within a pair one wire is solid color the other has a White stripe. 

 

Standard Telephone practice is Tip conductor is positive with respect to Ring. Early touchtone phones were 

polarity sensitive. Today most telephone equipment includes a diode bridge so polarity is unimportant. 

However it is considered good practice to maintain proper polarity. Low cost phone line testers are 

available to quickly determine polarity. 

 

 

TIA Color Code T568A 

Designation 

Telco 

Color 

Code 

Telco 

Designation 

Blue/White Pair 1 Green Tip + 

Blue Pair 1 Red Ring - 

Orange/White Pair 2 Black Tip + 

Orange Pair 2 Yellow Ring - 

Green/White Pair 3  Tip + 

Green Pair 3  Ring - 

Brown/White Pair 4  Tip + 

Brown Pair 4  Ring - 
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5.5 Type 66 Punchdown Block 

The first type of insulation displacement 

terminal was the 66 block. These continue to be 

used extensively. An advantage of the 66 

family is it accepts larger gauge wire than 

newer 110. Type 66 blocks are typically 

attached to a standoff bracket that is screwed to 

the wall. The bracket allows building wiring to 

be run underneath the block making for a neat 

installation.  

 

Building wiring is terminated on one set of 66 

blocks and equipment on another. Interconnect 

is accomplished with cross connect wire. This 

allows a great deal of flexibility in adding and 

changing equipment over time.  

 

To save space split blocks can be used. In a 

split block each row of four terminals is divided 

in half. If needed a device called a bridging clip 

can be used to connect the left terminals to the 

right set.  Use of bridging clips facilitates 

troubleshooting allowing circuits to be easily 

isolated.  

 

To organize cross-connect wire a standoff 

called a Mushroom is used as a wire guide. 

 

5.6 Type 110 Punchdown Block 

Type 110 terminals allow higher 

density wiring than Type 66. 110 

termination is preferred for LAN use. 

Typical 110 module includes a 

standoff. Building wiring is routed 

through the standoff and fanned out to 

the appropriate location. The 110 

block is inserted over the base. Cross-

connect wire is punched down to the 

upper terminals of the block. 

 

The same Mushrooms used with Type 

66 blocks are used as wire guides.   

 

Cross-connect blocks are mainly used 

with telephone wiring. When a LAN is 

installed the cable from each drop is 

connected to patch panel consisting of 

a large number of modular jacks.  

Short cables, called patch cable, are 

used to connect the drop to network 

electronics. This results in better 

transmission characteristics than using 

punchdown termination. 

Figure 13 Type 66 Punchdown Block 

Figure 14 Type 110 Punchdown Block 


