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Abstract

This paper discusses our experience setting up and using asmall office home office (SOHO) network over a
number of years. It offers guidance on seleding a hgh-speed Internet Service Provider (ISP), presents
Local Area Network (LAN) options, describes Internet sharing methods, and discusses typical network
Services.

Internet accessisvia 1500384 Digital Subscriber Line (DSL), provided by the local Telephore Company.
A NAT router all ows multiple computers to share the mnnection. The router automatically fall s back to
dialup if DSL fail s. The LAN uses Fast Ethernet (100 Mbps) providing high-speed internal commnunication
for file sharing. LAN servicesinclude: file backup, network printing, NNTP timeserver, DNS server, Sysog
logfile server andlocal web server. IPsecVirtual Private Network (VPN) client provides saure accessto
the mrporate network. This all ows accessto corporate resources whil e telecomnuting a on the road.

Alocal hosting service hosts our businessweb server ande-mail. Use of a Hosting service moves web site
traffic off the broadband connedion. It also signifi cantly eases the task of seauring the local network.
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1 Overview

In mid 1998l set up asmall network. | was garting a consulting businessand wanted to lean about
building and operating a Small Office Home Office (SOHO) network. My prior networking experience was
limited to interadions with corporate Information Technology (IT) department.

The LAN has undergone significant evolution over the yeas. It started with Dialup Internet accessand a
few 10 BaseT Ethernet drops. Over the yeas it expanded beyond my home officeto encompassthe entire
house and upgraded to 100BaseT Fast Ethernet. 1500384 DSL is the primary Internet connedion with
dialup as badkup. Initially we used Wingate connedion sharing software and Bladlce Defender for
intrusion detedion running a dedicated laptop. The laptop was replaced with a M ultitech Broadband
Router. A recycled desktop row serves asapoa mans srver. In addition to fil e sharing it runs: DNS,
network timer, locd web server and Syslog log server. Each PC normally requires its own monitor,
keyboard, and mouse. Rather then use separate 1/0O devices for server and desktop we opted to use aBelkin
KVM (Keyboard Video Mouse) switchbox. This allows a single keyboard, mouse and monitor to be shared
by workstation and server. The printer is networked and accessble from any PC on the LAN.

A Virtua Private Network (VPN) enables telecommuting between home and corporate network. The VPN
encrypts data between home and corporate network providing a seaure channel over the pulic Internet. As
istypicd with al things networking install ation and debug was acamplished with some difficulty.
However, onceimplemented the VPN has operated flawlessly.

Traveling with a Laptop can be a tallenge: as network configuration differs at each locaion. A utility
cdled NetSwitcher automates this task providing one dick switching between locaions.

For badkup we use Seaond Copy 2000to perform automatic on line badk up to the server. A CD burner
provides off line badkup.

This paper is not intended as a competitive product review. The field is constantly changing; any attempt to
do so becomes quickly outdated. Rather, it discusses how spedfic requirements were aldressed. For up to
date product reviews the interested reader is direded to the many publi cations and articles on the subjed.
The products and services described in this paper represent my choiceto deliver the feaures | needed.

Goasfor SOHO network:

- Share broadband Internet service
Automatic fail over to Dialup if broadband fail s
Printer and scanner sharing
Locd file sharing
Locd private web server
VPN accessto corporate network
Accessto multi ple e-mail accounts
Accessto USENET newsgroups
Fax without a fax machine
Automatic time synchronization
Automatic fil e badkups
Lean networking
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The paper discuses Internet accessand connedion sharing options. Then covers dructured wiring and
detail s of both telephone and Ethernet networks. Even a small network benefits from having an aways-on
server. Seaurity and Troubleshoaoting topics help to maintain the network and proted it from intruders.

Last topic discusses registering a domain name and running a public server. Every business ought to have a
least limited Internet presence It does not take much effort to set up a simple web site and cost is low.



2 Internet — Much More Than World Wide Web

The Internet began life 35 years ago as a means for academicsto share expensive mainframe computers.
Today it isthe preferred way to interconned all sorts of digital media: data, voice and images of all types.
Internet isa wntradion of Inter Network, literally a network of networks. Credion of the Word Wide Web
inthe 1990s vastly increased Internet popularity by providing a Graphical User Interface(GUI) on what
had been until then been atext based communicaion network. Some equate World Wide Web with the
Internet. The two are not synonymous. The web is smply one, admittedly a very popular, application
supparted by the Internet.

21 ISP

An Internet Service Provider (ISP) delivers the link between end user and Internet. Internet popularity is
driving demand for high-speed low cost service High-speed Internet access incorredly called broadband,
isbecoming widely available. Even though we aein afairly rural areabroadband is avail able from three
sources 1) Cable company 2) Telco 3) Competitive Locd Exchange Carrier (CLEC) that rents copper
phone line to deliver DSL For a more detail ed examination of | SPs the interested reader it referred “First-
Mile Access' paper on the writings page.

2.2 Routing

Internet is arouted network. Thisis very different then the broadcast discovery scheme used by Ethernet.
When a computer wants to communicate with aresource not avail able locdly it forwards the padket to a
gateway router. Routers know how to forward incoming packets to the proper destination or to the next
router in the chain. Routers use avariety of techniques to communicate among themselves such as RIP and
OSPF. ISP routers know how to forward incoming padkets to customers and customer originated padkets
to the Internet backbone. Each router in the chain forwards padkets closer to the destination urtil the padket
ultimately arrives at its destination. It is not uncommon to have ten to twenty hops between sender and
destination.

2.3 Internet Terminology

Aswith any spedalty the Internet hasits sare of technicd terms and aconyms. Here ae some of the most
important.

Address + 32 Lt (IPv4) or 128 hit (IPv6) host address Except for certain exceptions (private addresss)
ead addresson the Internet must be unique. Example of an IPv4 address 198.245.39.4, |Pv6 address
FEDC:BA87:200C:4267.FFFE:108000030016

Autol P — Enhancement to DHCP all owing a host to self-assign an IP addressif it cannot find a DHCP
server.

DHCP — Dynamic Host Configuration Protocol automatically configure network hosts with | P settings.

DNS - Domain Name System trandlates host name: such as www.tschmidt.com to |P address
207.121.12446.

Domain Name — Hierarchicd naming structure used on the Internet. The highest level is the top-level
domain such as .COM, .EDU, .NET .UK etc, next the registered damain name, such as Google. Then sub
domains such as mail or www as in mail .googe.com or www.google.com.

Dotted Dedmal Notation - for ease of representation 32 kit 1Pv4 addresses are broken down into four
groups of 8-hits. 8-hits can represent any value from 0-255. 192168.1.5 isatypicd |Pv4 address

Gateway — Another name for router used to forward padkets between networks.



ICMP - Internet Control Message Protocol, handles control function such as PING. PING verifies aremote
host isreachable and how long it takes.

| P £ Internet Protocol

| Pv4 + Current version of the Internet protocol. A 32-bit addressassgned to ead host. The LAN usesa
reserved block of private aldresses that can be reused multiple times. IPv4 provides about 4 hilli on [P
addresses.

I Pv6 + Next generation | P. The most notable change is addressincrease to 128 lits, eliminating the current
addressng shortage and openingto doa to new applications.

NAT + Network AddressTranslation is used to transate one set of IP addresses to another. Thisisused
extensively with small residential network allowing multiple hosts acess a single ISP acourt while using
only one public IP address

NAPT * Network AddressPort Trandation. A more acurate term for translation technique used with
small routers. In order to share asingle public addresswith many locd private aldresses NAT trandation
needs to include port trand ation.

OSPF - Open Shortest Path First Router communication protocol al owing routers to exchange network
topdogy information.

Port + 16-bit value used to distinguish amount multi ple simultaneous connedions to a single host.

Private | P address+ Blocks of 1P addresses reserved by IANA for private use. Not used on public
Internet. This allows Private LANSs to reuse the aldresses multiple times.

Registered Domain + Next level in the domain hierarchy, such as Google, under the TLD.
RIP + Routing Information Protocol. Early router communication protocol: see OSPF.

Router * Provides an interface between two or more networks. Makes forwarding dedsions based on the
destination |P address

Sub Domain + lowest level in the domain hierarchy, such as: www. The domain owner can creae & many
sub domains at they want.

Subnet Mask + Binary mask used to define boundary between network and host portion of addresses.
Within a subnet hosts are diredly accessible, communicaion does not require arouter. Communication to a
different subnet requires arouter. For example aSubnet mast of 255255.255.0, also cdled a/24 address
has 24-bits alocated to the network portion and 8 +bits reserved for hosts.

TCP - Transmission Control Protocol, TCP is an end-to-end transfer protocol that recovers from
transmission errors and is responsible for reordering padets that arrive out of order. When an appli cation
credes a TCP/IP connedion the recever sees the same data stream as was transmitted.

TLD + TopLevel Domain + highest level of the domain naming hierarchy such as. .COM, .EDU, .NET,
.UK etc

UDP - User Datagram Protocol is a connedionless protocol; it is used when end-to-end synchronization is
not required. The transmitting station casts padets out to the Internet. Each padket is dedt with
individually. UDP is often used with multimedia. If a padket islost it cannot be retransmitted in time so the
recever hasto fake the missing information.

URL - Uniform Resource Locator, human readable host name.



Well Known Port + used to establish initial connedion. For example: the well-known pat for web servers
is TCP port 80.

WWW + World Wide Web Graphicd information system based on hypertext.

2.4 |P Address

Eadch IP device (host) must have an address Addresses may be asdgned, staticdly, automaticadly by DHCP
(Dynamic Host Configuration Protocol) or automaticdly by the dient itself, Autol P. Traditionally a system
administrator manually configured ead host with a static address This was laborious and error prone.
DHCP simplifies the task by automating addressall ocaion. The down side isthe need for a DHCP server.
DHCP has been extended to all ow automatic configuration if the host cannot find a DHCP server. In that
case the device assgnsitself an addressfrom the Autol P addresspod. Autol P is convenient for small
LANSsthat use IP and donot have accesto a DHCP server. This occurs most commonly when two PC’'s
are diredly conneded.

The aurrent Internet protocol isversion 4. Each node is assgned a 32-bit address resulting in a maximum
Internet population of about 4 hilli on hosts. Due to |Pv4 address sarcity it is common pradicefor 1SPs
charge for additi onal addresses. Addressexhaustion has been a concern for along time. Several techniques
have been developed to minimize aldressconsumption. Next generation I P, version 6, expands address
spaceto 128 bits. Thisisatruly gigantic number. While IPv6 holds much promise it entail s wholesale
overhaul of the Internet. Such change is always resisted until one has no choiceto go through the pain of
conversion.

2.4.1 Dotted-Decimal Notation

Internet addresses are expressed in dotted dedmal notation, four dedmal numbers sparated by periods,
nnn.nnn.nnn.nnn. The 32-bit addressis divided into four 8-bit fields cdled octets. Each field has arange of
0-255. The small est addressis 0.0.0.0 and the largest 255.255.255.255.

2.4.2 Subnet

I P addresses consist of Network-Prefix and Host address The purpose of Subnetting isto allow IP
addresses be adgned efficiently and simplify routing. The subnet mask defines the boundary between the
network and host portion of the aldress Hosts on the same subnet are &le to communicae diredly with
one another. Hosts on different subnets must go through a router.

For our purpases all computers on the LAN are on the same subnet. Our network uses subnet mask of
255.255.2550 allowing up to 254hosts (computers) also cdled a/24 subnet because the first 24-hits of the
addressare fixed. Host addresses are dl ocaed from the last octet (8-bits). The reason for 254 rather than
256 hosts is the lowest addressis reserved as the network addressand the highest addressfor muilti cast.

2.4.3 Class vs Classless Inter-Domain Routing (CIDR)

When the Internet was initially developed the divide between network prefix and host addresswas
embedded within the addressitself, rather then set by the subnet mask. These were cdl ed addressclasses,
lettered A £ E.

ClassA *first octet isin the range 1 £ 126 (OXXXXXXX b). 8-hits reserved for network portion leaving 24
for host addresses. 24-bits provides 16,777,213 host addresses. The lowest addressis reserved as the
network address highest for broadcast. NOTE: first octet of 127isreserved for test purposes.

ClassB = first octet isinthe range 128+ 191 (10XXXXX Xb). 16-bits reserved for network portion leaving
16 for host addresses. 16-bits provides 65,533 host addresses.



ClassC =first octet isin the range 224 + 249 (110XXXXX b). 24-bits reserved for network portion leazing
8 for host addresses. 8-bits provides 254 host addresss.

ClassD - first octet isin the range 224+ 239 (1110XXXX b). ClassD networks reserved for multi casting.

ClassE - first octet isin the range 240+ 255 (1111XXXX b). ClassE networks reserved for experimental
use.

It becane dea very ealy that al ocaing addresses this way was very inefficient. ClassC was too small for
many organizaions and Class A too large. ClasdessInter-Domain Routing (CIDR) was devel oped to all ow
the network prefix be fixed at any bit boundary. CIDR using variable submask is now universal and Class
based routing of historic interest, although one still heasreferenceto ClassA, B, and C networks.

2.4.4 Port Number

Internets host are ale to carry on multi ple simultaneous communications essons. This raises the question
how does the computer know how to respond to incoming padkets? Whil e writing this paper my mail
program is checking e-mail every few minutes, I' m listening to a web based radio program and from time
to time getting information from a multitude of web sites. Each TCP or UDP padket includes a port
number. Port numbers are 16-bit unsigned values that range from 0-65,535 The low port numbers 0-1023
are cdled well-known ports; they are assigned by IANA the Internet Assigned Number Authority when a
serviceis defined. Software uses the well-known pat to makeinitial contad. Oncethe mnnedion is
established high rumbered parts are used during the transfer. For example: when you enter a URL to
accessaweb site the browser automaticdly uses port 80. Thisisthe well know port for web servers.

2.4.5 Private Address Block

During work on the impending |Pv4 address $ortage RFC 1918reserved threeblocks of private addresses
that are guaranteed not used on the Internet. Private aldresses are ided for our purposes. Devices are
assgned an addressfrom the RFC 1918podl. Private aldresses are not used on the Internet. This all ows
them to be used and reused without risk of colli ding with an Internet host. This eliminates the need and
expense to oltain ablock of routable addresses fromthe ISP, To conned LAN to Internet the router, or
connedion sharing software, uses atedhnique cdled Network AddressTrandation (NAT). NAT converts
the private LAN IP addresses on the LAN to the public addressassigned by the | SP.

Excerpt from IETF RFC 1918 AddressAllocation for Private Internets:
Internet Assi gned Numbers Authority ( IANA) reserved the following
three blocks of the IP address space for private Internets:
10.0.0.0 - 10.255.255.255 (10/8 prefix)
172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

We will refer to the first block as "24 - bit block", the second as
"20 - bit block", and to the third as "16 - bit" block. Note that (in
pre - CIDR notation) the first block is nothing but a single class

A network number, wh ile the second block is a set of 16

contiguous class B network numbers, and third block is a set of

256 contiguous class C network numbers.

An enterprise that decides to use IP addresses out of the address

space defined in this document can do so without any coordination
with IANA or an Internet registry. The address space can thus be

used by many enterprises. Addresses within this private address

space will only be unique within the enterprise, or the set of



enterprises which choose to cooperate over this space so they may
communicate with each other in their own private Internet.

2.4.6 AutolP Address Block

A fourth block of private IP addressesisreserved for Autol P. If ahost is configured to obtain a dynamic
addressand a DHCP server cannot be found the host assgns an addressto itself from this pod of reserved
addresses. The host picks an addressfrom the Autol P addresspod, and tests to seeif it is already in use by
trying to contad that |P address If the aldressis not in useit assgnsitself the address If the aldressisin
useit picks another one and tries again.

Autol P addressblock:
169254.0.0 - 169.254.255.255(169.254/16 prefix)

Autol P is extremely useful for tiny networks that do not have aDHCP server. Before Autol P the user had
to manually configure IP addresses to set up a simple network.

2.4.7 Local Host Address

127.0.0.1isthe loopkadk address Thisis useful for testing to makes sure the network interfaceis working.
Sending data to the loopbadk addresscauses it to be recaved without actually going out over the physical
network.

2.4.8 Multicast Address Block

IP sesgons are typicdly oneto one, host A communicaes with host B. It isalso passhle for ahost to
broadcast to multiple hosts. IANA reserved several addressblocks for multi cast.

M ulticast addressblock
224.000.000.000 + 239.255.255.255 (224/8 + 239/8 prefix)

2.4.9 Address Resolution Protocol (ARP)

I P addresses represent the global numbering scheme of the Internet. The addressng scheme used by the
physica network is different. For example Ethernet uses a 48-bit MAC address ARP providesthe
medhanism to lean the MAC addressassociated with a particular IP address Reverse ARP (RARP)
determinesif an |P addressexists for a particular MAC address

2.5 Naming Convention

Domain names provide afriendly handle to accessaresource rather than using |P addresses diredly.
Domain names are hierarchal, the highest level is cdled the top-level domain (TLD) these ae the COM,
EDU, ORG, MIL and GOV of the world. Asthe Internet expanded ead country was assgned a unique
two-letter top-level domain. For example the TLD for the United Kingdom is UK. Within eac domain
various agencies are responsible for name registration, cdled registrars. The role of the registrar isto insure
ead registered name is unique within atop-level domain. For example in our case the schmidt.com domain
was already assigned so we picked tschmidt.com.

Often an organization creaes sib domains such as www.tschmidt.com for web access mail .tschmidt.com
for mail or product.tschmidt.com for product info. Sincethe domain name is registered and guaranteed to
be unique the domain owner is freeto add as many sub damains as desired.



2.5.1 Domain Name Service (DNS)

When adomainis registered the registrar database cntains the nameservers that provide aithoritive
information about the site. Authoriti ve nameservers are managed by the site alministrator and contain all
the information necessary to accessthe various rvers within that domain.

When a Uniform Resource L ocaor (URL) is entered into the browser, such as http://www.google.conv, the
browser first checksto seeif thisisalocd host. Locd Windows name resolution looks in the Hosts file to
seeis an addresshas been entered manually then it uses NetBIOS over IP to seach locd madines on the
LAN. Thisis abroadcast mechanism and works well on small LANs but does not scale well. If the host is
not found the translation request is passed to the DNS server.

Letstracewhat happens when we looking up www.google.com. Sincethe request isnot alocd host it is
passd to the DNS system. The highest level isroat. The naming hierarchy includes an implied da (.) to
theright of the TLD thisiscdled the root. The DNS server is preprogrammed with the physicd addressof
several root nameservers. The request goesto one of the root nameservers and returns the addressof the
nameserver for the .COM top-level domain (TLD) since Googleisinthe COM TLD. Then the COM
nameserver is asked for the addressof the Google nameserver. The server returns the addressof the
authoritive nameserver for the Google domain. It isimportant to note the root nameserver does not know
the addressof the Google web server, it only knows the addressof the Google nameserver. The Google
nameserver is then asked for the addressof the desired host. The nameserver returns the address Often
sites creae sub damains for spedfic server, the processcontinues until the addressof the desired host is
determined. Once the browser has the IP addressit is able to communicae with the desired host.

Obviously going thought this multi step processead time one needs to translate aURL is rather time
consuming. To speed up the process ®rvers cache recently used information. DNS reaords indicate how
long cached information may be used before it must be refreshed. Name lookup is normally aceomplished
in afew milliseconds.



3 Wiring Techniques — Cables and Connectors

Many improvementsin wiring technology have been developed by the Telephone industry to ded with the
massive number of circuits they install and manage. Of particular significancefor our purposes are
modular jadks and type 66 and 110 punch down blocks.

Modular jadks were developed by the old US Bell Telephone System to reduce ®st of installi ng and

mai ntai ning customer equipment. Until the 1970 phones were hardwired. Thisrequired a aaftsperson to
come on site for even the simplest task. Deployment of modular jacks meant that in many cases the
customer could now repair, move, or install their own equipment.

About the same time @& modular jads becane popular Type 66 punch down termination was introduced. It
is cdled punch down because eat conductor isterminated with a spring-loaded todl that pushesit into an
insulation displacement contact and automaticaly cutsit to length. 66 style blocks are till widely used for
phone systems. LAN wiring uses mnd-generation termination Type 110 110 terminals are smaller
allowing more drcuitsto be terminated in agiven area Due to its smaller size110 rovides better high
frequency performancethan type 66.

Prior to Telecommunication Industry Association EIA/TIA 568 Commercial Building Telecommunications
Cabling Standard and EIA/TIA 570Residential Telecommunication Cabling Standard wiring requirements
were developed by variousindustries or in many cases individual equipment vendors. TIA recgnized ceble
infrastructure has along life expedancy, typicdly being used with multi ple generations of eledronic
equipment. They devised a performance based wiring scheme independent of usage and equipment. This
was a breakthrough; almost all communication systems now use structured wiring. TIA Structured wiring
centralizes cable termination in awiring closet. Point-to-paoint cable runs fan out to each receptade. At the
wiring closet and receptade apatch cord conneds gructured wiring to eledronic equipment.

When the US telephone network was deregul ated the FCC took over responsibili ty for end user equipment
and inside wiring standards, commonly cdled Customer Premise Equipment (CPE). Phone company
pradicefor the previous 100yeas had been to wire phone jads as a daisy chain. Outside wiring, cdled the
customer drop, terminated at a lightning protedor. Inside wire originated at the protedor and ran to the first
outlet, from there to the next, and so on. As customers began using more sophisticated services the
limitation of this method becane gparent. The FCC mandated telephone inside wiring confirmto TIA
structured wiring guidelines. Adoption of TIA structured wiring means the same wiring method is used for
voice and data networks.

A useful wiring gudeisthe “Technician’s Handbodk -- Communicaions Cabling” by James Abruzzino
ISBN 0-9671630-0-5. A freeonline guide is available from Levitron

3.1 Structured Wiring

Thekey to EIA/TIA 568& 570isthe notion of structured pdnt-
to-point wiring. A cable from ead receptaderunsdiredly to a
central wiring closet. The cdle cannot be spliced or conneded to
other outlets. At the wiring closet ead cable isterminated at a
patch panel. To provide service ashort cable, cdled apatch
cable, isconneded between the gpropriate patch panel jadk and
the egquipment used to servicethe room receptade.

Figure 2 Cat 5 Receptacles

Structured wiring can be unshielded twisted pair (UTP), shielded twisted pair (STP) and fiber optic (FO).
UTP isthe overwhelming choice for home and commercial locd areanetworks (LAN).

UTP cableisrated by Category; higher numeric designation indicates higher performance TIA creaed
Category 3, 4, 5, 5e and 6. Only Category 5e and 6 are aurrent, other ratings are obsolete. UTP structured
cablingis designed for a maximum end-to-end distance of 100 meters (328ft). This distanceincludes a



patch cord from deviceto wall jadk, 90 meters of building wiring (in TIA parlance cdled haizontal
wiring), and another patch cord in the wiring closet to connect fadli ty cabling to network eledronics.

Receptades use type 110 punch down termination. This all ows rapid termination with a punch down toal.
In the wiring closet ead cable isterminated at a patch panel.

Cat 5e dlows asingle wiring scheme for

Ethernet (10 Mbps), Fast Ethernet (100 Mbps),

and Gigabit Ethernet (1000Mbps) as well as

ordinary phone service When Gigabit Ethernet

Figure 3 Cat 5 Patch Panel was developed it was designed to operate on the

install ed base of Cat 5. However, red world
experience showed that not all installations were up to the task, hencethe
minor revision Cat 5e.

The highest level is Cat 6. Cat 6 daubles bandwidth from 100MHz for Cat
5eto 250 MHz. Currently no Ethernet version takes advantage of the extra
bandwidth provided by Cat 6.

The various UTP caegory grades are outwardly similar. The differences
are in the number of twists per inch and mechanicd tolerances. The higher
the Category rating the more tightly the pairs are twisted and mechanica
Figure 4 Rear view spedficaions are held to tighter tolerances. It isimportant not to mix
w/Punchdown Toad components of different Category grades, doing so reduces overall rating to
the lowest grade used.

Companies such as Hubbell offer residential wiring cabinets. A single cainet isused for Coaxia TV,
Telephone, and networking.

3.2 UTP Cable Types
The most common type of UTP Category cableis PV C insulated. It can be used in most habitable spaces.

Where caleisingtalled in air handling spacesuch as under araised floor or within a suspended celing it
must be Plenum rated. Plenum cable isinsulated with Teflon rather than PV C. Teflon isfire resistant not
fire proof. The goal of Plenum cable isto delay the onset of combustion until the fireis © advanced to
make the spaceincompatible with life.

Outdoar wiringis subjed to UV radiation and moisture. Outdoar cableis gel filled to prevent moisture
intrusion and has a UV resistant outer jadket, usually bladk. Dired burial cableincludes a corrugated metal
rodent shield to proted against burrowing animals.

3.3 Modular Connectors

When the old Bell system moved to connedorized customer premise equipment (CPE) it creaed afamily
of modular connedors. Modular connedors comein 4, 6 and 8 position versions. A center locking key
prevents the plug from being accdentally ejeced from the receptade.

Asthe US telephone industry was migrating to modular connedorsit was also in the ealy stage of
divesture and FCC mandated interconned. For the first time Customers Provided Equipment (CPE) could
be mnned diredly to the telephone network. Thisresulted of many tariff offerings defining various
interconned arrangements. Each tariff not only defined the type of jad, but whether it was flush or surface
mount and how it connected to the telephone network. This was cdled the Uniform Service Ordering Code
(USOC) Registered Jadk (RJ) designation. Most Registered Jads designations are only of historicd
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interest today. The RJ nomenclature has passed into popular usage only loosely coupled to its original
intent.

The 4-position connedor is used to conned telephone handset to phone. It was not assigned a RJ
designation and need not concern us here.

The most popular 6-position jadk isreferred to as RJ11. It conneds sngle line voice grade telephone
equipment to the public switched telephone network (PSTN). A two-line version using the 6-position jadk
isthe RJ14.

8-pasition RJ31 and RJ38jadks conned alarm systems to the PSTN. The 8-position RJ48C and RJ48X
jadks are used to conned to T-1 carrier.

TIA choose the 8-position jadk for structured wiring. Thisjad is often erroneously cdled RJ45. The
USOC RM5 conneds analog data egquipment to the PSTN. A resistor in the Jadk was used to set accetable
transmit power level.

3.3.1 Telco Uniform Service Ordering Code (USOC) Pinout

Figure 5RJ11 & RJ14

RJ11 6-position jadk conneds asingle-line
phone to telephone network. RJ14, also 6-
pasition, is used with two-line phone.

RJ31and RJ 38 are 8-pasition jadks used

with alarm dialers. Thejad isplacel in

series with the phone line dose to the

Telephone Company Network Interface

Device (NID). Phones are wired

downstream of the jadk. Shorting bars

within the jad establi sh continuity when the

alarmis not plugged in. Plugging in the Figure 6 RJ31 and RJ38

alarm opensthe drcuit pladng the darmin

series with CPE devices. When an event

occursthe darm diaer disconneds downstream CPE devices it isableto seizetheline and dial out even
if the line was previoudly in use. RJ38isidenticd to RJ31 except it has a strap between positions 2 and 7.
This allowsthe dialer to determineif it is plugged into the jadk.

RJ48C and RJ48X are 8-paosition jadks used to terminate T-1 digital service Receve pair use pins 1-2

transmit 4-5. RJ48X provides automatic loopkad when plug is removed. Unlike other 8-position USOC
jadks the pairing arrangement is compatible with TIA 568so LAN patch cables can be used.
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3.3.2 TIAT568A and T568B Structured Wiring Pin out

A cause of much confusion when implementing EIA/TIA 568 structured wiring is the fact that two
different connedor pin outs were defined, T568A and T568B. They are nealy identicd except pairs 2 and
3 are swapped. Eledricdly thisis of no consequence & longas bath ends use the same pin out.

Figure7 TIA UTP alternate pin outs

The pairing arrangement of TIA differs from that used on USOC voicejads. The inner two peirs are the
same but the outer two differ. TIA did thisto improve high frequency transmisson charaderistics. It is
important to use the mrred type of patch cable. Use of 8-paosition USOC style patch cable in a Category
rated network will cause problems.

The inner two-pair of the TIA-568 8postion jack mate with inner two pair of RJ11 and RJ14 USOC 6-
position plug. This eliminates the need for adapters when conneding RJ11 and RJ14 equipment to
structured cabling. T568A isthe preferred pin out becaise the inner two pair map dredly to pair 1 and 2 m
USOC punch down blocks, making crossconnedion easier. The most recent version of EIA/TIA 568
commercial wiring spedfication requires use of T568A for new install ations, as does EIA/TIA 570
residential structured wiring. T568B is popular in the United States because it was used by AT& T key
systems prior to the development of structured wiring techniques.

3.4 Type 66 Punch down Block

The first type of insulation displacement terminal
was the 66 Hock. These mntinue to be used
extensively. An advantage of the 66 family isit
accepts larger gauge wire than newer 110. Type
66 Hocks are typicdly attached to a standoff
bradket screwed to the wall or badker board. The
bradket all ows building wiring to be run
underneath the block making for a nea

install ation.

Building wiring isterminated on one set of 66
blocks and equipment on another. Interconnect is
acomplished with crossconred wire. This
allows agrea ded of flexibility in adding and
changing equipment over time.

To save spacesplit blocks can be used. In a split
block eat row of four terminalsisdivided in
half. If needed adevice cdled abridgingclip can
be used to conned the | eft terminals to the right
set. Use of bridging clips fadlitates

) troubleshooting allowing circuitsto be eaily
Figure 8 Type 66 Punchdown Block isolated.
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3.5 Type 110 Punch down Block

Type 110terminals all ow higher density wiring
than Type 66. 110 terminationis preferred for
LAN use. Typicd 110module includes a standoff.
Building wiring is routed through the standoff and
fanned out to the gpropriate locdion. The 110
block isinserted over the base. Crossconned wire
is punched down to the upper terminals of the
block.

Cross-conned blocks are mainly used with
telephone wiring. When a LAN isinstalled the
cable from ead dropis connected to patch panel
consisting of alarge number of 8-paosition modular
jadks. Short cables, cdled patch cable, are used to
conned the drop to network eledronics. This
results in better transmission charaderistics than
using punch down termination.

Figure 9 Type 110 Punchdown Block

3.6 Wiring Color Code
Telco USOC RJ11 and RJ14 jadks use Red, Green, Y ellow and Bladk conductors.

TIA Category rated cable mnsist of 8-conductors, arraigned as 4-pairs. Each pair is a different color, to
identify conductors within a pair one wireis lid color the other has a White stripe.

Standard Telephone pradice has Tip conductor paositive with resped to Ring. Early touchtone phones were
polarity sensitive. Today most telephone equipment includes a diode bridge so pdarity is unimportant.
However it is considered good pradiceto maintain proper polarity. Low cost phone line testers are

avail able to quickly determine polarity.

TIA Color Code T568A T5688 Telco Telco RJ1V/14
8-pos 8-pos Color Designation 6-pos
Pinou Pinou Code Pinou

(Preferred)

Blue/White Pair 1 pin5 Pair 1 pin 5 Green Tip+ Linel Pair 1 pin4

Blue Pair 1 pin4 Pair 1 pin4 Red Ring - Pair 1 pin 3

Orange/White Pair 2 pin 3 Pair 2 pin 1 Black Tip+Line2 Pair 2 pin 2

Orange Pair 2 pin 6 Pair 2 pin 2 Yellow Ring - Pair 2 pin 5

Gree/White Pair 3pnl Pair 3 pin 3 Tip+

Green Pair 3 pin 2 Pair 3 pin6 Ring -

Brown/White Pair 4 pin 7 Pair 4 pin 7 Tip+

Brown Pair 4 pin 8 Pair 4 pin 8 Ring -
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3.7 Patch Cables

Patch cables conned equipment to wall jadk, and patch panel to network eledronics. T568A and T568B
pin out options can be ignored in patch cable since both ends are preterminated by the manufacture.

Patch cables come in two versions, straight through and crossover. Straight through are used in most
circumstances. UTP Ethernet uses a point-to-point wiring scheme. The transmit port of the computer
conneds to the recave port of the hub/switch and vice versa. If this arrangement cannot be used, for
example two computersin dired connedion or conneding a switch to another switch a aossover cableis
required. Crossover céble swaps transmit and recave pair at one end so like devices can be interconneded.
The function of Crosover cableisidenticd to using an Uplink port on an Ethernet Hub or Switch. 10 and
100 Mbps Ethernet use two of the four pair, Gig uses all four.

Newer Ethernet devices implement autosensing that automaticaly determines which pair is used for
transmit and receve. Autosensing eliminates the need for crossover cables and uplink ports.

Figure 10 Straight-through Patch Cable

Figure 11 Crosover Patch Cable
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3.8 Tools

Proper todlingis essential to install areliable network. Install ation should be parametricdly tested to insure
compliancewith TIA standards. Parametric testers cost several hundred ddlars US making them rather
expensive for ado-it-yourselfer. Testing \erifiesthe caleis properly terminated; the cable is not crushed
or excessvely untwisted. A common problemis glit pair. A cable with split-pair has end-to-end
continuity but corred pairing is not maintained. This type of error may go unnoticed at 10 Mbps Ethernet
but will fail when used for Fast or Gigabit Ethernet. A parametric céble tester is needed to deted split-pair.
An ohmmeter only verifies continuity.

Tod Purpose
Wire Cutters Cut cableto length

Jacket Ripper Removes outer cable jadet
Punch down Tod  Terminate Punch down terminals
110Blade Terminate 110 Hocks

66 Hade Terminate 66 Hocks

Crimper  Crimps cable into modular plug

Fishtape Snake wirethrough walls

Phone Circuit Tester  Indicaes palarity and loop current of phone drcuit
Cable Tester Verifies proper install ation of Category rated wiring

Figure 12 Jacket Ripper Figure 13RJ11/45 Crimper Figure 14 66/110 Punch
down
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4 Local Area Network (LAN) — Ethernet for Everyone

Locd AreaNetwork (LAN) allows computers to access shared resources sich as printer, files, and the
Internet.

4.1 Ethernet

Wired Ethernet IEEE 802.3 isthe most common locd network technology in use today. It isbased on
CDMAI/CA (Caollision Detection Multi ple AccessColli sion Avoidance). Think of Ethernet as a telephone
party line. Before speaing listen to seeif anyoneistalking. If no oneistalking it is OK to start. It is
possble severa people may start talking at the sametime. That isa lli sion; no one can understand what
isbeing said. When this occurs everyone stops talking for awhile. When the lineisidle they try again.

Eadh party waits a different length of time to minimizethe chance of colli ding again. COMA/CD imposes a
number of constraints to network design. Minimum packet size must be longer than the end-to-end
propagation delay of the network. Thisinsures the transmitter is gill transmitting when the lli sion occurs
allowing retriesto be done & the data link layer. Power level and end-to-end loss budget must be set to
allow reliable olli sion detedion.

When Ethernet was originally developed it used fat coax cable with clamp on taps, cdled vampire taps.
Today the most common type of Ethernet is unshielded twisted pair (UTP) copper cable mnsisting 8
conductors organized as 4 pairs terminated with 8 conductor modular jadks smilar to those used for
telephone wiring. This dramaticaly reduced the st of Ethernet LANS. As electronics costs have mme
down spedd has been dramatically increased from 10 Mbpsto 100 and even to 1,000 Ethernet Switches
have largely replaced hubs eliminating the olli sion domain mentioned above and permitting full duplex
operation.

As Ped increases fiber beaomes the preferred choice The difficulty with fiber is not so much the ast of
horizontal wiring but the high cost of opto-eledrica converters needed to conned NICsto fiber cable.

4.2 Packet Network Basics

Modern digital networks are padket based. Ethernet “ padkets’ are cdled frames. Datais 9lit i nto chunks
cdled frames. Ethernet frames can be up to 1518 byteslong of which 1500 tytes are available for payload.
18 bytes are used for Ethernet addressng and frame management. Gig Ethernet is able to send datain
larger chunks, cdled Jumbo Frames but that need not concern us here. Each padket includes network
spedfic information providing necessary information to deliver the padket. In the cae of Ethernet this
consists of sender and destination address length of the padket, and error detedtion to verify errors did not
corrupt the padket in transit.

4.2.1 10 —100 - 1,000 - 10,000 Mbps

Initially UTP Ethernet operated at 10 milli on bits per second (10 Mbps) over Category 3 UTP wiring. Fast
Ethernet increased speed to 100 Mbps over Category 5 wiring. Gigabit Ethernet is 10 times faster at 1,000
Mbps. During Gigabit Ethernet development the Cat5 spedfication was tightened resulting in Cat5e. The
fastest version of Ethernet, 10 Gigabit (10,000 Mbps), only operates over fiber. However development
work isunderway to develop a short distance @pper version to reduced interconnect cost compared to
opticd interconned.

Most Ethernet devices include provisions for automatic speed sensing. This allows plug and day operation.
Both sides of the mnnedion negotiate optimum speed and seledion of full or half duplex.

UTP Ethernet requires a point-to-point connection between Network InterfaceController (NIC) and Hub or
Switch, lending itself to structured wiring.
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4.2.2 Media Access Controller (MAC) Address

Eadh Ethernet interfacehas a unique addresscdled the MAC address This all ows eadh interfaceto be
uniquely addressed. Thisis not the same & the |P address which was already discussed.

Excerpt from Assigned Ethernet numbers:
Ethernet hardware addresses are 48 bits, expressed as 12
hexadecimal  digits (O -9,plus A -F, capitalized). These 12 hex
digits consist of the first/left 6 digits (which should match the
vendor of the Ethernet interface within the station) and the
last/right 6 digits which specify the interface serial number for
that interfa ce vendor.

These high - order 3 octets (6 hex digits) are also known as the
Organizationally Unique Identifier or OUI.

These addresses are physical station addresses, not multicast nor
broadcast, so the second hex digit (reading from the left) will
be even , not odd.

4.2.3 Hubs vs Switches

Eledricdly UTP Ethernet is a point-to-point topdogy. Each Ethernet Interfacemust be cnneded to one
and only one other Ethernet Interface Hubs and Switches are used to regenerate Ethernet signals all owing
devices to communicate with one aother.

CDMAI/CA scheme used hy Ethernet places alimit on the number of wire segments and how many hubs
can be used in asingle wllision domain. At 10 Mbps the 5-4-3 rule limits maximum of 5 wire segments
with 4 hubs between devices, however only 3 of those hubs can have devices attached. For Fast Ethernet
the rule is more stringent. A maximum of two Class Il hubs, and the distance between hubs must be less
than 5 meters. Class| hubs cannot conned diredly to another hub. For all intents and purposes Fast
Ethernet (100 Mbps) networks are limited to a single hub.

Ethernet switches work very differently then hubs. The Switch examines each arriving packet, reads the
destination MAC addressand passit diredly to the proper output port. Switches eliminate the clli sion
domain all owing multiple conversationsto occur simultaneously as oppased to being limited to only one
with ahub. This dramaticaly increases network performance. A 100 Mbps hub shares 100 Mbps among all
devices. A switch segments traffic betweens pairs of ports. A non-blocking 16-port 100 Mbps Ethernet
switch has a maximum throughput of 1600Mbps. This assumes 8 connedions evenly divided between the
16 ports ead one operating at full L00Mbps. Port A isableto talk to pat D at the same time Port Fis
talking to Port B. Switches enables full duplex communication. This meansindividual computers can be
transmitting at the same time they are receving. In acual use the advantage will not be & grea but
switches offer atremendous performance alvantage cmpared to hubs.

When a switch does not know which port to use it floods the incoming padket to all ports, much like ahub.
When the device responds the switch learns the port and associates the MAC addresswith that port. The
switch also floods all ports with broadcast frames. Switches are transparent. Ethernet appli cations have no
knowledge switches are being wsed instead of hubs.

Switches used to be much more expensive then hubs. In recent yeas switches have come down
dramaticdly in price obsolescing hubs while speed has been dramaticaly increased. New installations
should be Gig switch based. Gigabit Ethernet prices are rapidly dedining. Gig Ethernet LANsare an
interesting infledion paoint. Historicadly computer performance has been limited by network speed. Gig
Ethernet reverses that. When conneded to Gig Ethernet typical PCs are only able to utili ze afradion of
rated speed dueto internal bottlenecks.
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Figure 15 Ethernet and Fast Ethernet Hub Rules

Performance Tip + Gigabit Ethernet transfers 125MBytes per second, 250in full duplex mode.
This peal exceals dstained throughput of typicd PC memory, disk drives, PCI, and Card Bus.
Getting optimum performance of Gigabit Ethernet requires high performance hardware/software.

4.2.4 Managed vs Unmanaged Hubs and Switches

Ethernet hubs and switches come in managed or unmanaged versions. Managed devices allow the
administrator control of various parameters and olserve traffic. These feaures are likely overkill ina
typicd SOHO network. Unmanaged devices are mnsiderably less expensive.

4.2.5 Topology

For maximum performance asingle wide Ethernet switch should be used in the wiring closet serving the
entire LAN. This maximizestotal network bandwidth. If switches are cascaded traffic between switchesis
limited to the speal dof the link whereas traffic on a single switch islimited by the speed of the switch
badkplane.

4.2.6 Virtual LAN (VLAN)

Virtual LAN technology all ows the same physicd LAN to conneded multiple computers whil e isolating
one group from another. Typicd useisto set up separate VLANS for say payroll, marketing and
engineaing. A router is used to logicdly interconned the domains providing agrea ded of control over
how data flows acossVLAN boundaries.

VLANSs are not yet common for home LANs but may beaome so if Internet services are delivered by
multi ple service providers, perhaps one for data, another for IP based TV (IPTV), and yet another offering
Voiceover IP (VoIP).

4.2.7 Quality of Service (QoS)

Padket based networks are egalitarian best eff ort networks. This works amazing well for transferring large
chunks of data from point A to pant B. The network functionsin the presence of all sorts of impairments
and failures. However: best effort does not work as well with latency criticd applicaions such as telephony
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and streaming media. When a switch or router encounters congestion it buffersincoming packets until it i s
able to forward them. Quality of Service (QoS) alows latency criticd datato go to the head of theline.
This smple strategy works well if latency criticd traffic isasmall percent of the total so bumping its
priority has little negative dfect on other traffic.

Given the low cost and high speed of consumer Ethernet equipment few QoS problems occur on wired
Ethernet LAN. Wireless LANs are slower and subjed to radio interference benefit from QoS. Where QoS
is most important is uploading to the Internet. Most consumer broadband links have relatively littl e upload
cgpability. QoSisagrea help in managing this limited resource

4.3 WiFi Ethernet Radio (WLAN)

Greda strides have been made in creaing high performancelow cost wireless LANs. RF technology is at its
best where mohility is of paramount importance with bandwidth less ®.

Thefirst version of IEEE80211 delivered 2Mbpsin the 2.4 GHz ISM band. 80211b increased speed to
11 Mbps, 80211g increased speed to 54Mbps. 802.11adelivers 54 Mbpsinthe 5 GHz band. 80211
radios operate in two modes ad hoc pee-to-pee and managed. Managed mode requires an Access Point to
bridge the wirelessnetwork to wired Ethernet LAN. Depending on sizeand type of construction a site may
require multiple AccessPoints. The WiFi Allianceinsures interoperabili ty between different vendors.
Development work is under way to increase speed to 100Mbps.

The nature of radio means WiFi speeal is not direaly comparable to wired Ethernet. WiFi is half duplex and
colli sion avoidance/detedion issues means a given WiFi speed is equivalent to about half that of wired
Ethernet. For example 80211a & 54Mbps delivers about the same thru put asa 27 Mbps wired Ethernet
LAN.

WirelessLAN security and privacy is much more difficult then wired becaise an intruder does not require
aphysical connection to compromise the network. The original 80211 designers were aware of this risk
and incorporated WirelessEquivalent Privacy (WEP) in the original spedficaion. Unfortunately almost
immediately seaurity researchers found criticd weakness with WEP and shortly theredter hadking tools
becane reaily avail able making WEP virtuall y worthless. |EEE developed a comprehensive security
standard and several interim implementations are aurrently avail able. The WiFi Alliance Seaurity WiFi
Proteded Access(WPA) is current state of the at for seaurity. Netstumbler is auseful tod to help seaure
WiFi LANS.

4.4 Alternatives

Ethernet, wired and wireless, isthe dominant LAN technology. The st of installing network wiring is
modest if done when the structure is being built. The situation is more difficult for existing homes. The st
and dsruption to retrofit a LAN isasignificant deterrent. Various “no new wire” initiatives minimize
impedi ments to home networking. These initi atives operate & lower speed than wired Ethernet but have
the advantage of not requiring installation of new wiring.

It is an interesting testament to Ethernet’s popularity these alternatives all use modified Ethernet frames
adapted to the spedfic requirement of the physicd medium while making it easy to bridge to standard
Ethernet.

4.4.1 Phone Line Networking

Home Phoneline Network uses phone wiring to creae al or 10 Mbps Ethernet type LAN. This all ows
computersto be interconneded wherever a phone jadk exists. The spedficaion all ows analog telephone,
DSL, and LAN to coexist on asingle pair of ordinary telephone wire.
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Phone Line LAN uses dightly modified Ethernet padets. This makes HomePNA look like ordinary
Ethernet to software. HomePNA equipped computers canna conned to UTP Ethernet diredly, abridgeis
needed to rate match between the two networks and ded with minor signaling difference This allows
HomePNA and Ethernet devicesto communicate & if they were physicdly conneded to the same LAN.

4.4.2 Power line Networking

The HomePlug initi ative provides high-speed network device that plug into ordinary AC receptades. The
HomePlug Powerline Alliance is the deainghouse for power line networking products.

4.4.3 Ethernet over Coax

An interesting technology isto utilize TV coax wiringto deliver Ethernet. Coaxsys and Multimedia over
Coax Allianceare popularizing this technology. Many homes build in the last couple of decales have
multi ple TV outlets but are not wired with Category rated cable suitable for conventional Ethernet.

45 SOHO LAN Implementation

Cat 5 Network wiring was install ed after the house was built. Most rooms are eguipped with two Ethernet
drops, the officewith four. Locaion of LAN wiring closet is different from that used for phone wiring. A
SMC 16-port unmanaged 10100BaseT hub conneds LAN drops. If thiswere anew installation Cat5e
wiring would be used with a 16-port Gigabit Ethernet switch. When purchasing a switch get one with more
ports than required, networks tend to grow.

| chose to reduce wiring cost by terminating ead horizontal LAN cable diredly with amodular plug.
Modular plugs are more difficult to install than recegptades so thisis not for the faint of heart. By doing so |
eliminated the mst and spaceof the patch panel and patch cable. If you chose this method be sure to
spedfy the rred plug. Contads used with solid (facility cabling) are different than those used with
stranded (patch cords) conductors. Use of incorred contad will result in intermittent terminations.
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5 Telephone — Not Just for Voice Anymore

We have threephone lines, two for personal use
and athird for business. 1500/384 ADSL service
provides high speed Internet access ADSL is
installed on the businessline.

The two non-businesslines are configured as a hunt
group, also cdled transfer on busy. If line 1 is busy
incoming cdls areredireded to line 2. Hurnting is
unidiredional; if someone cdls the second line and
it is busy the CO will not ring the first line.
Residential telephone service reps may not be
famili ar with Hunting becaise it is a"business
feaure." You may haveto presstherep alittl e to
get it. Line 2 isoptioned with cdl waiting, so even
if bath lines are busy the cdler does not get a busy
signal. The goal wasto trea the two personal lines
as sngle main phone number; cdlers always use
the main number. Thisworks well for incoming
cdls, however outgoing cdls are not as smple.

We wanted bah linesto return Caller ID of the
main phone humber. Unfortunately we learned that
isnot posdble, cdler ID isbound to physicd line.
The dhoices for the second line ae dlow or block
Caller ID. Blocking Caller ID hides the phone
number from ordinary users, however some people
refuse incoming cdls with Caller ID blocked. If
Caller ID isleft on people will lean the second
number and may useit diredly, defedingthe
purpaose of the hunt group. We opted to enable

Caller ID and remind family and friends to use the
Figure 16 Telephone Wiring Closet main number.

Thethird line isreserved for business use. It is not part of the hunt group. Sincethe businesshas only a
single line we wanted to use Telco based answering service Telco answering serviceis a goodmatch for
single line offices because the cdler gets voice mail if thelineisbusy instead of abusy signal. | consider
cdl waiting inappropriate for businessuse. Unfortunately our loca telephone central office (CO) does not
suppat voice mail so we must rely on an answering machine. Another possbility isto use cdl forwarding
to automaticdly transfer the call on busy or no answer to a cdl phone.

Even though we have ADSL we maintain abadkup dalup ISP acount. Using a dedicated modem phone
line seemed needlessly expensive. However sharing a line between modem and phone poses a mutual
interference problem. Picking up a phone dumps the Internet connedion. On the other hand the modem
cannot deteat if thelineisin use. | looked for an off the shelf solution but could not find one. So | designed
the Modem Access Adapter (MAA). This eliminated the need for a dedicated modem line. Operation of the
MAA isdescribed below.

21



5.1 Telco Network Interface Device (NID)

In the bad dd days before US telecom divestiture (1880to
ealy 1980s) Phone Company supplied service, wired
customer’s home and business and leased all telephone
equipment. With divestiture Phone Company regulated
responsibili ty was limited to delivering serviceto premise.
Inside wiring and equipment became austomer’s
responsibility. This creaed a dilemmafor the Phone
Company, how to determine if a problem was their
responsibili ty or that of the austomer?

Enter the Network InterfaceDevice (NID). NID isthe
demarcation point, between Phone Company and customer. It
incorporated lightning protedion and a method to easily
disconned customer premise eguipment (CPE) from the
telephone network. Early NIDs used modular jadk conneced
to dd style cabon block lightning protedor. Over time NIDs
evolved into asingle integrated package. The spedfic
embod ment of the Network InterfaceDevice (NID) has
changed over the yeas but the purpose remains the same:
Terminate outside drop wiring; provide lightning protedion and meansto disconned inside wiring. Some
NIDsinclude ahalf-ringer test circuit. The half-ringer creaes a unique signature to all ow test equipment to
determine if fault ison Telco or customer side.

Figure 17 Telco NID

Picture above shows atypical multiline NID installed indoars, as oppased to more common location
outside. Telephone company wiring terminates under the protedive wver on the left. The Telco side
contains protedion circuits that divert lightning surges to eath ground. The right hand side has provisions
to conned CPE wiring and atest jadk for ead line. Opening the mver exposesaRJ11 test jadk. Pluggng a
phoneinto the test jadk disconnedsinside wiring. If the test phone works the problem is with customer
wiring or equipment, if not problem is with the Telco.

5.2 Secondary Lightning Protection

Locd exchange carier provides lighting protedion as part of the NID. Eledronic
devices are more fragil e than eledromedianicd phones; thisis espedally the cae with
computer equipment becaiuse they have multiple cnnedions, power, phone, DSL and
Ethernet. This makes the equipment susceptible to line surges. Adding secondary
protedion minimizes risk of equipment damage. The best location for seandary
protedion is the buil ding entry point. This all ows protedor to use power mains low
impedance eath ground to minimize voltage difference between services. Lightning
protedors do not absorb energy they divert it. If the diversion path is not low
impedance asubstantial voltage differenceis creded. Thisiswhat kills eledronic gea.

The EDCO TSP-200 series protedors add very little cgadtanceto the line. Thisis
criticd so the protedor does not interfere with the high frequency DSL signal. The
protedors clip to 66style split block. The Surge protedor acts like abridging clip
between the |eft side (Telco) and right side (Phone). With the protedor removed inside
wiring is completely isolated from the external conductors. A grounding bar runs down
the left side of the block. Thisis connected to a high quality eath ground, the same
used by the NID and power mains. When the protecor fires fault current is shunted to
ground. One protedor is used for ead incoming telephone line. Additional protedors

Figure 18 should be used on any lines connected outbuil dings.

Lightning
Protedion
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5.3 POTS/DSL Splitter

ADSL usesasingle phonelineto deliver both voice and data service
Filters are required to prevent the high frequencies used by DSL from
interfering with voice. To reduce mst ADSL service used customer-

install ed filters. All non-DSL equipment must be behind afilter.

Rather than using a microfilter at eaty non-DSL devicel instaled a
POTS/DSL splitter. The businessline is conneded to a Corning/Siecor
POTS/DSL splitter. The splitter provides alow pass filter that isolates
voicefrom high frequency DSL signals. The splitter has two outputs;
“Data” conneded dredly to the DSL modem and “Voice” conneded to
inside phone wiring. The splitter contains a half-ringer test circuit after the

Figure 19 Splitter low passPOTSfilter. This allowed the half-ringer in the NID to be
removed, minimizing DSL signal loading.

Home Alarm Tip + If aphoneis conneded to the splitter “Data” jadk it works normally. This
credes a potential safety hazad with ahome darm system. If a phone is inadvertently conneded to
the data port and isin use when the darm needsto seizethe lineit will not be &leto doso. Care
should be taken when using a splitter so only the DSL modem is conneded to the “data” jack. Or
the splitter installed can be install ed after the darm jadk and the darm filtered separately.

5.4 Modem Access Adapter

We wanted dialup modem to have acessto multi ple phone lines while
preventing mutual interference between modem and phones. This
maximizes the chance of conreding to the dialup ISP while diminating the
need for a dedicaed modem phone line.

When the modem initiates a call the alapter deteds modem going off hook
and seachesfor anidleline. If it findsan idlelineit disconneds phones
before conneding the modem. While modem isin use phones are
disconneded preventing them from interfering with modem. If all li nes are
busy modem cannot conned and retries later. This prevents modem from
barging into an adive phone call.

The aapter is conneded to the primary personal line and businessline.
When the modem attempts to conned adapter tests primary personal line
firgt, if it is busy businessline is checked. The seach order assumes that
during the day, when businessline is needed, modem uses personal phone
line. Sincethe two personal lines are configured as a hunt group when the

first lineis busy the cdl isautomaticaly routed to the seaond If the personal
lineisbusy data cdl i s placed on businessline. Thisis most likely to occur
after normal business hours, when personal phone usage is heaviest.

Figure 20Modem
AccessAdapter

The left hand switch enables or disables the device. It also sets whether or not
to seach bath lines. The right hand switch seleds sach order; either line can be seached first. LED
indicaorsidentify which phonelines arein use and which lineis being used by the modem.

The Modem Access Adapter was published as a Design Ideain the July 22, 199 issue of EDN. A theory of
operation, schematic diagram, parts list and software li stings were publi shed.
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5.5 Putting it all Together

The drawing below shows overall connedion of phone and DSL wiring. NID, secondary lightning
protedion, POTS/DSL splitter, Modem Access Adapter, test jadks, test phone and Type 66 punch down
blocks are locaed in the wiring closet.

From the NID each line goesto a secondary protedor. A POTS/DSL splitter is connected to businessline.
Splitter @Data®output runs direaly to DSL modem. Splitter &/oice® ad line 1 feed the Modem Access
Adapter. A dedicated drop conreds Dialup modem to MAA.

To make changeover easier al building wiring is terminated on punch down blocks. Short twisted pair
wire, cdled cross-conned wire, is used to interconned the various circuits. This makesit easy to rearange
wiring by adding and removing cross-conneds. Test jadks for ead line dlow atest phone to be
conveniently plugged in during troubleshoating.

A wall phone is permanently mounted in the wiring closet, with a RJ11 corded plug. This all ows test phone
to be plugged into the CPE test jadks or diredly into the NID. Having the phone permanently mounted in
the wiring closet insures it is avail able when needed.

Figure 21 Telephone Wiring
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6 Broadband Router — One Connection So Many Computers

When the LAN was first set up we used Wingate software running on alaptop sharing a dialup connection.
At the time (1998 Wingate was the only connedion sharing software that included a DHCP server. This
was a mnvenient cost effedive solution at the time. However we discovered several shortcomings with
this approach.

Software Sharing Limitations:
Connedion-sharing software is effedive proteding PCs on the LAN. However the PC diredly
conneded to the Internet is vulnerable. If that machine is compromised the entire network is at
risk. To proted the mnnedion-sharing PC we used Bladklce software firewall. This tended to be
fragile. Often installing the latest Microsoft patch broke the firewall.
For optimum seaurity the PC running sharing software should be dedicated to that task. Thisties
up a PC that could be used for other purposes.
At the time Wingate provided a proxy servicerather than NAT. This required eat application be
configured to use the proxy in order to accessthe Internet.
We were dout to get aDSL account. We wanted to use DSL as the primary connedion with
dialup as badup when DSL was down.

Router Wish list:
Ethernet WAN port for DSL or Cable
RS232 Serial WAN port for dialup modem
Automatic fallbad to dalup modem if broadband fail s
NAT connedion sharing
4 pat 10/100 Ethernet LAN Switch
DHCP server for locd addressall ocdion

| Psecpassthrough for VPN
Figure 22 M ultitech - Portmappingto run servers
Broadband Router - Eventlogging
- Goodtedc suppart

We chose aMultiTech RF500S router. It meets our requirements and Multitech technicd suppart has been
outstanding. The router creaes a dea distinction between LAN and WAN simplifying troubleshoating.
The router market is extremely competitive. Routers can be had for lessthen $50US.

6.1 Network Address Translation (NAT)

The LAN cannot simply be @lugged in° to the Internet. The IP addresses used on the LAN are forbidden

on the Internet and the I SP only provides a single public Internet address Network Address Trandlation
(NAT) provides a mechanism to trandate addresses on one side to addresses used on the other. NAT al ows
multi ple hosts to share asingle IP address NAT offersthe alvantage of a proxy server with the benefit of
being transparent to most appli cations. Proxy services were used extensively prior to the deployment of
NAT.

Internal LAN intercommunication proceeds normally NAT is not required. When arequest cannot be
serviced locdly it is passed to the NAT router, cdled a gateway. The router converts private aldressto the
public addressissued by the ISP and in some cases modifies port numbers to suppart multiple sessons. The
router sends the modified padket to the remote host as-if-it-originated-from-the-router. When reply is
receved router converts addressand pat number badk to that of the original device and forwardsit to the
LAN. The NAT router tradks individual sessions  multiple hosts are @le to share asingle address Asfar
asthe Internet is concerned the entire LAN looks like asingle computer.
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NAT blocks remotely originated traffic. It functions as a de fado firewall becaise it does nat know how to
route padkets that originate outside the LAN to host on the LAN unless gedficdly programmed to doso.

6.1.1 Performance

NAT requires router do alot of bodkkeeping, changing IP and pat addresses, then computing rew padet
chedsum. Routers have no trouble kegping up with WAN connedions of a few megabits per second. If
you are blessed with redly fast broadband connedion say 5 or 10 or even 100 Mbps make sure router is up
to the task. Our DSL connedion is 1500384 kbps. The router does not degrade network performance

6.1.2 Limitations of NAT

Asuseful asNAT isit isaso controversial. It bregks the end-to-end Internet addressng paradigm. NAT
maintains gate information. If it fail srecovery is not possble, the session islost. It interferes with server
functionality and |PsecVPNs.

When NAT wasfirst developed it was assumed the private addresspod was truly private and no one but
the administrator cared about addressusage. Today in the age of VPNs these internal addresses ARE being
exposed to ather networks. If atelecommuter's LAN and office network both use private addressthe
addresses may overlap. In asimple cae thisis not major problem, the user simply movesthe LAN to a
different private aldressblock. But what happensif the home LAN must suppart multiple telecommuters?
Thisrequires the aordination of multiple crporate LANsand SOHO LAN. In this caseit may be
impaosdble to resolve aldresscolli sionsif multi ple networks use identicd addressblocks.

Thisisnot to discourage use of NAT it isvery powerful technique. But NAT should be seen for what it is,
a short-term workaround to minimize the impad |Pv4 address $iortage, not a permanent extension to
Internet technology. For more information see RFC 2993Architedural Implications of NAT.

6.2 WAN Interface

Service providers offer several types of DSL modems: External Ethernet or USB and Internal PCI card.
There ae pros and consto each. An external Ethernet modem is the most flexible becaise it conneds
diredly to PC or router. The WAN port on most routers offer a variety of WAN configuration options
simplifying the task of switching from one broadband ISP to another.

The Verizon Westell ADSL modem has a 10 Base-T Ethernet port that conneds diredly to the Wide Area
Network (WAN) port of the router. Verizon in Ex Bell Atlantic aeas uses PPRE encgpsulation. This
reguires the user to log in, much the same as with a dialup acourt. The router implements PPPoE
eliminating the need to run PPRE PC client software. Verizon PPPOE sets | P address subnet mask,
Gateway and DNS addresses automaticdly each time the router logsin.

WAN settings are hidden from the LAN. Devices onthe LAN use the router as Gateway and DNS server.
The router forwards the request to the I SP provided addresses.

If the DSL connedion becomesidle Verizon will automatically disconned. The router maintains a kegp
alive that prevents connedion from being dropped. This smulates atrue dways on connection. The other
function of the keep alive isto determineif router has a goodInternet connedion. It does this by
periodicdly querying NIST timeservers.

6.2.1 Automatic Fail Over

When a omputer on the LAN requests Internet access the router verifies DSL isworking. If DSL is
unavail able the router automaticaly adivates dialup connection. The router includes an idle timer to
disconnea dialup modem after aperiod of inadivity. This prevents modem from tying u the phone
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unnecessarily. Router constantly attempts to reestabli sh the broadband connedion. When broadband
serviceisrestored dialup sesson isterminated.

Dialup turned out to be very useful. Router was st up before we had DSL. This allowed usto test and
debugthe LAN on dialup. When our SDSL provider went out of businesswe were forced bad to dalup.
When the Verizon ADSL acount was adivated we simply plugged in the Westell modem and entered
PPPOE acount information into the router. Once ayain we were up and running on DSL without having to
modify the LAN.

Setting up fallback acount is smilar to using Windows dialup networking (DUN); it requires a Point of
Presence (POP) phone number, user name, and password. With dialup PPPthe WAN IP address Gateway
addressand DNS addressare configured automatically each time the router logsin. The router hides
difference between Dialup and DSL from devices on the LAN. Host settings do not change the only
difference between Dialup and DSL is ged.

Verizon ADSL has been reliable. Outages have been either DNS or ISP routing problems. We have never
lost DSLAM sync. Outages typicdly last a few minutes on rare occasions up to several hours. The fad
problems have been with the service provider's internal network vali dates our choiceto oktain dialup from
adifferent vendor.

6.2.2 Multiple ISPs

Thefallbad feaureis grea but adds some complexity in setting up the LAN. Each provider issues a
different IP addressand uses different DNS and gateway servers. The router hides these differences from
madines on the LAN. Asfar asthey are concerned the router isthe gateway and DNS sever. Unfortunately
there ae afew things the router cannot hide.

Sending Mail - Thisisonly an issue with POP/SMTP not web based mail . Mass mail ers have exploited the
ladk of SMTP seaurity to inundate users with unsolicited junk email cdled SPAM. SMTP mail servers
cheefully accept al mail sent to it. Spammerslove this, al they need isan open SMTP mail server and
they arein business Asa munter measure most ISP SMTP serversrejed mail unlessit originates from
within their network. This restricts outgoing mail to users currently logged in gving the ISPsome antrol
over Spam. Thisis not a problem if one has a single email account provided by the | SP. However with
multi ple acountsthisrestriction is aproblem. SeeSedion 8.3.4 Spam Mitigation for more detail s.

Our domain hosting service uses SMTP authenticaion. Neither Verizon DSL nor our dialup ISP block
outgoing port 25 used by SMTP this al ows us to send mail though our domain SMTP server regardlessof
how we cnrect.

Usenet - If the | SP auto authenticates, rather than require explicit authentication, useis prohibited if
accessd through a different | SP. In some cases even if the server uses authentication aceessis blocked. For
example Verizon limits Usenet accessto Verizon | P addressblocks. Thisis doneto prevent customers from
swamping binary news srvers by using aternative high-speed connedions.

Spedl + obviously the router can do nothing about the speed dff erence between DSL and dialup.

6.3 LAN Address Assignment

Eadch device on the network requires a private I|P address These aldresses are not used on the Internet
therefore they are not coordinated by IANA. However they must be cordinated within the LAN. The
Multitech router has the flexibility to use static, dynamic or pseudo static addresses.
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6.3.1 Static

| P parameters: address subnet mask, gateway address and DNS addressneed be manually assigned to eat
madine. The router's DHCP server issues addressesin 1921682.2 - 192.168.2.100 range with a subnet
mask of 255.255.2550. Static addresses can be assgned in therange 192168.2.101 + 192.1682.254. This
keeps al addressesin the same subnet without interfering with DHCP operation.

6.3.2 Dynamic

Default Windows IP configuration is dynamic addressall ocaion. At power up the PC looks for a DHCP
server on the LAN. The DHCP server in the router assigns ead machine IP parameters. Oncethe PCis
configured it is able to use the LAN and Internet.

6.3.3 Pseudo Static

For some devices, such as srvers, dynamic addresses are inconvenient. For example the binding to the HP
print server isby IP address it does not have aname. If the server's addresschanges each client hasto be
reconfigured. A solution isto creae apseudo static address The aldressissued by the DHCP server is
bound to the dient's Ethernet MAC address Aslong asthe MAC addressdoes not change the device
receves the same |P address Thisis more convenient than setting static addresses manually.

All machines on the LAN areissued pseudo static addresses. This makes it much easier to interpret SysLog
entries that record events based on |P address

6.4 Gateway

The host sends packets that cannot be delivered locdly to the gateway. The gateway router deddes how to
deliver packetsthat travel outside the LAN. Only asingle mnnedion exists between our network and the
ISP so routingistrivial. The router smply forwards all padkets to the gateway addressassigned by the | SP.

Broadband NAT routers are not true routers in the cnventional sense. The do not share routing information
with other routers and typicdly have only asingle port.

6.5 DNS Nameserver

Host name resolution for locd devicesis performed by NetBIOS over IP. If Windows canna resolve ahost
name it assumes it is aremote host and forwards the request to the router's P address The router then
forwards request to Verizon DNS nameserver. To devices onthe LAN the router looks like a DNS server.
We arerunningalocad DNS nameserver that requires overriding the setting provided by the router.
Unfortunately the router does not include amechanism to pdnt to an internal private nameserver. The
workaround isto manually configure DNS nameserver addresson each client, another reason to use
pseudo-static address.

6.6 10/100 Ethernet Switch

The officeis wired with 4 Ethernet drops fed by a 16-port 10/100 hub. Thisturned out to be inadequate so
the Router's 4 -port Ethernet switch came in handy. One port on the router is configured as an uplink port.
This connedsto the 16-port hub feading the drops. Thefile server and doffice desktop conned to the switch
taking advantage of switch bandwidth. Everything else goes through the hub. This increased the number of
officeportsto 6 eliminating the need to pull more wire.
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6.7 Event Logging

Therouter logs all significant events and forwards them to the Syslog server. This overcomes one of the
main limitations using a dedicated devicefor Internet sharing + limited data storage space

6.8 Public Server Behind NAT

Running a server behind NAT requires router forwarding incoming connedion requests. By default
incoming connedion requests are discarded because the router does not know which host on the LAN to
dired it to. The router ads as an inbound firewall. Port forwarding configures the router to accet an
inbound connedion request, to say port 80, and forward to the web server. To the remote host the server
lookslikeit isusing the public IP address when in fact it is on a private addressblock. Eacd service needs
to be forwarded to the host running the gpropriate service

6.8.1 LAN Access to Local Public Server

Most Residential NAT routers do not perform WAN loopheck. This prevents accessto local public server
by its domain name or public IP addressfrom within the LAN. The server must be accesd by its LAN
madine name or LAN |P address When the server isaccessed by public |P addressthe router forwards the
reguest to the Internet. It does not redizethe host islocd. The padket never reades the server.

If locd accessby DNS name or public addressisimportant add the name/addressinformation to Windows
Host file. The Host fil e performs gatic name tranglation serviceinvoked prior to DNS. If the requested host
name is found in the Hosts file Windows will use that address and not query DNS.

6.8.2 Active vs Passive FTP

The way FTP all ocates ports causes problems with NAT. To NAT the connedion appeasto ariginate from
the server, rather then user. This causes NAT to prevent the transfer. This can be aproblem if your change
FTP ports from default 20/21 to some other value. NAT routers only know how to handle FTP on the
default port.

To lean moreread: Active FTP vs. Passve FTP, a Definitive Explanation.

6.8.3 Multiple Identical Servers

Most residential broadband 1SPs only all ocated asingle IP addressper customer. This causes problems
running multi ple servers of the same type. For example when running a web server, al i ncoming requests
to pat 80 are redireded to that server, this makesit impossible to runtwo web serverson asingle IP
addressusing the well-known pat. The work around isto use adifferent port for one of the web servers.
This can cause problems snce the remote user has no way to know the server is using a non standard part.
Many DynamicDNS sites have provisions to redired the request to the dternate port.

6.8.4 Security

Greda care need be taken running public servers. If an attacker is able to exploit awegkness in the server
they gain freerun of thelocd LAN asif the were locdly conneded.

6.9 Universal Plug and Play

Manually configuring port forwarding can be intimidating for novice users. UPnP al ows devices on the
LAN to request ports be opened on the NAT router. Thisis convenient but does pose aseaurity risk since
one has no way to know if the device requesting acassis trustworthy.
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7 Local Server — Just Like the Big Kids

The server provides sveral network services: fil e sharing, DNS nameserver, Network Neighborhood
browse master, red time dock synchronization, Syslog log server, private web server and locd weaher
station. At first we used a laptop as the server. This was convenient because it was lf-contained but had
limited disk storage cgadty. It was replacal with arecycled 200Mz Pentium desktop with a 45GB hard
drive. If storage requirements increase it has room for another disk.

7.1 KVM Switch

We did not want to add another set of user 1/0 when we
setup the desktop server. The solution wasto use aKVM
(keyboard, video, mouse) switch. KV M's have been used
in server farms for yeasto allow single point of control for
multi ple computers. We purchased a4 port Belkin Omni
View SE KV M. Port 1 isthe workstation port 2 the server
leaving 2 pats for future use.

Figure 23 Belkin KVM
Switching between computers is done via abutton on the
KVM or akeyboard hot-key sequence The KV M creaes virtual devices for ead computer. When
switching computers the KVM reanneds keyboard, mouse and monitor to the adive computer and
programs red devicesto match stored virtual device @nfiguration.

Video Performance Tip -- Workstations use higher video resolution and faster refresh rate than
serversresulting in very high video rate. Thisis not a problem for the KV M itself but requires
high quality cable. The video cable should use wax for the threevideo signals. Coax preserves
high frequency and minimizes crosgalk between video signals.

Mouse Compatibility Tip -- Each computer thinks it is directly conneded to a keyboard, mouse
and monitor. The KV M must memorize @mmands sent to each device and reconfigure the device
ead time the user seleds a different adive cmputer. Mice caise problems because so many
different enhancements exist. For compatibili ty PS/2 mice power up in two-button mode this
enables mouse functionally even if the corred driver isnot installed. At power up the device
driver performs a knock® sequenceto determineif it isaknown mouse. If the mouse answers
corredly the driver switchesit to enhanced mode. This causes problems for KV Ms. Unless the
KVM hasapriori knowledge of the mouseit is unable to configure it properly. Depending on
spedficsthisresultsin either lossof mouse awntrol or the mouse revertingto default two-button
mode. Thisisonly a problem when switching between machines. The KV M transparently passes
commands from the adive machine.

The Belkin KV M does not suppat my favorite mouse, the Logitech Wheel mouse. Switching
between systems revert the mouse to default mode, use of scroll wheel and thumb button is
disabled. To get around this problem the workstation runs the Logitech mouse driver and is
conneded to KV M port 1 when the system bods everythingisfine. Port 1 isthe default port so at
power up the host is able to accessdevices diredly. The KVM passs proprietary commands but it
does not remember them. The server is conneded to pat 2. Switching to server resets mouse to
Microsoft mouse mode. Enhanced functions are lost. The mouse still works but neither the
thumbwhed or thumb button is functional. | placed the Logitech control panel in the workstation
toal tray. Forcing the driver to search for new devices resets the mouse badk to full functionality.
Not very elegant but it solved the problem.

Monitor Plug and Play + modern CRT and LCD monitors communicate using VESA Display
Data Channel (DDC). This alows the PC to read monitor charaderistics and automaticdly
configuring the video subsystem. If the KV M does not emulate this fedure when the PC is
powered up on an inactive KV M port it thinks it is conneded to anon Plug and Play monitor
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reverting to low resolution low refresh mode. When the desktopisturned on conneded to an
inadive KV M port it thinks it is connected to a non plug and play monitor and revertsto VGA
mode. A workaround for thisisto disable monitor plug and play and set resolution and refresh
manually. Or always make sure the KV M is st for the desktop before turning it on.

7.2 Local DNS Server

Normally the ISP provides DNS. However, any DNS server can be use to translate namesto | P addresses.
Verizon DSL service has been very reliable, but they have had numerous DNS problems. | used the DNS
server from my dialup ISP for awhil e but finally dedded run my own. Bind-LE wasinstalled on the server.
Running your own DNS server puts you in charge of DNS issues.

Installing and running Bind-LE (Win 98) or TreeWak DNS (XP, W2K) is draightforward. Install the
software. Then modify TCP/IP settings. On the PC running Bind use IP loopkad address127.0.0.1 for
DNS, on other PCs DNS points to the Bind server. Running my own DNS server has lved the problem.

7.3 File Sharing

One of the advantages of havinga LAN is easy file sharing between machines. The server in out network
is st up with shares for eat family member. Manual and automatic badkup is used to proted data.

Windows network neighborhood all ows one to browse network shares, as easily asif they were on the locad
madine. To show up in My Network Places ead machine must be running Microsoft file and print
sharing service even if nothing is being shared. The network neighborhoodis organized by workgroup, in a
small LAN al machinestypically belong to a single workgroup, such as HomeLAN. One machinein eat
workgroup is €leded as the Browse Master. Idedly this machine is constantly on. Browse Mastership is
negotiated at power up. Network neighborhood kecomes unavail able when the Browse Master is turned of,
until the remaining machines negotiate Browse Mastership again. Getting the Neighborhood to work
reliably can be a tallenge, since many componentsinterad and involve large latencies.

The dternative to using pee-to-peq file sharing isto set up a Windows Domain controller. In general that
is overkill for most small home and office networks.

7.3.1 Share Files in My Network Places

#1 Fileand Print Sharing Service
Make sure Microsoft @File and Print sharing serviceCisinstalled on eat machine. Nothing need
be shared but the service must be runrning for the machine to show up in the Neighborhood

#2 Bindings

File and print sharing must be bound to a @mmunication protocol. My recommendation is to use
TCP/IP for everything. If you want to use NetBEUI or IPX for sharing go to Network setting for
ead adapter and unbind TCP/IP. By default Windows binds ead adapter to all protocols.
NetBIOS over TCP/IP should be cthedked. NetBIOS is the programming API used by application
to exchange information over the network.

Seaurity Tip - If system includes an interface onneded diredly to the Internet such as
when using Internet connedion sharing software like MS ICS or Wingate unbind file and
print sharing service from that interface Failure to doso resultsin sharing the computer
with milli ons of your %est friends® on the Internet. Seeitem #8 for Ports us ed in file and
print sharing.

#3Workgroup name
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Network neighborhoodis organized by workgroup. You can have as many workgroups as desired.
Inasmall LAN it makes ®nseto use asingle name, such as HomeL AN, becaise eah workgroup
requires its own Browse Master.

#4 Browse M aster

Idedly the Browse Master should run from an always-on computer. Thisisthe reason to use the
same workgroup name, so only asingle Browse Master isrequired. An election process
determines Browse Mastership. If you have aPC that isawayson go to File and Print sharing
properties. Change Browse Master from Automatic to Enabled. This forces the Browse Master to
win the dedion.

If you don©t have amachine that is always on it may take afew minutes for the neighborhoodto
appea after power up. The neighborhoodwill disappea for a whil e when the Browse Master is
shutdown urtil ladk of a Browse Master is noticed and a new eledion held.

#5Login

If network logon (in network properties) is st to Client for Microsoft Networks a password must
be entered at boa time for the Neighborhoodto be accesble. If the password is bypassed most
communicaion functions operate normally but the neighborhood tecomesinaccesible. To
eliminate the need to enter a password seled Windows Logon. It may be necessary to delete any
existing passwords. Seach for *.pwd files and delete them.

#6 Enabling Shares

On amachine running file and print sharing service pick the subdirectory to share and check
sharing. That diredory and all subdirectorieswill be shared. In a pea-to-pee network shares can
be password proteded to control access Evenif no dredories are shared the PC will till show
up in My Network Places.

Seaurity Tip - In general it is agoodideanot to share fil es unless necessary. Some of the
most damaging Viruses sach for file shares and destroy them.

#7 User Account
Some versions of Windows need user or guest acaunt to share fil es, this limits shares to
authorized users.

#8 Firewall
If the system uses a software firewall be sure it does not block NetBIOS and SMB ports used to
discover locd host names and sharefiles.

TCP/UDP Port 137  NETBIOS Name Service
TCP/UDP Port 138  NETBIOS Datagram Service
TCP/UDP Port 139 NETBIOS Session Service
TCP/UDP Port 445  SMB (Server Message Block)

Windows Configuration Tip + There gopeasto be a @mpatibili ty problem between
Win2000and Win98/ME network neighborhood We had trouble getting a Win 98 laptop
to show up in a network of Win 2000machines. The solution to was to crede separate
workgroup for Win 2000and Win98 machines. The laptop was put in a workgroup by
itself and the laptop Browse Master enabled.

7.4 Time Service
US National Institute Standards and Test (NIST) and ather organizations maintain public timeservers. This

eliminates the problem of drifting and inaccurate computer red time docks. For personal use NIST
recommends using NTP Pod Time Servers. Timeservers are extremely acarrate; however accessng them
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viathe Internet adds potentiall y several hundred milliseconds of round trip delay. Thiserror is not
significant for our purpose andisignored.

We use Tardis 2000running on the server and K9 on ead client for clock synchronization. Tardis includes
aNetwork Time Protocol (NTP) timeserver that periodicdly broadcasts time info over the LAN. A
companion program, K9, running on ead client updates locd Red Time Clock (RTC) to synchronizeit to
the server. Thisinsures all computers are laved to the locd server and the locd server inturnis
synchronized to apod Stratum 2 timeservers.

Tardis suppat Syslog. This all ows the Syslog server to cgpture Tardis2000 events.

Configuration Tip --Tardis 2000 dsfaults NTP time broadcaststo al available interfaces. |If
Tardisisrunon a computer with dired Internet acessconfiguration should be changed to li mit
broadcast to the LAN. IP broadcast uses the highest subnet address Assuming a network prefix of
192168.2/24 the broadcast addressbecmmes 192168.2.255. If thisis not done the time broadcast
is @nt out over all ports, including the one mnneded to the Internet. This may prevent dialup
connedion from timing out and may annoy your ISP.

Configuration Tip -- Theload on public timeserversis very high and getting higher, be agood
net citizen on set Tardisto only update every few hours. We set this parameter to once every 2
hours. For conveniencethe LAN broadcast occurs every 64 seands 0 client clock is updated as
soon as the machine bods.

Configuration Tip -- Tardis monitors dialup status. Thisis convenient if the PC running Tardisis
diredly attached to the Internet running DUN. Tardiswill upcdete Internet time only if the
connedion is adive; this prevents Tardis from adivating an auto daler.

7.5 Private Web Server

The browser home page of each PC paints to a web server running on the locd server. This all ows relevant
information be posted on the locd web server. The server consists of both static information and dynamic
wedher data. The server isfreeware cdled Xitami.

Seaurity Tip -- If the web server isrunning on a cmputer with dired accessto the Internet make
sure the web server isonly bound to the LAN interface Otherwise anyone on the Internet will be
able to accessit.

7.6 Weather Station

Davis Instruments weaher station datais posted on the internal web server. Davis Dftwareis configured to
update ahistoricd datafile and creae GIF images. The GlFs are posted to the locd web server allowing
anyone on the LAN to retrieve weaher data.

7.7 SysLog Server

BSD Syslog protocol provides a standardized method for network devicesto output status information to a
log server. Thiscreaesa central repository for event storage overcoming storage limitation o most
network appliances. Currently the only devices on the network originating Syslog entries are the
Routefinder router and Tardis Time service

We use Kiwi shareware program for both Syslog server and Log file viewer.
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8 Services — Making Life Worth Living

This dion describes the various srvices running on the LAN.

8.1 Internet Browsing

All PCs use Microsoft Internet Explorer version 6. Web browsing uses Hyper Text Transfer Protocol
(HTTP). | played around with FireFox as an alternative to | E. It worked well but | was too lazy to migrate
all the shortcuts from | E to FireFox. It seem seems the browser wars are raging onceagain. I'll serioudy
consider it on the next PC upgrade.

Key to effedive use of the Internet is being able to find what one islooking for. Our preferred search
engineis Google. They have anifty IE Seach toolbar add-on. The toolbar all ows Google queries be made
diredly from the toolbar.

8.2 FTP

File Transfer Protocol (FTP) isavery effedive way to transfer large files over the Internet. FTP predates
HTTP.

8.3 E-Mall

E-mail acoounts fall into three broad categories: advertising supparted free acourts, | SP acounts and
businessacmunts. 1SPstypically provide email service Thisis convenient but ties your e-mail addressto
current I1SP. Change ISP and your e-mail addresschanges. Freemail serviceslike Y ahoo are alvertising
supparted. They decouple email addressfrom ISP. Free acounts make sense for personal use and as
throwaways if they attrad too much spam. For business purposes or to insure long lasting email i dentity
nothing beds registering your own domain name. Onceregistered e-mail is addressed to
you@yourdomain. TLD. If you change hosting service you simply transfer your domain registration to the
new provider, e-mail is unaffected.

8.3.1 Browser Based Malil

The traditional way to accessmail has been with a mail client, such as Microsoft Outlook. Most free mail
services use abrowser interface diminating the need for amail client. Web mail is convenient because mail
isaccessble from any browser equipped PC. The user interfaceis ssmewhat lesshandy than a mail client
but adequate for casual users.

8.3.2 Mail Client

Except for web-based mail, e-mail has a sending component, SMTP, and areceving mailbox, POP. To
send mail the dient connedsto an SMTP (Simple Mail Transport Protocol) mail gateway. The SMTP
server ads as arelay between e-mail client and POP mail server. The SMTP server verifies eat redpient
isaccessble and returns an error message if not. The SMTP server delivers mail to the gpropriate POP
server, (Post Office Protocol). It works much as ared post office mailbox. The POP server stores mail
temporally. The email program conneds to the POP sever and downloads mail .

8.3.3 Corporate Mail

Teleammuters and road warriors need accessto corporate mail when out of the office Depending on
where the mail server islocaed this may be eay or difficult. If accessis not restricted the user isableto
login like any other mail acourt. If the mail server is not publicly acassble the employee needsto
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conned using the wrporate VPN. Some companies are implementing web-based email making life eaier
for road warriors and telecommuters. Corporate web based e-mail i s convenient becaise it does not require
aspedalized email client £ any machine with aweb browser is able to accessmail .

In our case cnnecting to the VPN required additional authenticaion and the connedion was expired
periodicdly to increase seaurity. Thisis not a problem when traveling and conneding for a short time but it
getstedious as atelecommuter conneded all day long. A solution, if it is acceptable to your administrator,
isto set up your corporate mail acount to automaticall y forward incoming mail to a personal mail acount.
This all ows you to access corporate mail without adivating the VPN.

8.3.4 SPAM Mitigation

Unlike retrieving mail from a POP server sending mail througha SMTP server does not normally require
authentication. This means the SMTP server will cheefully relay any mail presented to it. This has proven
aboam to unscrupulous folks inundating the Internet with Spam. 1SPs have adopted a number of strategies
to minimizethe problem. This presents a chall enge choosing optimum mail configuration when using
multi ple mail acounts and multiple | SPs.

Block Port 25

SMTP uses TCP port 25. Some | SP's block this port at the edge of their network. If the ISPblocks
outgoing wee it effedively prevents customers from using a SMTP server not under control of the
ISP. 1SPs like this approach because if they recéve aSPAM complaint they can trad down the
sender sinceusers are aithenticated. The down side of this method is that you must use the SMTP
server provided by the ISP or use another SMTP server on anon standard pat. If the ISP bocks
incoming Port 25 (more cmmon) it prevents you from running a SMTP server and accessng it
whil e off network.

Refuse off network SMTP Access

In this case the ISP blocks SMTP accessfrom clients outside its network. This prevents anyone
not logged into the | SP's network from using the ISP's srver to send mail. Thisisa common
pradicewith non-authenticated SMTP server to prevent off network access.

Blacklist

The I SP may subscribe so cdled Bladlist servicelisting domain names and | P addresses of
known Spammers. If mail arrives from aforbidden addressit is rejeded. Bladlists also exist of
addressblocks assgned to consumer ISP's, such as dialup accounts. The POP server refuses
incoming mail from these addresses on the assumption one should not seedialup or residential
broadband customers running SMTP servers.

Name L ookup
Server verifiesthe SMTP server has avalid DNS domain name and associated M X record.

Rate Filter
Rate filters limit how many messages can be sent from an account over time. Thisis effedive &
blocking Spam since Spammers snd a huge quantity of mail over a short period o time.

Mailing List Filter

Maili ng list filters limit number of redpientsin a single message. Thisislesseffedive then rate
filtering and becomes ared nuisance when sending a message to alarge number of redpients.
Incoming SPAM Check

Many services run incoming mail through a Spam filter. Thefilter evaluates ea message to
determine if it is Spam. Mail determined to be Spam is either marked as such or deleted.

POP Authenticate Before SM TP Send
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This method all ows clients conneded to a different acessnetwork the aili ty to send mail
thorough a non-authenticated SMTP server with a reasonable amount of security. The technique
requires the user first retrieve mail from the POP ac@unt before outgoing SMTP. Oncethe user is
verified the | SP asauimes that | P addressis trustworthy for a short time. This al ows the austomer
to send mail regardlessof how they conned.

SMTP Authentication

The deanest method d SMTP accesscontrol requires authentication, just like the POP server.
This all ows the customer to send mail independent of how they connect. Thisis becmingthe
preferred method to send mail.

8.3.5 Mail Implementation

None of the | SP's we use block outgoing port 25. The hosting service uses SMTP authentication. This
allowed me to configure dl mail acaunts on workstation and laptop to send mail using the tschmidt
domain SMTP server. This eliminates the need to modify outgoing mail based on how | conned.

Mail Configuration Tip -- Archiving mail when using multiple dientsisdifficult. Onetrick isto
have your main computer remove mail from the POP server. The other machines retrieve mail but
do not delete messages from the server. When you get badk to the main machineit retrieves all
intervening messages and removes them from the server.

Outlook Configuration Tip + New mail is nt using the SMTP server defined for the default
acount. Reply usesthe SMTP server defined for that acount. Thisis the source of some
confusion. Depending on how Outlook is %t up mail will be sent on some acount whil e others
will fail. Any SMTP server can be used to send mail, not just the one provided with the particular
mail acount.

Multiple SMTP servers + If you have to switch between multiple SMTP mail servers based on
locdion the registry hack built into NetSwitcher (seeL aptop * Internet Anywhere) isalife
savor. Thisalows different SMTP servers be used depending on location.

Seaurity Tip -- Be caeful opening e-mail attachments. Thisisa mmmon method used to spreal
viruses and Trojans. Configure your anti-virus program to scan email and attachments prior to
opening them and quarantine infected mail.

Seaurity Tip -- The dorementioned warning has been issued many times. What is less well known
isthat simply reading e-mail caninfed your system. ActiveX controls or VB scripts can be
embedded in the body of a mail messages. Realding the message adivates the virus. Outlook
preview hasto read thefirst few lines @it ispossble to beaome infeded even it the message has
not been read. Outlook has been patched to fix this but one never knows what clever dodge virus
writers will come up with.

Privacy Warning + An obnoxious privacy intrusion is the insertion a one-pixel imagein HTML
mail . When you read the message the browser hasto go to the referenced URL to retrieveit. This
all ows the sender to monitor when and if mail isread.

8.4 USENET

Most ISPs provide accesto USENET news. News serviceis a so avail able from companies geddizingin
news. USENET provides accessto ongoing discussons on a wide verity of topics. There ae anincredible
number of groups to choase from, both our DSL and Dialup ISPs carry over 40,000 news groups. Many
groups have an online FAQ that describes what the group is about to limit off topic posts. Newsgroups are
avauable source of up to date information. Given the incredible number of usersit islikely that someone
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will be aleto provide an answer to your question. The down side of unmoderated groupsislow signal to
noise ratio. One needs to wade through a lot of Spam, inane posts, and flames to find the occasional gem.

We use Outlook Expressas the newsreader.

News srver authenticaion can occur automaticaly when conneding to the ISP or require expli cit
authentication or in Verizon's case they require bath.

Seaurity Tip -- Spammers commonly harvest email addresses from Usenet posts. It is common
pradiceto use afake mail addresson Usenet. Do no simply make up an email address+ it may turn
out to be someone dse'sred address instead use aninvalid Top Level Domain. My Usenet mail
addressis tomnews@tschmidt.invalid.

8.5 Instant Messaging

Instant messaging (IM) is becoming extremely popular both full blown messaging service using a PC and
short message service (SMS) via cél phone + particularly in Europe axd Japan. IM requires client side
software. Thereis an interoperabili ty battle being waged among the various IM services that seeproprietary
and incompatible IM formatsin their corporate interest. The most popular universal IM client is Trilli an.

8.6 Multimedia

Internet multimedia was hampered by low dialup speal. Broadband eases this chokepoint opening the doar
to Internet delivery of radio and TV. Currently there ae numerous CODECs used to compressand play
audio and video. Thisleadsto dfficulty in making sure one has the mrrea¢ CODEC.

Pea-to-pee sharing of eledronic worksis controversial becaise cntent owners are unable to enforce
control over how their work isused. Online distribution of content isin itsinfancy. Broadband dstribution
obhsoletes many existing businessmodels.

8.6.1 ITunes

Apple's Itunes music service has been a popular complement to the IPOD as away to purchase and play
digital music.

8.6.2 Music Match Player

MPEG MP3 compresson provides nea CD-quality audio at 128kbps, about a tenth urcompressed data
rate. MP3 has beaome apopular digital music format. We use the Music Match Jukebox player. Thisis
both aplayer and is able to convert CDs or records to MP3 format and burn music CDs.

The fil e server has enough disk spaceto store our online music library. We mnverted all CDs and some
records (LP and 78 rpm) to MP3. This enables any computer on the LAN equipped with an MP3 player to
accessthe music library. Nea CD quality audio requires 128 kbps, this translates to about a megabyte per
minute of music. Thisresultsin alarge library but well within the reach of atoday's chegp hard drives.

8.6.3 Real Audio Player

Red Audio isapopular format for streaming audio and video. The basic dient player isfree We use Red
Player version 8 we find it meets our needs better than later versions.

Streaming is different then downloading in that information is used beforeit is entirely transferred.
Streaming players use aseveral seaond elastic buffer. When pay is darted playbadk is delayed a short time
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allowing the buffer to fill . The buffer isolates playback from temporary differencesin transfer speed. If
data slows down, the buffer is able to feed the player. If data arives faster then it is being used the buffer
expandsto storeiit.

8.6.4 Windows Media Player

Microsoft developed proprietary audio and video compresson formats that can only be viewed with
Windows Media Player. They are dso beginning to deploy provisions for secure distribution of music
using Digital Rights Management (DRM). Paving the way for dired purchase or subscription based music
services. So far | have not found that distribution method to be particularly convenient or advantageous.

8.6.5 QuickTime
Apple QuickTime is a popular movie-encoding format.

8.7 Printer

Computers were once hill ed as the paperlessoffice This has not happened. On the other hand the Internet
and low cost high quality printers have significantly expanded the use of eledronic document distribution.
This White Paper is a perfed example. It was composed on a computer, uploaded to aweb server and is
diredly viewable on the web or printed as hard copy.

We use aHP 2000 profesdonal Inkjet printer and a HP JetDirea 300X print server. Thisalowsany PC on
the LAN to use the printer. Many print servers are on the market. We chose the HP print server mainly to
minimize potential compatibility problems. The printer driver runslocdly on ead PC. The output of the
driver is ent to avirtual printer port, which isthe print server. The print server in turn deliversthe print job
to the printer. This works much better than pee-to-pee printing. The print server itself is alittl e box, the
sizeof adialup modem. A built in web server manages the print server.

Configuration Tip -- The print server does not have aname it must be accesd by IP address
Thisisinconvenient if the addresskegps changing. The router's pseudo-static addressfeaure
comes in handy to lock down the server's address The router all ocaes the same | P addresshased
on Ethernet MAC address Thislocks down the addressof the print server without having to
manually configure it with static IP address

8.7.1 Portable Document Format (PDF)

Printing documents on different printers can be a tall enge since margins and fonts differ. The Adobe PDF
format has becme the industry standard for print document formatting. | use CutePDF Writer to convert
MS Word documents to PDF formet.

8.8 Scanner

A flat bed scanner converts documents and photographs to dgital images. These files can be faxed o
incorporated into dacuments. Optica Charader Reaognition (OCR) software anverts text images to
format understood by work processors.

The scanner isan Umax 2200using USB to conned to the mmputer. It also functions as a poar mans
copying machine dl owing scanned images be printed to the network printer.

We wanted to network the scanner. This proved impradicd sincethe scanner needsto know where to put
scanned images. Without user intervention files are named with a sequence number. The solution was to
conned scanner to workstation and creae ashared image folder on the server. Images are scanned into
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Adobe Photoshop running on the workstation, named, and then saved on the server. Onceon the server any
PC is ableto retrieve them.

8.9 Digital Camera

Nothing beas a digital camerato quickly capture images and incorporate theminto documents or aweb
page. Our camera use SmartM edia memory cards to store images. Images are compressed in JPEG format
dramaticadly reducing size with minimal lossin quality. The amera came with aadlide viewer® cdled
Camedia Master. Thisworks well to organize ad title individual images. For image manipulation nothing
beas Adobe Photoshop.

A Microtech USB cad reader al ows the images to be transferred to the workstation.

8.10 Fax

Originaly we did not want to use fax at al, preferring to interac with clients via email or telephone. We
found it very difficult to get away from fax entirely so we sought a solution that did not require a®ed® fax
madhine or dedicated fax phone line.

For incoming fax we use freeeFax fax service Paid acounts are @le to spedfy locd phone number and
send as well as recave faxes. Free acounts are asigned a random phone number in our case 928223
4815 When afax arrives at the dax server it is converted to an image file and e-mail ed to the subscriber.
Proprietary eFax software isrequired to view the gtachment. The a@tachment can be saved and imported by
other programs.

To send fax we use Phone Tools utility Dell bundled with the PC. This allows direa faxing of eledronic
documents or scanned hard copy. The multiline office phone includes a data jadk that all ows the fax
modem to be switched to any phone line.

This works well for the limited number of faxes we send and receve.

8.11 TV and Radio

Hauppauge TV/FM card isinstall ed in the main workstation. It is nice being able to switch between &ed®
and Internet radio. TV is surprising good an a computer screen. The cad has afreezefeaure to cgpture still
images. The quality of the image il lustrates just how poa NTSC TV is compared to typical computer
resolution. NTSC resolution is about 720x480 pxels with lesscolor depth than typicd computer display.

8.12 Virtual Private Network

VPNs extend corporate network to telecommuters and businesspartners. In our situation a Checkpoint
SeaureRemote VPN provides saure remote accesto corporate network. There ae many ways to configure
aVPN. It can be setup to tunnel everything from the remote site to the wrporate LAN. Thisistypicdly
used to conned remote offices to main office We wanted to provide employees with secure accesto the
corporate network without forcing all remote Internet traffic to flow through the VPN; thisis cdl ed a split
tunnel. Only traffic destined for the corporate LAN flows throughthe tunnel. Client Internet traffic is not
aff ected. Some users, such as yourstruly, run home networks behind a NAT router. Thisadded alevel of
complexity to the setup.

The preferred VPN technology is |Psecdeveloped by the IETE. IPsechastwo protedion mechanisms
Authentication Header (AH) and Encapsulating Security Payload (ESP) AH authenticaesthe dient's IP
addressand cannot be used with NAT because NAT modifies the address ESP encrypts datato prevent
eavesdroppng. Authenticationis performed using Internet Key Exchange (IKE).
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Depending on the type of VPN the broadband router may have to suppart IPsec passthrough. IPsechas a
similar problem as FTP. Even though the request originates from the locd user, the sesson appeasto
originate from the server. NAT neealdsto be able to learn the adive port or the sesson will fail. This
requires the router function as an Applicaion Layer Gateway (ALG). It hasto recognize | Pseg just asiit
needsto recognize FTP.

VPN vendors reaognize the popularity of NAT router and typicdly implement workarounds to allow the
VPN to work behind NAT. The most common method is cdled UDP encapsulation. If the VPN server
deteds NAT, IKE messages are encgpsulated in UDP padkets. NAT modifies the UDP padkets but not the
IKE payload within.

Split-tunnel creaes a seaurity concern. The dient is able to accessboth Internet and corporate network
simultaneoudly. If an attacker compromises the dient heis able to use the dient to relay traffic diredly into
the corporate LAN. Asaminimum each client should be running the latest antiviral software. User training
should stress sfe mmputing pradices.

For more information refer to REC 2709 Seaurity model with tunnel-mode IPsecfor NAT domains.

VPN Installation tips:
- Verify VPN is compatible with NAT
Verify broadband router firmware is compatible with VPN software
Verify ISP does not block ports used by VPN.
Make sure VPN is configured to be NAT friendly
If home and office networks use private |P addresses make sure aldressranges are distinct.
If ISP assgns dynamic IP addresses the VPN client cannot be bound to a spedfic | P addresss.
The VPN extend network trust environment to the employee's PC. If this computer is
compromised so isthe mrporate LAN. Employees and family members need to understand safe
computing pradices.
PPPOE, used by some broadband providers adds 8 bytes of overhead, this reduces max packet
(MTU) to 1492 bytes rather then 150Q Make sure the VPN handles this corredly.

8.12.1 IPsec vs SSL

IPsecisavery robust way to provide telecommuters remote accesto corporate LAN. With IPsecit isasif
the employeewas sttingin the office. The down side is IPsecrequires a dedicaed client on the user's
madhine. For less demanding use many companies are opting to use Secure Sockets Layer (S.) to provide
limited remote acess SSL is the same security scheme used to access ®aure e-commerceweb sites. While
SSL is not as powerful as IPsec dl browsers suppat S, eliminating the need for spedal client software.
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9 Security -- Keeping the Bad Guys Out

Internet connedivity is a double alge sword. Being connected gives one accssto the vast resources of the
Internet but makes your computer vulnerable to attack. Unfortunately a significant number of talented
individuals take delight in wreaking havoc on others.

9.1 Security Patches

For Machines running Windows the Microsoft Windows update todl isa mnvenient way to install the latest
seaurity patches. Aswith anti virus oftware it isimportant to stay current. Once vulnerability is discovered
information about it is rapidly diseminated over the net.

9.2 Configuration

To make configuration easier most programs and operating systems use default settings. Chedk these
caefully to make sure they do not compromise system integrity.

Window Configuration Tips
- Disable VB scripting
By default each network interfaceis bound to all services. Make sure aty machine that has direa
accessto the Internet does not have File and Print Sharing® bound to the interfaceused to access
the Internet
Change passwords and acourt names, do not use defaullts.
Write down user names and passwords and store them in a seaure location away from the
computer so you have acceswhen you forget them. Don't worry you will forget them.
If posshble don't run public servers on your LAN, let the hosting servicedoit
Ban dialup modems on retworked PCs. They are apotential baddoar to your LAN

9.3 Social Engineering

Sad to say many security breades are not the result of compromising technicd security barriers. They
result from individuals inadvertently giving out privil eged information.

Seaurity Precautions
No reputable entity will ever ask you for your password. If there is a problem with the password
you may be issued a new one but you will never be asked to give someone your password. See
Sedion 9.4 Phishing.
Limit the amount of personal information you divulge. You need to disclose just enough
information to conduct the transadion. Often times you can use an alias such asin chat rooms and
forums.
The web makesit easy to download and install software. It ishard to tell if a particular programis
safe. Using antiviral software is helpful but it is not an absolute guarantee It is passble to get
infeded before the antiviral program is updated.
Don't advertise what you have. The more the dtacker knows about your install ation the easier it is
to find and exploit a weakness. All systems have weaknesses.

9.4 Phishing

Phishing isarelatively new term in the ongoing battle ayainst viruses and scams. Phish email ooks like it
originated from a legitimate company. The email typicdly states the redpient needsto dog in° to the
corporate web site and review and update acount information. Everything looks legitimate except, using
various subterfuges, the siteis bogus. It looks like the red one but it isacually controlled by the dtacker.
The goal of Phish attack isto oltain user ac@unt data so the atacker is able to masquerade & the user.
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9.5 Eavesdropping

Radio communication is easy to eavesdrop. An attacker can locate asafe distance without compromising
physica building seaurity. An attadker can cause aDenial of Service DoS) attadk and if account names and
password are sent in the dea they can be harvested by monitoring retwork traffic. Thisthrea was
recognized during development of WiFi wirelessL ANs. Provisions were made for authentication and
encryption to maintain privacy cdled WirelessEquivalent Privacy (WEP)

Unfortunately seaurity reseachers quickly discovered serious sortcomingsin WEP. Weaknessmanaging
the encryption key makesit relatively easy to determine the key thus bre&king encryption. Current state of
the at for WiFi security is WiFi Proteded Access(WPA). There ae versions optimized for some home
networks and large @rporate sites.

Powerline and Phoneline networks leak data beyond the confines of the network. An attadker can conned
to phone line or power line some distance away and gain accessto network traffic. Thisis espedally
criticd in multifamily housing and office buil dings where multi ple tenets are in close proximity.

Wired Ethernet is less susceptible to eavesdropping then the other technol ogies mentioned because
signaling is contained within the wiring and wiring carrying Ethernet signals does not typically exit the
building. Using Ethernet switches, rather than hubs, makes eavesdropping more difficult because only
traffic destined for the spedfic port isvisible & the machine.

9.6 NAT

NAT isoften considered afirewall whenin fad it isnot. One of the security benefits of NAT is by default
it drops incoming connedion requests. Only the IP addressof the NAT router isvisible to the dtadker. If a
remote host attempts to connect to the public IP addressNAT discards the padket because it doesn't know
which computer on the LAN to forward it to. Only if explicit port forwarding rules are aeaed will NAT
know how to handle the request. Thisis what gives NAT itsfirewall like charaderistics.

9.7 Firewall

Thefirst line of defenseisto control data entering and leaving the LAN. Unlessyou are running a public
server incoming security is easy, refuse dl incoming connection requests. Our businessweb and mail
server are hosted externally. This means ALL requests that originate outside the SOHO LAN can be
refused

A firewall imposes palicy rules on data entering and leaving the network. Software firewalls running on the
workstation, such as ZoneAlarm are ale to control accessbased on individual applicaion. Many low cost
Broadband routers include some form or firewall.

In some respeds firewalls are overrated. A machine without adive listening servicesisimpossble to attack
diredly. If the host is running one or more services the firewall needs to all ow incoming connedion to the
server. When that happens the firewall is no longer part of the seaurity scheme. The server itself must be
hardened to thwart malicious attad. Firewalls are grea for keeping unnecessary traffic off the LAN and
providing a secondary line of defense ayainst incorredly configured machines + but firewall s are not the
magic bull et many people think they are.

The other common avenue of compromise isto download software. The may occur through normal

download or more commonly through an email attachment. Firewall s are ineffedive in this form of attadk
unlessthey respond to traffic between the malware and Internet.
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9.7.1 Internet Paranoia

Assuming you are using either aNAT router or firewall the first thing you notice when examining security
logs is atremendous number of %ad® padets. Very little of thistraffic isacually an attack. Most isthe
result of incomplete sessions and mistyped or misprogrammed addresss. Before sending off an irate email
to your ISP complaining about being attacked may want to take agander at thistonguein cheek posting
cdled: You pinged me you dog, Internet Paranoia.

9.8 Virus & Trojans

We use McaeeVirusScan. It chedsfiles dored on the system and verifies e-mail and downloads. New
attadks are onstantly being developed, it isimportant to keep the anti virus program up to date.

9.9 Spyware

Companies are finding ever more obnoxious ways to extrad information from customers. Spyware can be
used for multiple purposes. Common usageis to coll ed appli cation usage information and forward it badk
to the company. It is also used to update targeted advertising. Spyware updates the als and in some cases
seledively displays advertising based on usage.

Firewall s can be configured to block accessto spedfic sites but that is a never-ending chore. Some personal
firewalls such as Zone Alarm monitor both incoming and ougoing traffic by application. This all ows the
user to spedfy what to al ow into and out of the PC. The down side is constant alerts asking whether or not
to al ow particular access.

Ad-Aware SE and SpyBot are two very popular freeware program used to remove various forms of
spyware. They are updated periodicdly to deted and removes various forms of spyware.
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10 Backup — Oops Protection

Having an always-on server makesit passble to use aitomatic online badkup. On line badkup is convenient
so badkups adually occurs. However it is not as ®aure & offline offsite backup. With online badkup a
software dtack may succeeal in destroying all copies of the data. If both copies are in the same location
they may be destroyed in afire.

10.1 On Line Backup

The server hasfil e shares for each user. We chose Second Copy 2000as the badkup utility. Second Copy
allows stting up multiple profil es. Each profile can be run automaticdly on a scheduled basis or manually.
The badup copy can be ather adired dataimage or compressed to asingle badkup file.

Seaurity Tip -- Password proted network shares. Some viruses each the LAN for shares.
Password will not proted sharesif the machine with legitimate accesesisinfeded but it will
prevent damage if another computer on the LAN bemmes infected.

Configuration Tip -- Second Copy cannot copy filesthat arein use. For example the Outlook
mail client runs constantly, preventing badkup of mail files. The Second Copy profile for mail is
set for manual copy. To badkup mail, Outlook is shutdown and the profil e adivated manually.

10.2 Off Line Backup

There is no substitute for off line badkup. It isthe best way to recver from virus or physical damage, such
asfire. Zip Drives, CD-R, or tape can be used to creae large off line badkup. CD-R isthe preferred
badup media. The disks are large, 700MB, and cheg. CD-R life expedancy is controversid it is at least
10-20 yeas. That is more than adequate for our purpases but not long enough for true achival storage. If
even more spaceis nealed recrdable DVDs are avail able.

Initially | used a Zip Disk for badkup. Zip Drives come in 100 Megabyte and 250Megabyte versions. |
grosdy underestimated the size of badkup data, plus ZIP disks are rather expensive and the transfer rate is
low. Thisturned out to be animpradicd badk up strategy.

For maximum safety the badkup copies sould not be stored at the same physicd locaion as the mmputer.
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11 Debug -- When Things Go Wrong

Networks occasionally fail. Goodtroubleshoating skills are necessary to determine the root cause of the
problem. For a small SOHO network gooduse can be made of the diagnostic toals built into Windows and
the indicaors on most Ethernet devices. Hardware, software, and servicevendors are dso a goodsource
depending on the root cause of the problem. Consumer items are very competitively priced, that limits how
much one-on-one support the vendor iswilling to provide. There ae many Internet resourcesto help
resolving issues my favorite is Broadband Reports.

Windows includes a number of command line utiliti es to help debug retwork issues. To runthe desired
utility go to START menu open the RUN dialog box, enter 2command,® pressOK. This opensthe
command prompt, also cdled the DOS box. The runthe cmmand type the command and any command
line switches at the prompt then pressreturn.

11.1 Ethernet Indicators

Ethernet cards, hubs and switches typicdly include anumber of indicators that are very helpful
troubleshoating aids.

I ndicator Purpose
Link Active mnnedion between card and hub/switch
10/100'2000 Mbps Indicaeslink speed
Full Duplex/Half duplex Half duplex when used with a hub and full duplex with switch
Activity Flashes during transmisgon or reception
Collision Flashes when hub deteds colli sion

If the Link indicaor isoff link isinadive. Thisis most likely a cdle fault or hardware failure of the
Ethernet interface

Ethernet cards automatically seled optimum speed. For 100 and 1,000 Mbps operation both sides must be
cgpable of the same speed and wiring Cat5e or Cat 6. When conneded to a hub Ethernet runsin half
duplex (HDX). Ethernet switches all ow simultaneous €nd and recave - Full Duplex (FDX). When using a
hub colli sions get worse & utilization grows. Occasional collisions are nothing to worry about.

Debug tip * If cablingis not terminated corredly end-to-end continuity may exist but pairs
miswired, causing a split-pair. Often a cdle with split pair will operate & 10 Mbps but will fail at
100Mbps.

Debug tip + Normally a computer is conneded to aHub or Switch using a straight through patch
cable. When conneding like devices say PC-to-PC or Switch-to-Switch a aossover cable or
uplink port is used. Some newer devices include aito-sensing ports eliminating the need for
crossover cables. If ports are mismatched the link will not work.

11.2 PING

PING isa command line utility to determine if aremote machine isreadable. The host is spedfied by
either |P addressor domain name. PING uses Internet Control Message Protocol (ICMP) to determine
round trip time to the remote hast. Not all host respond to Ping some alministrators disableit.

In the first example we pingalocd PC its P address In the second case we ping a public web server on
the Internet by its domain name. When using PING by name the first thing PING does is transate host
name to |P address This quickly determines if DNSisworking corredly. The third example shows a
typica report when the host ignores ping requests.

Example 1: Ping local computer | P address
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Pinging 192.168.2.2 with 32 bytes of data:
Reply from 192.168.2.2: bytes=32 time=2ms TTL=128
Reply from 192.168.2.2: bytes=32 time=1ms TTL=128
Reply from 192.168.2.2: bytes=32 time=1ms TTL=128
Reply from 192.168.2.2: bytes=32 time=1ms TTL=128

Example 2: Ping remote host by DNS Name.
Pinging broadbandreports.com [209.123.109.175] with 32 bytes of data:
Reply from 209.123.109.175: bytes=32 time=26ms TTL=242
Reply from 209.123.109.175: bytes=32 time=21ms TTL=242
Reply from 209.123.109.175: bytes=32 time=23ms TTL=24 2
Reply from 209.123.109.175: bytes=32 time=20ms TTL=242

Ping statistics for 209.123.109.175:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli - seconds:
Minimum = 20ms, Maximum = 26ms, Average = 22ms

Example 2: Ping remote host by DNS Name, | CM P response disabled.
Pinging www.cnn.com [64.236.16.84] with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

11.3 Traceroute

Traceroute determines round trip time to ead hop between the user and the remote host. This information
isuseful to determine the underlying cause of slow Internet response or unavail able hosts. Traceroute uses
the Time To Live (TTL) field causing packetsto expire & each hop. To read thenext hop TTL is
increased. When arouter receves a padet with an expired TTL it discards the padket and informs the
sender TTL expired. Traceoute uses thisinformation to build a path map and response timelist to ead hop
between the source and destination. Note in some caes a host or router will not respond to being pinged, in
that case Traceoute or Ping return atimeout for that hop.

Windows includes a ammand line Traceoute utility, TRACERT. Visual Route provides a graphica
format.

Typical TRACERT report:
Tracing route to broadbandreports.com [209.123.109.175] over a maximum
of 30 hops:

1 * * * 192.168.2.1( SOHO Router )

2 21 ms 68 ms 28 ms 10.20.1.1

3 20ms 20 ms 22 ms FO -1- 0.G- RTR1.MAN.verizon - gni.net [64.223.132.66]
4 24ms 23 ms22ms s3 - 0- 2.bstnmal - cr7.bbnplanet.net [4.24.92.5]

5 24 ms 24 ms 23 ms so - 3-1-0.bstnmal - nbrl.bbnplanet.net [4.24.4.225]

6 27 ms 24 ms 23 ms so - 7- 0- 0.bstn mal- nbr2.bbnplanet.net [4.24.10.218]

7 31 ms 31 ms30ms p9 - 0.nycmnyl - nbr2.bbnplanet.net [4.24.6.50]

8 29 ms 32ms 32ms pl - 0.nycmnyl - cr2.bbnplanet.net [4.24.7.6]

9 33 ms 36 ms 34 ms hO.netaccess.bbnplanet.net [4.24.153.130]

10 36 ms 36 ms 36 ms a9 - 0- 0- 8.msfcl.oct.nac.net [209.123.11.85]

11 36 ms 33 ms 39 ms broadbandreports.com [209.123.109.175]
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11.4 NET
NET is a Windows

command line utility to display information about

Windows networking and workgroup

11.5 NETSTAT

NETSTAT isaWindows command line utili ty to display protocol statistics and current TCP/IP network

connedions.

NETSTAT —a
NETSTAT —e
NETSTAT —help
NETSTAT —n

NETSTAT —r
NETSTAT -s

Displays all connections and listening ports.
Displays Ethernet statistics.

This list.
Displays addresses and port numbers in numerica I
form.
NETSTAT - p proto Shows connections for the protocol specified by
proto.
Displays the routing table.
Displays per - protocol statistics.

Interval

NETSTAT ?

Redisplays selected statistics, pausing interval
seconds between each display
This list

11.6 NBTSTAT
NBTSTAT displays protocol statistics and current TCP/IP conredions using NBT (NetBIOS over TCP/IP).

NBTSTAT [ - a RemoteName] [ - A IP address] [ -c][ -n]
[-r1] -R][ -s][S]][interval]]

NBTSTAT -a  Lists the remote m achine's name table given its name.
NBTSTAT - A Lists the remote machine's hame table given its IP

address.
NBTSTAT - ¢ Lists the remote name cache including the IP addresses.
NBTSTAT-n  Lists local NetBIOS names.
NBTSTAT - r Lists names resolved by broa dcast and via WINS.
NBTSTAT - R Purges and reloads the remote cache name table.
NBTSTAT —S  Lists session table with the destination IP addresses.
NBTSTAT -s Lists sessions table converting destination IP address

to host names via the hosts file.
RemdeName Remote host machine name.
IP address Dotted decimal representation of the IP address.
interval Redisplays selected statistics, pausing interval seconds

between each display. Press Ctrl+C to stop.
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11.7 IPCONFIG

IPconfig displays | P settings for ead adapter. The first adapter (0) isthe Virtual Point to Point Protocol
(PPP) adapter for dialup networking. The second adapter (1) isthe Ethernet NIC

Adapter Addressisthe hardware addressassgned to the physicd network interface For Ethernet thisisa
48-bit Media Access Cortroller (MAC) address Dialup PPP assgns a dummy MAC to the alapter. Default
Gateway isthe addresspadkets are sent to conned to foreign hosts. DHCP server isthe aldressof the
dynamic address ®rver. DNS server isthe aldressof the name server. In asimple network DNS, Gateway
and DHCP should be the aldressof the broadband router. Interfacel is st up for DHCP all owing
automatic dlocation of I1P parameters. The last two lines show when the lease was obtained and when it
expires.

C:\ WINDOWDesktop>ipconfig /all

Windows 98 IP Configuration

HostName .........:Tom - Desktop
DNS Servers.........:192.168.2.3

Node Type .........:Broadcast

NetBIOS Scope ID......:

IP Routing Enabled. . ...: No

WINS Proxy Enabled. .. ..: No

NetBIOS Resolution Uses DNS : Yes

0 Ethernet adapter :

Description . . .. ....: PPP Adapter.

Physical Address. .....: 44 -45-53-54-00- 00
DHCP Enabled. .. ..... :Yes

IP Address. ........:0.0.0.0

Subnet Mask ........:0.0.0.0

Default Gateway . . .. ..:

DHCP Server........:255.255.255.255

Primary WINS Server....:
Secondary WINS Server . . . :
Lease Obtained. . . .. .. :
Lease Expires.......:

1 Ethernet adapter :

Description . . . .....: SMC EtherPower Il 10/100 Network
Driver

Physical Ad dress......:00 - EO0-29- 35- 70- 1E

DHCP Enabled. .......: Yes

IP Address. ........:192.168.2.4

SubnetMask . .......:255.255.255.0

Default Gateway . .....:192.168.2.1

DHCP Server. . . .....:192.168.2.1

Primary WINS Server . . . .:

Secondary WINS Server . . . :

Lease Obtained. . .....: 207 06 7:28:44 AM
Lease Expires.......: 21006 7:28:44 AM
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11.8 Route

Routeisa command line utility to dsplay and manipulates network routing tables.

ROUTE [-f] [command [destination] [MASK netmask] [gateway] [METRIC metric]]

Active Routes

Network Netmask Gateway Interface Metric
Address Address

0.0.0.0 0.0.0.0 192.168.2.1 192.168.2.2 1
127.0. 0.0 255.0.0.0 127.0.0.1 127.0.0.1 1
192.168.2.0 255.255.255.0 192.168.2.2 192.168.2.2 1
192.168.2.2 255.255.255.255 127.0.0.1 127.0.0.1 1
192.168.2.255 255.255.255.255 192.168.2.2 192.168.2.2 1
224.0.0.0 224.0.0.0 192.168.2.2 192.168.2.2 1
255.255.255 255  255.255.255.255 192.168.2.2 0.0.0.0 1

11.9 Modem Statistics

The devicediredly
conneded to the first-mile
network often has to abili ty
to report low-level
connedion statistics. Thisis
apowerful diagnostic ad
sinceit measuresthe
condition of the physicd
interfacenot just end-to-
end performance

The Westell Verizon ADSL
diagnostic utility must
conned diredly to the
ADSL modem, it does not
work through arouter. That
isasimple matter of
temporally swapping
Ethernet ceblesto run the
test.

The display shows sync
speal matching the
marketed ADSL rate of
1500128 and adequate
noise margin. 6 dB isthe minimum accetable ADSL noise margin. The eror counters iow minimal
errors for the number of padkets logged (diff erent screen) by the modem.

Figure 24 Westell ADSL M odem Statistics
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11.10

Debug Techniques

The key to effedive debugging isto bresk complex systemsinto hite size diunks and build on what you
know works. One of the nicethings about using arouter isit provides aclea distinction between the LAN
and Internet. First step is determining if the problem isthe LAN or Internet.

LAN D

WAN Debug

ebug
Are dl PCs conneded to the LAN?
Is the Ethernet link indicator on? This mean the physicd connedion is good
Do al machines have the proper IP address? When set for DHCP if the machine canot find a
DHCP server it will self asggn an Autol P address This addressis different than private addresses
used on the LAN preventing intercommunication.
Ping machines on the LAN by Network name and IP address This verifiesinternal Windows
name resol ution and the TCP/IP stadk is working corredly.
Attempt to accessthe router configuration page or the PC running connedion sharing. If it does
not respond but other machines do the problem islikely the router.
If networking looks redly broken try pinging locd loopladk address127.0.0.1. Thistests the locd
IP stadk, and works even it the machine is not conneded to aL AN. If this does not work make
sure the NIC isbound to TCP/IP. If configuration is corred try deleting and reloading TCP/IP
stack.
If some PCs do not show up in Network Neighborhood see
Share Filesin My Network Places

If your DSL or Cable modem has arealy light make sureit ison. Thisindicates the modem isin
communicaion over the DSL or Cable network.

If your ISP uses PPPoE make sure it accepted your authentication credentials. If the ISP uses
DHCP try to dsconnect and renew the aldress

Ping a stable site like Broadbandreports.com that does not block ICMP Echo (Ping). If Ping
cannot resolve the host name you may be experiencing atemporary DNS problem. Try Pinging
the site by IP address As of 12/2004 Broadbandreports.com addressis: 209.123.109.175 If that
works you have identified a DNS problem. If the site is not accessble by addressthereis a bigger
problem.

Perform a Traceoute (tracet in Windows) to stable sites. Thiswill give you an ideaif your ISPis
experiencing congestion (high pgng), or is unable to route to the remote site. It is not uncommon to
have sites ®disappea® ater amajor fiber cut asrouterstry to route aound the failure.

Accessthe modem log to seeit the problem exists with the first mile connedion itself.

If you have DSL or dialup and are experiencing slowness, temporally conned the DSL modem
diredly to thetest jadk on the Telco NID. This disconnedsinside wiring. If speed improvesinside
wiring or equipment isinterfering with DSL or dialup.

Sites like Broadband Reports have todls to continuously monitor connedion quality.

Remember Internet accessproblems may be caised by: your computer, your LAN, your router or ICS, your
first-mile connedion, internal 1SP routing, Internet badkbone, the | SP conneded to the remote host, the

remote

host LAN and lastly the remote host itself. The trick itsto quickly determine which link in the chain

isthe cause of the problem.
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12 Power Distribution — Untangling the Mess

Eledronic devices creae ajumble of cables, both data cdles and power cords. Low power devicestend to
use external power supplies, called wall warts, which take up afair amount of space After struggling with
the dutter of multiple power strips | dedded to try an organize power distribution.

Figure 25 Power Panel

Power Panel requirements
- Multiple dways on receptades
Multi ple switched receptades controlled by
workstation
Wire routing provisions
Mourting provisions for awvall wart® power
supplies.

To minimize power consumption devices that do not have
to be on continuously are aitomaticaly switched on/off
with the workstation. Power bricks take up alot of space
so the number of outletsis generous; four strips with six
receptades ead are constantly on another three ae
controlled by the workstation. An adapter cable plugs into
the PS/2 keyboard or mouse port sensing 5 Volts. This
controls a soli d-state relay that feeds the switched power
strips.

Two rows of Velcro are used to organize power wiring.
The upper level consists of Cat 5 Velcro cable wraps. This
holds excesspower cable. The bottom row uses longer
pieces of regular Velcro to mount larger inline supplies.

Power Tip -- some power managed PCs leave PS/2 pats
powered all the time to all ow remote keyboard power up.
In that case the power panel neeads to sense power diredly
from PC main power supply.
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13 Laptop — Internet Anywhere

We use alaptop at our home office, in the office axd while traveling. This meansit nealsto conned to
multi ple networks. For meding we often set up an ad hoc isolated network to exchange fil es among the
participants. Network settings are sprinkled all over Windows and within various applicaions. This makes
it hard to move a @mputer between locations.

Even though we minimized dfferences between locations we still wound up with several site-spedfic
settings. The solution is aprogram cdled NetSwitcher. NetSwitcher works by modifying settingsin the
Windows Registry. It is able to change most network settings and to seled the default printer. Thetable
shows the various network settings we need. The ones controlled by NetSwitcher are highlighted in yell ow.

@Office On the road
IP Address DHCP DHCP Dialup PPP Static
Interface 10/100 NIC 10/100 NIC V.90 modem 10/100 NIC
Authentication Windows Cli ent NT Domain Windows Cli ent Windows Cli ent
Office Shares VPN NT permissons VPN N/A
SOHO Shares Pea-to-pea N/A N/A N/A
Default Printer SOHO network Office network Diredly attached | Diredly attached
printer printer printer printer
Time K9 client N/A N/A N/A
Email recave 3 POP acmounts 3 POP acounts 3 POP acmounts N/A
Email send Tschmidt.com Tschmidt.com Tschmidt.com N/A
SMTP SMTP SMTP
Usenet Dialup and DSL Diaup acount Diaup acount N/A
acount
|E home page Private web server | Biz home page Dummy laptop Dummy laptop
home page home page

Netswitcher is able to control everything we needed except default browser home page. A NetSwitcher
FAQ describes how to creae austomer controls using the registry editor: REGEDIT, to extrad registry
entries and creae scripts. This works well to creae austom controls. The down sideisthat it is easy to get
confused by the hack. If you dedde to use the gplication to change mnfiguration, the change goesinto
effect and all iswell until next time you use NetSwitcher to change location. NetSwitcher overwrites the
setting. After alittl e head scratching you remember what you did and all iswell.

During Windows shut down the NetSwitcher dialog box pops up. This all ows corred configuration to be
seleded for the next boa cycle.
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14 Internet Hosting -- Your Presence on the Net

Every business $iould have & least aminimal Internet presence Creding a simple web siteis neither
difficult nor expensive. The web server can be runin-house or by a hosting service

14.1 Hosting Service

The eaiest way to set up aweb siteis ahosting serviceto maintain 24/7 presence The service kegs ste
traffic off your first-mil e Internet connedion. Even companies with only dialup Internet accesscan have a
web site. Virtual hostingis appropriate for low traffic simple site. The hosting service runs multi ple virtual
web servers on asingle physical server. This dramaticaly reduces cost. Our site only costs $10US a
month. We use alocd hosting serviceINR.NET to host our site.

For alarge site it may be advantageous to use ahosting service but provide your own equipment. Thisis
cdled coll ocation. This uses the high-speal connedion of the hosting service mmbined with the flexibility
of managing and owning your own equipment.

Many |SPs all ow customers to set up web sites without registering adomain name. The virtual siteis
asdgned a name that looks omething like http://www.| SP.net/~yourbiz. This uses the domain name of the
ISP as the starting point to aacessyour web site. My daughters' site is an example if this type of site.

14.2 On Site Hosting

On site hosting makes sense for large or complex sites that justify the st of reliable high-speed access A
business $terequires a static | P address This provides long-term DNS stabili ty. The primary DNS
nameservers can be moved onsite or remain with the ISP. The secondary nameserver should be located
remotely for maximum reliability.

On site hosting is also an option for persona sites. Most residential broadband services are asymmetric;
upload is much slower than download. This limits ste performance Heavy site traffic will i nterfere with
other Internet usage. Residential broadband services often use dynamic addresses making it difficult to host
a server asthe aldresschanges without notice. Dynamic DNS services such as DynDNS minimizesthis
problem. The DNS serviceis updated ead time the server's addresschange. This works well for personal
sites but the site will be temporally inacassble during addressupdate making it inappropriate for serious
commercial use.

14.3 Registering a Domain Name

A domain name establi shes a businessidentity and decuples your businessfrom ISP and hosting service
With aregistered domain changing service providers or hosting serviceis transparent to customers.

Thefirst dedsion iswhich Top Level Domain (TLD) is most appropriate. The same hame can be registered
in multiple TLDs. Thisis commonly done when the mmpany name is trademarked. The COM TLD isfor
commercial use, so isthe new BIZ TLD. Networking companies commonly use the NET TLD. Some TLDs
are country spedfic such as .UK or .US. If you want to identify your company with a spedfic region they
are agood choice

Many hosting services provide aitomated tools to register and setup a domain. They coordinate with
InterNIC or other registration agencies. You can perform the registration yourself with the appropriate
agency and upgrade registration recrds when you have seleded a hosting service When you submit a
proposed damain name the registrar database is examined to insure the request does not conflict with an
existing name within the TLD. The new name is assgned provisionally in case another registrar has
recently recorded the same name. After alittl e whil e the registration is made permanent.
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14.3.1 Email

With aregistered domain email i s addressed to the domain, not the I SP. This personalizes your businesses
web persona. Hosting services typicdly provide one or more email ac@unts. Email i s structured as
username@domain. TLD. Most hosting services are ale to sort incoming mail to multiple mailboxes. This
enables employees accessindividual acounts without the need to run an internal mail server.

14.4 WHOIS Record

Information for ead registered damain is maintained in the WHOI S database. The database maintains
administrative and technical information about the site.

WHOISrecord for tschmidt.com
Registration Service Provided By: ITZA Company, LLC
Domain name: tschmidt.co m

Registrant Contact:
Schmidt Consulting
Tom Schmidt ******@tschmidt.com)
+1.6036732463
Fax: +1.9282234815
95 Melendy Rd
Milford, NH 03055 - 3417
us

Administrative Contact:
Schmidt Consulting
Tom Schmidt ******@tschmidt.com)
+1.6036732463
Fax: +1.9282234815
95 Melendy Rd
Milford, NH 03055 - 3417
us

Technical Contact:
NA
LLC InterNet Resource NETworks ***@INR.NET)
+1.6038808120
Fax: +1.6038808783
443 AMHERST ST STE 122
NASHUA, NH 03063 - 1223
us

Status: Locked

Name Servers:
NS1.INR.NET
NS1.ITZA.NET
NS2.INR.NET
NS2.ITZA.NET

Creation date: 04 Nov 1998 00:00:00
Expiration date: 03 Nov 2006 00:00:00
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14.4.1 Administrative
Administrative information records data about site ownership and contad.

14.4.2 Technical
Tedhnicd information records data dout network operation center contad.

14.4.3 Nameservers

Nameservers listed in the Whois database ae the asthoritative servers for your domain. These aethe
servers used by DNS to adomain nameto |P. The registrar does not maintain information about the site
itself, simply an addresspointer to the nameserver that does. Registrars require two nameservers, primary
and badkup. Idedly servers are in separate locations srved by different providers. This minimizes risk the
site authoritive nameserver becme inaccessble.

14.5 DNS Record

Oncethe domain is registered nameserver records must be aeaed. These records provide the translation
between friendly names and the host IP address If you use a hosting servicethey will likely setup the
nameserver for you. Still it is agoodideato understand basic concepts. A DNS record lookup utility is
avail able to view DNS records. The name server maintains a number of different records. Below are
commonly used record types. The DNS Suff web site has a number of useful utilitiesto verify DNSis st
up corredly.

14.5.1 Address Records (A)
Addressreords map host nameto IP address

14.5.2 Canonical Name Records (CNAME)

Canonicd records all ow a specific host to be known by more than one name. For example tschmidt.com
and www.tschmidt.com resolve to the same | P address

14.5.3 Mail Exchange Records (MX)

Mail Exchange records provide the addressof mail servers. The preferencefield all ows more than one host
to be used to receve incoming mail. This provides badkup in case amail server goes down.

14.5.4 Pointer Records (PTR)

Pointer Record trand ates host | P addressto machine name. This performs reverse lookup based on address
rather than name.

14.5.5 Nameserver Records (NS)

The nameserver reaord provides the name of authoritive nameservers for the domain. Authoritive servers
are the primary repositories of domain information. Other servers, cdled secondary name servers cade this
information to speed up access. The information caced on secondary servers must be periodicdly
refreshed.

14.5.6 Start of Authority Records (SOA)
The SOA denotes entry as the official source of information for the domain.

Serial number records revisions to the record. This all ows other nameserversto determineif the
record has been revised and locd copy neads to be updated. Preferred format for the serial humber
isYYYY MMDDNN. NN is an incrementing rumber that allows the record to be revised more
than once per day.
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Refresh indicae how often secondary servers sould check authoritative server for changes.

Retry indicates how long secondary server should wait to reconned if connedion was refused.

Expire is how long secondary server should use the current entry if it is unable to contad the
authoritive server.

M inimum indicaes how long secondary servers ould cache domain information.

DNS Reordsfor Tschmidt.com

Answer records

NAME CLASS TYPE DATA TTL
tschmidt.com IN A 207.121.124.46 3600s
www .tschmidt.com IN CNAME tschmidt.com 3600s
tschmidt.com IN MX preference: 10 3600s

exchange: gmx1.tschmidt.com
tschmidt.com IN MX preference: 20 3600s

exchange: gmx2.tschmidt.com
tschmidt.com IN NS nsl.inr.net 3600s
tschmidt.com IN NS ns2.inr.net 3600s
tschmidt.com IN SOA server: nsl.inr.net 3600s

email: hostmaster@inr.net

serial: 2002090501

refresh: 10800

retry: 3600

expire: 604800

minimum ttl: 600
Authority records
NAME CLASS TYPE DATA TTL
tschmidt.com IN NS nsl.inr.net 3600s
tschmidt.com IN NS ns2.inr.net 3600s
Additional records
NAME CLASS TYPE DATA TTL
gmx1.tschmidt.com IN A 198.77.208.51 3600s
gmx2.tschmidt.com IN A 198.77.208.52 3600s
nsl.inr.net IN A 65.160.136.4 3600s
ns2.inr.net IN A 198.77.208.4 3600s
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14.6 Creating a Web Site

Creaing aweb site requires a mmbination of artistic and technical skill s. Sites range from simple static
web pages to complex database driven e-commerce sites able to perform credit card transactions. A word
procesr can be used to creae asimple site, coding HTML manually. For more amplex sites gedalized
tools such as Microsoft FrontPage can be used to good advantage. Numerous companies gedalizein web
sitedesign if you dedde to outsourcethis task.

14.7 Uploading Web Pages

Once ceaed the various pages must be uploaded to the web server. The most popular method is File
Transfer Protocol (FTP). Files are uploaded and managed used a FTP program such as CuteFTP.

If web server supparts Microsoft FrontPage extensions such as Active Server Pages FrontPage uses a
proprietary method to upload fil esto the server.

14.8 Robots

Search engines make it easy to find information on the Internet by indexing and caaloging information.
Search engines perform thistask by using seach bats, cdled spiders, to traverse Web hypertext structure.
Spiders periodicdly visit millions of sitesto maintain an up to date index of billi ons of web pages.

An informal Internet standard has been developed to control the adions of these search engine spiders.
When the spider first connedsto asite it looksin the root diredory for the file robds.txt. The purpose of
robas.txt it to tell well behaved spiders, which web pages they are not supposed to index. Evenif the site
does not intend to prevent spiders from indexing pagesit is agoodideato place anul robds.txt filein the
root diredory. This eliminates numerous entries in the server's error log about accessto a non-existent file.

14.9 Server Logs

The web server typicdly creaeslogs of site visitors and pages viewed by each visitor. Thisdata ca be
analyzed to understand how customersinterad with the site.
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Conclusion

Setting up a SOHO network and VPN has been an interesting and arewarding experience. The network
mees our business and personal requirements. It is a pleasure having high speed Internet accessand being
able to share network resources.

Significant technicd expertiseis required to setup the network. The necessary components are realily

avail able but assembling the knowledge to creae and troubleshoat it can be rather daunting. Each year
more residential and SOHO networks are install ed. Manufactures are getting better at designing easy to use
equipment. In general fail ures are pretty straightforward and easy to fix oncethe root cause is determined.
However, determining cause is not always easy. Help is available from many sources. Manufacturer-
sponsored forums and spedalized home network interest groups provide problem isolation and resolution
help.

Networking today is smilar to the ealy days of the aittomobile. When it worked it was exhilarating, but
one neeaded ariding mechanic to kegp the machine operational. As networking expands beyond the
province of corporate IT departmentsit will become even easier to install and use.

Happy Networking
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