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Abstract

This paper discusses our experience setting up and using a small office home office (SOHO) network over
more then a decade. It offers guidance on selecting broadband Internet Service Provider (ISP), presents
Local Area Network (LAN) options, stxibes Internet sharing methods, and discusses typical
communication services.

Local Telephone Company 3000/768 Digital Subscriber Line (DSL) provides Internet access. A broadband
router allows multiple computers to share connection. Fast EthernetMbp8) LAN provides highpeed

internal communication. LAN services include: file sharing, backup, network printing, timeserver, DNS
server, Syslog server and local private web server.

We use a hosting service for business web server-amaileUse ofa Hosting service moves web site
traffic off broadband connection. It also significantly eases task of securing local network. A registered
domain provides persistent email address reducing risk of losing contact with past colleagues and friends.

Recent banges are: faster DSL, upgraded LAN wiring, photo printer antireffbackup.
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1 Overview

In mid 1998 | set up home networkWas starting a consulting business and wanted to learn about
building and operating a Small Office Home Offi&HO network. My prior networking experience was
limited to interactions with corporate Information Technology (IT) department.

LAN and Internet access has undergone significant evolution over the Begemn with Dialup Internet

and a few Ethernet drops. Over the years LAN expanded beyond my home office to encompass the entire
house utilizing both wired and wireless Ethernet. 3000/768 DSL replaced dialup. Currently Nsitogia

(now part of Motorola) 3346N DSL modem/router for Internet sharing.

A recycled desktop serves as a pooTreeWakbNS ser ver.
Resolver Tardisnetwork time serviceAbyssweb serveKiwi Syslog log server andavisweather station.

Each computer normally requires its own keyboard, video and mouse (KVM). Rather then use separate 1/0
devices for server and desktop use a combinati@etiin KVM switchbox ar RealVNCremote control
software. Having a KVM makes it easy to temporally connect additional systems for setup and testing.

HP OfficeJet K550 document and PhotoSmart D7160 photo printers are networked aridlado@ssany
PC on the LAN. HP 5400 flatbed scanner turns paper into electronic documents.

Traveling with a Laptop can be a challenge: as network configuration differs at each |ddat®witcher
automatesttis task providing one click switching between locations.

We use Acronigrue Imageor automatic on line back up and a Maxtame TouchUSB drive for off line.

Report is not intended as a competitive product review. Market is constantly changing; any attempt to do so
quickly becomes outdated. Rather, it discusses how specific requirements were addressed. For up to date
product reiews interested reader is directed to the many publications and articles on the subject. Products
and services described in this paper represent my choice to deliver the features my family and | wanted.

Goals for SOHO network:
e High-speed Internet acces
Share Internet connection
Wired and Wireless LAN
Print sharing
File sharing
Private web server
Secure remote access to corporate network
Access multiple email accounts
USENET newsgroups
Fax without a fax machine
Time synchronization
Automatic file backp
Offline backup
Display home weather station data
Learn networking

This paper discusses Internet access and connection sharing options. Recommends setting upcm always
server, even a small network benefits from having a server. Structured wirbetefitone and Ethernet is
covered in detail. Security and Troubleshooting topic provide information to maintain network and protect

it from intruders. Lastly discuss registering a domain name and running a public Internet web server. Every
business ougtib have an Internet presence. It does not take much effort to set up a simple web site and
cost is low.


http://www.tschmidt.com/writings/HomeLAN1999.pdf
http://en.wikipedia.org/wiki/Small_office/home_office
http://www.netopia.com/equipment/products/3000/3300_res.html
http://ntcanuck.com/
http://www.kaska.demon.co.uk/
http://www.aprelium.com/
http://www.kiwisyslog.com/
http://www.davisnet.com/weather/
http://www.belkin.com/
http://www.realvnc.com/
http://www.netswitcher.com/
http://www.acronis.com/
http://www.maxtor.com/en/external-drives/backup-and-storage-devices/

k"ﬁbmt

Personal Line

)

L2
L3

DE

Business Line

B @

Storage

USE Off Line

Monitor

Keyboard pouse

Memaory Card
Reader

Laptop

A4

Scanner

L4 Secondary
I Protectors
Hepaork DSL/POTS @
Interface [~ Shlitt & Personal
i = pIer Phones
Device -0 Test
Jacks
Business Line
Personal Line
Fax
P 16-Port Ethernet
| o ADSL2 10/100 Switch
e Modem/Router Y
Bi Biz Phone . lwuumu
Answering i
Machine
Yeather
Station
" =

WiFi
Access

Point

Document
Printer

Schmidt Consulting Voice and Data Network

Figure 1 SOHO Data and Voice Block Diagram




2 Interneti Much More Than World Wide Web

Internetwas created ovet0 yearsago as a means for government and academics to share expensive

mainframe computers. Today it is the preferred method to access albfyigital media: data, voice and

images. Internet is a contraction of Inter Network, literally a network of networks. Creation of Word Wide
WebWWW) i n the 199006s Vv as ttybypravidipga Grmhidal User tnterfaceet popul a
(GUI) on what until then had been text based. Some equate World Wide Web with the Internet. The two are

not synonymous. The web is simplysgrmdmittedly a very popular, application supported by the Internet.

Internet is gpackemetwork that transports data from one host to another over a network shared by many
users. Internet is fundamentally different then public switched telephone neta®T\. The telephone
network establishes a dedicated path for the duration of the call. This reservation exists wisatkeditd

or not. Internet on the other hand works on chunks of data called packets. Packets are presented to the
Internet on an as required basis. At each hop routers examine packet address field and determine how to
forward it toward the destination.

2.1 ISP

Internet Service Providet3P) connects end user to Internet. Internet popularity is driving demand for
high-speed low cost service. Higipeed Internet access is becoming widelgilable. Even though we are
in a fairly rural area broadband is available from multiple sources:

1) Comcast Cabl®OCSIS

2) FairPoint communicatioADSL

3) DSL competition fromG4Communicatiotthat collocate DSLAMSs at Central Offices

4) NH has numerous Wireless ISREISP) but none currently service ourea.

Currently have 3000/768 kbps ADSL service provided by local phone company, FairPoint Communication,

as the result of Verizonb6s sale of VT/NH/ME territor)
upgrade but were told we were too far awaynen FairPoint took over tried again. Was told we were over

the limit but representative agreed to enter the upgrade. That was middle of 2008 and have been happy with

faster speed ever since.

Connection between ISP and customer is often called thenlkestl prefer term firsimile because it
denotes i mportance of end wuser. I nternetds value pr oy
end points the network is useless.

For a more detailed examination of ISPs interested reader it reférsedllile Accesspaper on the
writings page.

2.2 Latency vs Speed

Non-technical folks often confuse latency with speed. Laténtypw long it takes a packet to get from

location A to B. Speed is rate bits are transmitted across the network. A useful analogy is to think of a truck
full of DVDs going from Point A to B. From the time truck begins its journey latency isihighile truck

travels to destination recipient can do nothing. However once it gets there speed is very high due to the
tremendous capacity of the DVDs.

Conversely a dialup connection has low latency since data arrives milliseconds after it is requested. Speed
onthe other hand is very lowlimited by switched telephone network performance. For a medeith
explanalti os ke Batency Stupid
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2.3 Naming Convention

Uniform Resource Leator URL) is a person friendly handle rather than machine friendly numeric IP
addresses. Translation of URL to IP address is performed by domain name 8/s@®nmi{omain names

are hierarchal evaluated right to left. The higHesel of the tree calleRootis implied. Next is the top

level domain TLD) these are the COM, EDU, ORG, MIL and GOV of the world. As the Internet expanded
each country was assigned a unique-tetter toplevel domain. For example the TLD for the United
Kingdom is UK. Within each TLD various agencies argpansible for name registration, called registrars.
The role of the registrar is to insure each registered name is unique withieagbgomain. For example

in our caseschmidt.condomain was already assigned se pickedtschmidt.com

Often an organization needs to create sub domains such as www.tschmidt.com for web access,
mail.tschmidt.com for email or product.tschmidt.com for product info. Since domain name ise€gistd
guaranteed to be unique domain owner is free to add as many sub domains as desired.

2.3.1 Domain Name System (DNS)

When a domain is registered the registrar database contains list of Nameservers that provide authoritive
information about the site. Authitve Nameservers are managed by the site administrator and contain all
the information necessary to access the various servers within that domain.

When a URL is entered into the browser, suchtgs//www.googlecom/, browser first checks to see if

host is on the LAN. Windows name resolution looks inHiosts fileto see if an address has been entered
manually then it useetBIOS over |IRo search local machines. This is a broadcast mechanism and works
well on small LANs but does not scale well. If host name is not found locally translation request is passed
to DNS Resolver.

Lets trace what happens whee look up www.google.com. Since Google URLIs not local it is passed to

the DNS system. The highest level is root. The naming hierarchy includes an implied dot (.) to the right of
the TLD this is called the root. The DNS Resolver is preprogrammed witlfPtaddress of several root
Nameservers. The request goes to one of the root Nameservers that returns the address of the Nameserver
for the .COM toplevel domain (TLD) since Google is in the COM TLD. Then the COM Nameserver is
queried for the address ob@gle Nameserver. The server returns the address of the authoritive

Nameserver for the Google domain. It is important to note root Nameserver does not know address of any
Google servers other then the Google Nameserver. Google Nameserver is then dskeatifiness of the

desired host. Often sites create sub domains for specific servers, the process continues until the address of
the desired host is determined. Once browser | earns I
very superficial vew of how DNS works. For a more-depth view se®NS Complexityby Paul Vixie.

Obviously going thought this multistep process each time one needs to translate ar&dtRérisme

consuming. To speed up process DNS resolvers cache recently used information. DNS records have a time
to live (TTL) parameter indicating how long cached information may be used before it must be refreshed.
URL name lookup is normally accomgied in a few milliseconds.

2.3.2 DNS Security Extensions (DNSSE)

As Internet becomes ever more pervasive attention has been drawn to lack of DNS security. Hackers are
able topoisoncached DNS informtion. Doing so allows an attacker to redirect browsers to compromised
site for nefarious purposes. A high priority initiative is to implement Domain Name System Security
Extensions DNSSEQ to counteract this sort aftack and increase level of confidence in DNS.

2.4 Routing

Internet is aouted networkThis is very different then broadcast discovery scheme used locally by
Ethernet or circuit switching used by teteme network. When a computer wants to communicate with a
resource not available locally it forwards packet to gateway router. Router forwards packets to proper
destination or to next router in the chain. In order to learn network topology routers uiyaofa
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techniques to communicate among themselves suRlPeendOSPFE ISP routers forward incoming

packets to customers and customer originated packets to the Internet backbone. Each router in the chain
forwards packets closer to the destination until the packet ultimately arrives at its destination. It is not
uncommona have ten to twenty hops between sender and destination.

Network Address TranslatiotNAT) router allow residential customer to connect an unlimited number of
computers to a singkSP account. Forwarding function for residential router is trivial since it typically has
only a single WAN connection although there are load balancing routers that support multiple connections.

2.5 Multicast

Most Internet traffic is between one sended ane receiveruhicas}. Multicastemulates traditional

broadcast onto-many model. This is a more efficient way to stream identical informatianany

endpoints. Unfortunately even though specification is mature not many ISPs have implemented multicast.
In general if you listen to Internet radio or TV it is being transmitted as unicast.

26 TCPvs UDP

There are two principle ways to transmifoirmation over the Internet; Transmission Control Protocol

(TCP) and User datagram protoctP). TCP createa session where receiver acknowledges each

packet. This is ideal for file transfer type communication. Recovery from missing or corrupt packets is
more important then latency. With UDP transmitter sends data without expecting feedback from receiver.
UDP iscommonly used with streaming audio and video transmission where latency is more important then
accuracy and insufficient time exists to recover from transmission errors. If an errors occur it is up to the
receiver to fAfake it. o

2.7 Quality of Service (QoS)

Internet is an egalitaridpest efforinetwork. This works amazing well for transferring large chunks of data
from point A to point B. The network continues to operate in the presence of albsortpairments and
failures. However: best effort does not work as well with latency critical applications such as telephony and
streaming media. For example during a Voice oveM®& ) phone call round trip latency should be under
150ms. Excessive delay makes carrying on a conversation difficult and with extreme delay virtually
impossible. On the other hand if a print job is delayed a little no one is likely to aetloag as it

completes successfully.

Residential LANs result in few QoS problems on wired segments. Wireless LANs are slower and subject to

radio interference benefit from QoS. Where QoS is most important is uploading/downloading over the

Internet. Mostonsumer broadband links are relatively slow especially upload capability. This disparity

makes it easy to saturated upload path. For example TCP/IP, the protocol used for file transfer, constantly

transmits acknowledgements (ACKs) back to sender lgttingpw data is arriving correctly. If ACKs are

del ayed sender wil/l stop sending and wait for recei Ve
assuming it was lost. If file is being uploaded at the same time a VolP call is in progress voice packets a

given priority over file transfer packets.

When switch or router encounters congestion it buffers incoming packets until it is able to forward them.
Quality of Service QoS metrics allows latencgritical packets go to head of the line. This simple strategy
works well if latency critical traffic is a small percent of total so bumping its priority has little effect on
other traffic. QoS marks packets withRifserv) priority level. If congestion occurs higher value packets
are delivered as quickly as possible. Lower value packets are delayed during congestion or discarded
during periods of extreme congestion. QoS services allow more gracefidstion degradation by moving
high priority packets to the head of the queue. QoS is not a panacea, it does not create more capacity, it
simply redefines winners and losers.
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2.8 Flow Control - Back Pressure, TCP Slow Start, Receive Window

When a host begimtransmission it has no idea how fast intervening links between it and remote host are.
Switched Ethernet usédsack pressurto prevent overwhelming slower links.

At the IP level trammitter uses a technique callgldw-startby sending a few packets then waiting for
acknowledge. The faster ACKs arrive the more packets transmitter sends per unit of time. TCP Receive
Window RWIN) parameter determines how many unacknowledged packets can be outstanding before
transmitter must stop transmitting and wait.

2.9 Addressing

Each IP device (host) must have an address. Addresses may bedassajizally, automatically by

Dynamic Host Configuration ProtocdDHCP) or automatically by the client itself, AutolP. Traditionally a
system administrator manually configured each host with a statiessl This was laborious and error
prone. DHCP simplifies the task by automating address allocation. The down side is need for a DHCP
server. DHCP has been extended to abbmwmatic configuratioif client cannot find a DHCP server. In

that case client assigns itself an address from AutolP address pool. AutolP is convenient for small LANs

t hat use | P and do not have access to a DHCP server.

directly conneted.

Ipv4 assigns each host a-BR address, resulting in a maximum Internet population of about 4 billion hosts.
Due to IPv4 address scarcity it is common practice for ISPs to charge for additional adéhess
exhaustiorhas been a concern for a long time. Classlessdaerain routing CIDR) and Network

Address translatiorlNAT) are two techniques used to delay the day of reckoning. Next generation IP,
version 6, expands address space to 128 bits. This is a truly gigantic number. While IPv6 holds much
promise it entails wholesale overhaul of the Inter8ath change is always resisted until one has no choice
to go through the pain of conversion.

2.9.1 Dotted-Decimal Notation

Internet addresses are expressed in dotted decimal notation, four decimal numbers separated by periods,
nnn.nnn.nnn.nnn. The 338t address is divided into four-®it fields called octets. Each field has a range of
0-255. The smallest address is 0.0.0.0 and largest 255.255.255.255.

2.9.2 Subnet

IP addresses consist of two parts NetwBrkfix and Host addresSubnettingallows IP addresses to be
assigned efficiently and simplifies routing. Teigbnet masklefines boundary between network and host
portion of address. Hosts within alset communicate directly with one another. Hosts on different
subnets use routers to forward packets from one subnet to another.

In our network all computers are on a single subnet: 255.255.255.0 allowing up to 254 hosts (computers)
also called a /24 &met because the first Dits of address are fixed. Host addresses are allocated from the

last octet (&bits). The reason for 254 rather than 256 hosts is lowest address is reserved as network address
and highest address for multicast.

2.9.3 Class vs Classless Inter-Domain Routing (CIDR)

When Internet was initially developed divide between network prefix and host address was embedded
within the address itself, rather then set by a subnet mask. These were calleddaseskettered Al E.

Class Al first octet is in the range 11126 (OXXXXXXXb). 8-bits reserved for network portion leaving 24
for host addresses. -bits provides 16,777,213 host addresses. The lowest address is reserved as the
network address, highest for broadcast. NOTE: first octet of 127 is reserved for test purposes.
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Class Bi first octet is in the range 128191 (10XXXXXXb). 16-bits reserved for network portion leaving
16 for host addresses.-bés provides 65,533 hoatldresses.

Class Ci first octet is in the range 224249 (110XXXXXDb). 24bits reserved for network portion leaving
8 for host addresses:ts provides 254 host addresses.

Class D - first octet is in the range 224239 (1110XXXXb). Class D networkeserved for multicasting.

Class E- first octet is in the range 240255 (1111XXXXb). Class E networks reserved for experimental
use.

It became clear very early that allocating addresses this way was very inefficient. Class C was too small for
many aganizations and Class A too lar@#assless InteDomain Routing CIDR) was developed to allow
network prefix be fixed at any bit boundary. CIDR using variable submask is rigersad and Class

based routing of historic interest, although one still hears reference to Class A, B, and C networks.

2.9.4 Port Number

Internet host is able to carry on multiple simultaneous communications sessions. This raises the question

how does theamputer know how to respond to incoming packets? While writing this paper my mail

programis checkingmai | every few minutes, 1 6m |listening to a
to time getting information from a multitude of web sites. Each TAOPOR packet includes a port

number. Port numbers are-b& unsigned values that range fror69,535. The low port numbersl®23

are calledwvell-known portsthey are assigned BRNA the Internet Assigned Number Authority when a

service is defined. Software uses the v@lbwn port to make initial contact. Once connection is

established high numbered ports are used during the transfer. For exampleowkatey a URL to

access a web site the browser automatically uses port 80. This is the well know port for web servers. Once

the connection is established client and server agree on high number ports to use.

2.9.5 Private Address Block

During work on impendingPv4 address shortag®-C 1918&eserved three blocks of private addresses.

Private addresses are ideal for our purposes because they are not used on public Internet. This allows them
to be used and reusedthout risk of colliding with Internet hosts. This eliminates need and expense to

obtain a block of routable addresses from the ISP. Internal hosts are assigned an address from RFC 1918
private address pool.

Excerpt from IETF RFC 1918 AddressAllocation for Private Internets:
Internet Assigned Numbers Authority ( IANA) reserved the following
three blocks of the IP address space for private Internets:
10.0.0.0 - 10.255.255.255 (10/8 prefix)
172.16.0.0 - 172.31.25 5.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

We will refer to the first block as "24 - bit block”, the second as
"20 - bit block", and to the third as "16 - bit" block. Note that (in
pre - CIDR notation) the first block is nothing b ut a single class
A network number, while the second block is a set of 16

contiguous class B network numbers, and third block is a set of

256 contiguous class C network numbers.

An enterprise that decides to use IP addresses out of the address
space defin  ed in this document can do so without any coordination
with IANA or an Internet registry. The address space can thus be
used by many enterprises. Addresses within this private address
space will only be unique within the enterprise, or the set of
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enterpris  es which choose to cooperate over this space so they may
communicate with each other in their own private Internet.

2.9.6 AutolP Address Block

A fourth block of private IP addresses is reserved for AutolP also caledconfigurationlf a host is

configured to obtain a dynamic address and DHCP server cannot be found host assigns an address to itself
from this pool of reserved addresses. Host picks an address from AutolP address pool, and tests to see if i
is already in use by trying to contact that IP address. If the address is not in use it assigns itself the address.
If the address is in use it picks another at random and tries again.

AutolP address block:
169.254.0.0 - 169.254.255.255 (169.284 prefix)

AutolP is useful for tiny networks that do not include a DHCP server. Before AutolP user had to manually
configure address and subnet mask to set up a simple IP network.

2.9.7 Localhost Address

127.0.0.1 is théoopbackiocalhost address. This is useful for testing to makes sure the network interface is
working. Sending data to the Loopback address causes it to be received without actually going out over the
physical network.

2.9.8 Multicast Address Block

IP sessions are typically one to one, host A communicates with host B. It is also possible for a host to
broadcast to multiple hosts. IANA reserved several address blocks for multicast.

Multicast address block
224.000.000.000 239.255.255.25 (224/8i 239/8 prefix)

2.9.9 Address Resolution Protocol (ARP)

IP addresses represent Internet global numbering scheme. Addresses used by local network are different.
For example Ethernet uses alfiBMAC addressARP provides a mechanism to learn MAC address
associated with a particular IP addrdg@sverse ARFRARP) determines if an IP address exists for a
particular MAC address.

2.9.10 Network Address and Port Translation

Residential ISP accounts are typically assigned a single IP address. This limits customer to connecting a
single computer to the Internétetwork Address Translatio(NAT) is used to convert private LAN IP

addresses to/from single address assigned by the ISP. To enable multiple sessions of the same type to
operate simultaneousBort numberslso need to be changed. NAT allows an unlimited number of

devices, assigned private IP addresses, to share an ISP account even if ISP only provides a one IP address.
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3 Broadband Router i One Connection So Many Computers

When we first setpiour SOHO network back in 1998 usafingateconnections sharing software to share
dialup. That was replaced withMultiTech RF500S router used with Y&t Netto-Net SDSL modem then
later with a Westell B90 modem when we switched to Verizon, now FairPoint, ADSL. Main reason for
choosing particular router was ability to fallback to dialup if DSL failed. At the time it was one of the few
broadband router$iat included automatic dialup fallback. This came in handy when our first broadband
SDSL ISP went bankrupt. ADSL service has been very stable so several years ago we dropped dialup
account.

Currently using aNetopia 3346Nhat combines ADSL2 modem, NAT router, Firewall, arpodt Ethernet

switch in a single device. This makes access to modem stats more convenient. Before we had to temporally
connect DSL modem diregtto PC, bypassing router, to access stats. Now stats are a web page accessible
from any PC on the LAN.

netopia
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Figure 2 Netopia ADSL Router

The other reason was to experiment with newer modem that sugts? and ADSL2+.ITU created
enhanced versions of ADSL that deliver higher speed and longer range. Verizon, now FairPoint
Communication, does not aertise ADSL2. However as new generation DSLAM cards are placed into
service they support ADSL2 and ADSL2+. If both DSLAM and customer modem support enhanced feature
they will be activated, if not connection falls back to original ADSL functionality. HaHing to loose by

getting a newer modem, as it is backward compatible with previous generation ADSL.

Using a router creates a clear distinction between LAN and WAN simplifying troubleshooting. The router
market is extremely competitive. New routers carhbd for less then $50 US and used high end devices
for similar price oreBay, where we purchased used Netopia router.

3.1 ADSL modem

Netopia 338N router has a built in ADSL and ADSL2+ compatible modem. Turns out our DSLAM only
supports ADSL. Given low cost of the unit it was worth a try. Plus we are ready for ADSL?2 if FairPoint
ever swaps out DSLAM line card.

There are three ways ADSL modem ceats to ISP: Statically, DHCP, and PPPoOE. Most business

accounts are static to facilitate running servers. With static customer manually enters IP settings into the
router. Residential accounts typically use DHCP or PPPoE. DHCP works much the samega RP&¥i
connected to LAN. When modem powers up it searches for a DHCP server. The server automatically loads
IP settings into router. FairPoint uses Pa@Point Protocol over Ethernet in our ar@&®&PoEwvorks much

the same as with dialup only much faster. PPPOE requires customer enter a user name and password.
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Behind the scenes most Tel c &bDW) totramsportAPspachetshATM no u s
normally requires configuring virtual circuit parameters. Verizon and FairPoint use VPI/VCI of 0/35 The
Netopia modem automatically discovers these setting so all user needs to do is enter user name and
password.

Router maintaia WAN connection even if it is unused for a long time making the connection
instantaneously available. If connection is lost for any reason router automatically reestablishes it.

We have 3000/768 ADSL residential package at about 13,000 feet fromntral@ffice. Exact distance

is different each time we call. One of the benefits of transition from Verizon to FairPoint we were finally
able to upgrade from 1500/384 to 3000/768. We are slightly too far to qualify for 3000 speed. Verizon
strictly enforceddistance limit. FairPoint acknowledged distance but was willing to increase speed. As
expected margins were reduced due to faster speed but connection has been reliable.
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Figure 3 DSL Modem Status Page

3.2 PPPoE and MTU

Pointto-Point Protocol over EthernePPPokE is an encapsulation protocol. PPPoE works much like
dialup PPP to connect a computer over a puioint link to ISP. PPPoE uses higheed Ethernet rather
then lowspeedrS232Serial.

Normally Ethernet packets are limited to 1500 bytes. This is also the typical maximum size transmitted
over the Internet. PPPoE adds 8 bytes of overhead to each packet reducingmmpaitoad size to 1492.
Internet packets can be fragmented and reassembled. However: many residential routers do not implement
fragmentation. Even when properly implemented fragmentation incurs a significant performance penalty
since an over large packstsplit into two smaller ones with attendant IP overhead.

A better solution is to limit packet size so fragmentation/reassembly is not required. Windows TCP/IP stack
implements path discovery mechanism to automatically limit packet size so fragmeistatibmequired.

Typical maximum transmission unit (MTU) is 1452 bytes: 1452 bytes data + 40 bytes TCP/IP overhead + 8
bytes PPPoE = 1500 bytes. A good indication of overly large packet problem is if sending a little data
<1500 bytes works but larger filé® not.

10

Tr ans


http://en.wikipedia.org/wiki/Asynchronous_Transfer_Mode
http://en.wikipedia.org/wiki/Pppoe
http://en.wikipedia.org/wiki/RS232

3.3 Network Address Translation (NAT)

Most residential broadband ISPs restrict customer to a single IP address. Limited size of IPv4 address (32
bits) space means addresses are in short supply. ISPs often charge extra if more then one addeéss is need
This creates a quandary; how to cost effectively connect multiple hosts to the Internet? The most common
solution is Network Address TranslatioddAT) using private IP addresséBTF RFC 1918 reserved three
blocks of IP addresses guaranteed not used on the Internet. Because these addresses are not used on the
public Internet they can be reused multiple times.

Combining NAT, more properly Network Address Port Translation siote &#ddress and port number are
modified, and RFC 1918 private addresses allow an unlimited number of computers to share an Internet
connection even though ISP only provides a single IP address. Private addresses are prohibited on the
Internet allowing tem to be used and reused indiscriminately. NAT provides translation between private
addresses on one side and single public address issued by the ISP. NAT offers the advaptage of a
serverwhile being transparent to most applications. Proxy services were used extensively prior to
deployment of NAT.

Internal LAN traffic proceeds normally; NAT is not required for local traffic. When a request cannot be
serviced locally it is passed to NAT routealled a gateway. Router modifies packet by replacing private
address with public address issued by the ISP and if needed modifies port number to support multiple
sessions and calculates new checksum. Router sends modified packet to remot# ftestigmated
from-the-router. When reply is received router converts address and port number back to that of the
originating device and forwards it to the LAN. NAT router tracks individual sessions so multiple hosts are
able to share a single address. Asafalnternet hosts are concerned the entire LAN looks like a single
computer.

3.3.1 Performance

NAT requires a lot of bookkeeping, changing IP and port addresses, then computing new packet checksum.
Routers have no trouble keeping up with WAN connectionsfefvanegabits per second. If you are

blessed with really fast broadband connection say 5 or 10 or even 100 Mbps make sure router is up to the
task.

Internal NAT translation tables limit the number of simultaneous sessions router is able to maintain. This
limit does not affect normal Internet usage. However whenteeeeer (P2P) is used the very large
number of sessions may overwhelm a-emd router.

3.3.2 Security

NAT blocks remotely originated traffic. It functions as a de facto incoming firewall becautss does not
know where to forward packets that originate outside the LAN unless specifically programmed to do so.

3.3.3 Limitations of NAT

As useful as NAT is it is also controversial. It breaks theterghd Internet addressing paradigm. NAT
maintains sté information. If it fails session recovery is not possible. It interferes with server functionality
and IPsec VPNs.

When NAT was first developed it was assumed private address pool was truly private and no one but the

local administrator cared about Ed@ddress usage. Today in the age of VPNs these internal addresses
AREbeing exposed to other networks. I f a telecommuter
private addresses they may overlap. In a simple case this is not major problen;, implgemoves the

LAN to a different address block. But what happens if home LAN must support multiple telecommuters?

This requires coordination of multiple corporate LANs and SOHO LAN. In this case it may be impossible

to resolve address collisions if itiple networks use identical address blocks.
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This is not to discourage use of NAT it is very powerful technique. But NAT should be seen for what it is,
a shortterm workaround to minimize effects of IPv4 address shortage, not a permanent extension to

Internet technology. For more information $&€C 2993Architectural Implications of NAT.

3.4 LAN IP Address Assignment

Each device on the network requires a unique IP address. These addresses are nthedetiomet
therefore they are not coordinated by IANA. However they must be coordinated within the LAN. The
router has the flexibility to use static, dynamic address allocation.

3.4.1 Static

When static allocation is used IP parameters: address, subnetgaiaskay address, and DNS address
computer .- The

need be manually assi

192.168.2.100 range with a subnet mask of 255.255.255.0. Static addresses can be assigned in the range

gned to

t he

192.168.2.101 192.168.2.254. This keeps all addresses in the same subnet without interfering with DHCP

operation.

3.4.2 Dynamic

This is the default Windows IP configuration, at power up PC searches for a DHCP server. The DHCP
aters. OrganPC iseanfighired it 85 ableitorc@ninanicate? par am
do to the
conditions the lease never expires and client IP address remains the same. If cliemrtveookf for
extended period of time lease will expire. Next time computer is attached will likely receive different IP

server in the router
The address is Al ease

address.

3.4.3 MAC Reservation

c |

ent .

Prior

t o

rout er

For some devices, such as servers, dynamic addresses are inconvenient. For example binding to HP printer

internals er ver is by | P ad

dr ess,

as

t

does

not

have

reconfigured. A solution is to create a pseudo static address. The address issued by DHCP server is bound
to the clientds Et gasMAE addrdss dbesanat changesdsvice is aways hssigned
the same IP address. This is more convenient than setting static addresses manually on each device.

All machines, except guests, are issued reserved addresses. This makes it much easieett@ystegpr

entries that record events based on |IP address.

Home Configure  Troubleshoot @ Security | Install
. | Home Troubleshoot System Status
netopia.

Select an option from the table below:

[ - Status Overview Features Memary
Ports Ethernet DSL

_ Interfaces Routes ARP LAN-Discovery
Statistics Circuit Configuration

Entire Page by Page Reset
[T DHCP Client DHCP Server PPPE

LAN Host Discovery Table:

Host-Naue
192.168.2.3
Teg-PC
Tribble
Derek
Tom-Desktop
HP-K550
JANS-DESKTOP

MAC Interface State
192.168.2.3 00-02-6£-49-99-ed Eth 100BT online
192.168.2.4 00-1b-fc-07-2a-a% Eth 100BT online
192.168.2.5 00-04-76-b8-30-19 Eth 100BET online
192.168.2.6 00-16-76-5d-fd-cf Eth 100BT online
192.168.2.13 00-08-02-c9-3b-5¢ Eth 100BT online
192.168.2.14 00-15-60-e3-bl-a% Eth 100BET online
192.168.2.15 00-e0-29-24-4f-5c Eth 100BT offline

© 2005 Netopia, inc.

Restart | Help

N

Figure 4 LAN Status Page
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3.5 10/100 Ethernet Switch

LAN wiring upgrade allowed moving router near-B6rt Ethernet Switch. One port of the Router is
connected to Switcleaving 15 Switch ports available plus three unused on the router.

Most modern Ethernet switches implemg@nto-MDIX . Switch checks link configuration and
automatically selects the correct pgpé depending if switch is connected to a PC or another switch. This
eliminates hassle of using crossover cable einkpports to interconnect multiple switches.

3.6 DNS

Host name resolution for local devices is performed by NetBIOS over IP. If Windowsta@solve a host
name it assumes it is a remote host and forwards request to router. Router forwards request to FairPoint
DNS Nameserver. To devices on the LAN router looks like a DNS server.

We run a local DNS Nameserver that requires overriding getprovided by FairPoint. Unfortunately

router does not include a mechanism to point to an internal Nameserver. Workaround was to manually
configure DNS Nameserver address in each clientds TCE
internal DNS erver, secondary points to ISP DNS server in case local server is down.

3.7 Gateway

Each PC forwards packets that cannot be delivered locally to the gateway. The gateway router decides how
to deliver packets that travel outside the LAN. Only a single coiumeexkists between our network and the
ISP so routing is trivial. The router simply forwards all packets to the gateway address assigned by the ISP.

3.8 Firewall

The router includes statefulinspectionfirewall. This provides another layer of security by observing
inbound and outbound traffic and dropping nonconforming packets.

3.9 QoS

Router implements multiple QoS functions to make optimum use of limited WAN bandwidth.

3.10 Syslog Event Logging

Router logs significant events and forwards ther@yslogserver. This overcomes one of the main

limitations using a dedicated appliance for Internet shdriimgited data storage. Router emits Systtaga

to the PC server. One of the services running on the server is Kiwi Syslog. Syslog server stores data from
both Router and Tardis Time server for later review.

3.11 Public Server Behind NAT

Running a public server behind NAT requires router forwardriming connection requests to the

appropriate server. By default incoming connection requests are discarded because router does not know
which host on the LAN to forward them. The router acts as an inbound firewall. Port forwarding configures
the router to ecept an inbound connection request, to say port 80, and forward to the web server. To the
remote host the server looks like it is using the public IP address, when in fact it is on a private address
block.

Operational tip - Most Residential NAT routerdo not perform WAN Loopback. This prevents
access to local public server by its URL or public IP address from within the LAN. Server must be
accessed by its LAN machine name or LAN IP address. When server is accessed by public IP
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address from within the AN router forwards request to the Internet. It does not realize host is
local. End result is packet never reaches the server.

If local access by DNS name or public address is important add the name/address information to
WindowsHost file. The Host file performs static name translation service invoked prior to DNS.

If the requested host name is found in Hosts file Windows will use that address and not query
DNS.

3.11.1 Active vs Passive FTP

The way FileTransfer Protocol (FTP) allocates ports causes problems with NAT. To NAT connection
appears to originate from the server, rather then user. This causes NAT to prevent transfer. This can be a
problem if you change FTP ports from default 20/21 to some wvithee. NAT routers only know how to

handle FTP on the default port.

To learn more readictive FTP vs. Passive FTP, a Definitive Explanation

3.11.2 Multiple Identical Servers

Most residential broadband 1SBsly allocate a single IP address per account. This causes problems
running multiple servers of the same type. For example when running a web server, all incoming requests
are to port 80, this makes it impossible to run two web servers on a single |Bsaaking wetknown

port. Work around is to use a different port for one of the web servers. This can cause problems since the
remote user has no way to know server is using a non standard port. Many DynamicDNS sites have
provisions to redirect requestttee alternate port.

3.11.3 Dynamic DNS

Remote host s use DNS to translate URL to serverés
and changes only rarely. This poses a problem for residential customers with dynamic address allocation

since serveaddress may change suddenly without notice. Several services have sprung up to address this
issue. Dynamic DNS services either run a small application on the router or on server to detect IP address
change. When that happebdgnamic DNSservice database is notified of new address. This is not a perfect
solution since there can be significant delay between address changes and when new address is available.
However for most casual residential usemgatks well enough.

3.11.4 Security

Great care should be taken when running public servers. If an attacker is able to exploit a weakness in the
server they gain access to the entire LAN. Once in control of a compromised server they are free to attack
other machies on the LAN. We use a hosting service to minimize security risk rather then run public
server locally.

3.12 Measuring Internet Speed

In a SOHO network LAN performance is rarely a speed determinate. Speed is typically limited by first
mile WAN connection. Itan be a challenge teasing out various components ebesrtl performance to
see if ISP link is working as advertised.

IP transmission splits data into 1500 byte chunks called packbig€® 8bits). Some of the 1500 bytes

are used for network caiof so are not available for user data. TCP/IP uses 40 of the 1500 bytes for

control. NOTE: this analysis assumes use of maximum size packets. Since overhead is fixed using smaller
packet incurs higher overhead. With-dftes reserved for control out ofery 1500bytes sent only 1460

are available for data. This represents 2.6% overhead.

Some ISPs, typically phone companies, use an additional protocol called Peer to Peer Protocol over
EthernetPPPot o transport DSL data. This is an adaptation
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PPPoE because it facilitates support of third party ISPs as mandated by FCC. PPPoE appends an additional
8-bytes to each packet increasing overhead tbyt8s reducingayload to 1452. Where PPPoE is used
overhead is increased to 3.2%.

Many phone companies use IP over Asynchronous Transfer Mddé)( (AAL5) to carry DSL traffic.

ATM was designed for low latency voice telephony. When used for data it adds significant overhead. ATM
transports data in 58yte Cells of which only 48 are data the other 5 used for ATM control. Each 1500

byte packet isplit into multiple ATM cells. A 150yte packet requires 32 cells (32 x 48 = 1,536 bytes).
The extra 36=bytes are padded, further reducing ATM efficiency. 32 ATM cells require modem transmit
1,696 bytes of which only 1452 carry payload. Where ATM/PPRBaéd overhead is increased to 14.4%.

TCP/IP overhead 2.6% efficiency 97.4%
TCP/IP/PPPOE overhead 3.2% efficiency 96.8%
TCP/IP/PPPoE over ATM overhead 14.4%, efficiency 85.6%

It is easy to determine besase file transfer rate if modem data ratenigwn. Broadband marketing rate

may not the same as modem transfer rate. This may be done to simplify marketing by presenting a nice
round number. Some Telcods set transfer rate higher
test they receive vaé close to marketed speed. Most broadband modems have status page allowing user to
observe true transfer rate. Keep in mind this is rate modem connects to ISP not speed computer connects to
modem or router with is typically 10 or 100 Mbps.

As an exampleur FairPoint 3000/768 ADSL service has a sync rate of 3360/864, 3360 kbps toward
customer, 864 kbps toward Internet. FairPoint uses PPPoE and ATM yielding an overhead of 14:4%. Best
case transfer rate is 85.6% of sync rate, resulting in 2,876 kbps didwkbfs up. Typical file transfer

speed reported yroadband Reporisr Speedtest.nés shown below.

NOTE: This is bestase speed. Errors, transmission delayswill reduce speed from this value. The
higher the speed the more impact even modest impairments will have on thru put.

Kbps= download X 2:. 20 :52 :47.
m
NY, USA
Fairpoint .net

Your Speed Test Result

SPEEDTEST AN ot

DOWNLOAD UFPLORAD |
2815 s 684
ISP: Fairpoint Communications

Server: Ping: Distance:
New York, NY 45 ms ~ 200 mi

Figure 5 Speed Test Report
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4 Local Area Network i Networking for Everyone

Local Area Network (LAN) abws computers to access shared resources such as printer, files, and the
Internet. Ethernet, both wired and wireless, dominates SOHO network market.

4.1 Ethernet

Wired EthernetEEE 802.3is the most commmolocal network technology in use today. It was initially

based on Collision Detection Multiple Access Collision Avoidance (CDMA/CA). Think of original

Ethernet as a telephone party line. Before speaking listen to see if anyone else is talking. IEnalking i

it is OK to start. It is possible more then one person may start talking at the same time. That is a collision;
no one is able to understand what is being said. When this occurs everyone stops talking for a while. When
line is idle they try agairEach party waits a different length of time to minimize odds of colliding again.
CDMA/CD imposes a number of constraints to network design. Minimum packet size must be longer then
network eneto-end propagation delay. This insures transmitter is sifigmitting when collision occurs

allowing retries to be done at the data link layer. Power level antbesratl loss budget must be set to

allow reliable collision detection.

When Ethernet was originally developed it operated at 10 Mbps and used faabtawith clamp on

taps, calledrampire tapsEarly development focused on improving physical interconnection rather then
speed. Specification evolved from Fat coax, to thin coax to twistedTjpaiay most common type of
Ethernet is unshielded twisted pair (UTP) copper cable consisting of 8 conductors organized as 4 pairs
terminated with 8 conductor modular jacks similar to those used for telephone wiring. Since its inception
speed has dramaticalincreased from 10 Mbps (1980) to 100 (1995) to 1G (1,000 Mbps) (1998), 10G
(2002) work is under way on 40G and 100G Ethernet.

Switching has replaced Hubs, dramatically improving performance, and enabling full duplex operation by
eliminating Collisiondomain.

As speed or distance increases fiber becomes attractive compared to copper cable. The difficulty with fiber
is not so much fiber cost but high cost of eptectrical converters needed to connect NICs to fiber cable.

4.1.1 Media Access Controller (MAC) Address

Each Ethernet interface (wired or wireless) has a uniquat48AC address. This allows each interface to
be uniquely addressed. This is not the same as the IP address. IEEE assigns MAC vendor ID.

Excerpt from Assigned Ethernet numbers:
Ethernet hardware addresses are 48 bits, expressed as 12
hexadecimal digits (O -9,plus A - F, capitalized). These 12 hex
digits consist of the first/left 6 digits (which should match the
vendor of  the Ethernet interface within the station) and the
last/right 6 digits which specify the interface serial number for
that interface vendor.

These high - order 3 octets (6 hex digits) are also known as the
Organizationally Unique Identifier or OUL.

These ad dresses are physical station addresses, not multicast nor
broadcast, so the second hex digit (reading from the left) will
be even, not odd.

4.1.2 Virtual LAN (VLAN)

Virtual LAN technology allows the same physical LAN to connect multiple computers while igptatéen
group from another. Typical use is to credteAN based on community of interest for example payroll,
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marketing and engineering. A router is used to interconnect separate groups providing a lgpéat dea
control over how data flows across VLAN boundaries.

VLANSs are not yet common for home LANs but may become so if Internet services are delivered by
multiple service providers, perhaps one for data, another for IP based TV (IPTV), and yet anetimgy off
Voice over IP (VolIP).

4.1.3 Universal Plug and Play

UPNPis an outgrowth of PC plug and play experience designed to automatically configure local network
devices. As this paper should make clear conifigua LAN can be a daunting task requiring user to be
conversant with network terminology and concepts. UPNP provides automatic discovered and when
needed request firewall/router to adjust configuration to allow the particular service Internet access.

Unfortunately UPNP makes no provision for security so one has no knowledge or control of malicious
devices attempting to gain unauthorized access to the Internet. If you are unfamiliar with network
configuration and confident PCs have not be compromisadUNP is very convenient. On the other
hand if you are comfortable configuring network devices doing so manually improves security.

4.2 Wired Ethernet

Modern digital net wor ks are packet based. Et hernet
churks called frames. Ethernet frame can be up to 1518 bytes long of which 1500 bytes are available for
payload. 18 bytes are used for Ethernet addressing and frame management. When Gig Ethernet was
developed specification was modified to allow larger fraroabedJumbo Framedut that need not

concern us here. Each packet includes network specific information providing necessary information to

deliver the packet. This consists of sender and deistmatidress, packet length, and error detection to

verify errors did not corrupt the packet in transit.

421 10 7 1007 1,0007 10,0007 100,000 Mbps

Initially UTP Ethernet operated at 10 million bits per second (10 Mbps) over Category 3 UTP wiring.
Ethernet évelopment has been in 10X increments. Fast Ethernet increased speed to 100 Mbps over
Category 5 wiring. Gigabit Ethernet increased speed another 10 times to 1,000 Mbps. During Gigabit
Ethernet development the Cat 5 specification was tightened result@atbe. The fastest version of

Ethernet, 10 Gigabit (10,000 Mbps), has recently been modified to work over Cat 6a. Prior to that 10G
required fiber. Work is under way on 100G. Given the high speed it is unlikely to operate over UTP, most
likely some formof short distance coax.

4.2.2 Hubs vs Switches

Electrically UTP Ethernet is a poHu-point topology. Each Ethernet Interface must be connected to one
and only one other Ethernet InterfatiibsandSwitchesare used to regenerate Ethernet signals allowing
devices to communicate with one another.

CDMA/CA scheme originally used by Ethernet places a limit on the number of wire segmehtsrand

many hubs can be used in a single collision domain. At 10 Mbps4kgraile limits maximum to 5 wire

segments with 4 hubs between devices, however only 3 of those hubs can have devices attached. For Fast
Ethernet the rule is more stringent. A maximaf two Class Il hubs, and the distance between hubs must

be less than 5 meters. Class | hubs cannot connect directly to another hub. For all intents and purposes Fast
Ethernet (100 Mbps) is limited to a single hub.

Ethernet switches work very differeptihen hubs. Switch examines each arriving packet, reads destination
MAC address and passes it directly to the proper output port. Switch eliminates collision domain allowing
multiple conversations to occur simultaneously as opposed to singldipartyb. This dramatically

increases network performance. A 100 Mbps hub shares 100 Mbps among all devices. With a switch traffic
flows betweens port pairs. A ndiocking 16port 100 Mbps Ethernet switch has a maximum throughput
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of 1600 Mbps. This assumes 8 oeations evenly divided between the 16 ports each one operating at full
100 Mbps. Port A is able to talk to port D at the same time Port F is talking to Port B. Switches enables full
duplex communication. This means individual computers can be transnaitting same time they are
receiving. In actual use the speed improvement will be less but switches offer a tremendous performance
advantage compared to hubs.

When a switch does not know which port to use it floods incoming packet to all ports, muzlnlike

When device responds switch learns MAC address associated with particular port. The switch also floods
all ports with broadcast frames. Switches are transparent. Ethernet applications have no knowledge
switches are being used instead of hubs. Se#elsed to be much more expensive then hubs. In recent
years prices have come down dramatically making hubs obsolete while dramatically improving LAN
performance.

Gig Ethernet NICs and Switches are almost at price parity with Fast Ethernet. Gig EtieéMisedre an

interesting inflection point. Historically computer performance was limited by network communication.
When connected to Gig Ethernet typical PCs are only able to utilize a fraction of rated speed due to internal
bottlenecks. Typical PC file trafer speed when used with Gig Ethernet is limited to4800 Mbps due to

disk speed, O/S overhead, and PCI throughput. Bottleneck is no longer communication has shifted to
computing elements.

4.2.3 Managed vs Unmanaged Switches

Ethernet hubs and switches comenianaged or unmanaged versions. Managed devices allow the
administrator control of various parameters and observe traffic. Managed switches are overkill in a typical
SOHO network. Unmanaged devices are considerably less expensive.

4.2.4 Automatic Link Configuration

To make Ethernet easier to use higher speeds are backward compatible. TranSaveggotiatdink
characteristics to determine speed and whether connection is half or full duplexarellibsted to half

duplex as only one device can be transmitting at a time. Switches are full duplex capable of transmitting
and receiving at the same time.

NIC (computer interface) is configured as uplink port (MDI), Hub or switch as-KII0 and 10Mbps
Ethernet use one pair for transmit and one for receive, Gig and 10 Gig use all four pair in each direction.
Default configuration assumes MDI port is connected to MQport. Having NICs wired as MDI and
hub/switch as MDIX means that in most casesdrconnect is a simple 1:1 cable.

Problems occur when like devices are connected, say NIC to NIC or hub/switch to another hub/switch. To
make this easier hubs/switches typically have an uplink switch or port. The uplink port reverses normal
TX/RX configuration so another like device can be connected. The same effect can be obtained by using a
crossover cable. Cross over cable swap TX and RX pair at one connector. Recently vendors have adopted
Auto-MDIX to automatically determining remote port type and configure ports automatically. With Auto
negotiation (Speed) and AuMDIX (gender) Ethernet has become more user friendly. All user need do is
connect the cable everything else is automatic.

4.2.5 Topology

Formaximum performance a single wide Ethernet switch should be used to serve the entire LAN.
Cascading switches is transparent to traffic but limits inter switch speed to that of the link. With a single
wide switch throughput is dictated by internal swibatkbone performance.

4.2.6 Spanning Tree

Ethernet is designed such that one and only one path exist between any two endpoints. If multiple paths
exist switches are unable to determine how to forward fraBpning Tree protoc@tas developed to
address problem of multiple paths in complex networks. The protocol detects duplicate paths and turns off
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redundant paths. Spanning Tree requires managed Switthw<ost unmanaged switches dd no
implement the protocol. Spanning Tree is typically not an issue in simple SOHO LANS.

4.2.7 Power over Ethernet (PoE)

Until recently wired Ethernet delivered data but not power. Each device needed to provide its own power.
For traditi on adevicaslsiach as eomputess thiewwas koeath issue. However as more and
more low power Internet appliances such as WiFi Access Points and Voice over IP (VolIP) telephones are
deployed benefit of delivering both data and power over Ethernet cable became .obvious

IEEE took on the challenge and in 2005 reled®eB specification. POE provides 13 watts of power per
device. For 10 and 100 Mbps Ethernet PoE uses the two unused pair. Gig usegall fsupower has to
be injected into the active pairfEEE 802.3ats currently working on a higher power version of PoE to
increase power to about 30 Watts.

PoE has been a boom for low poweredides. It also facilitates backup power, as UPS only needs to feed
PoE Switch (or power injector) rather then every device.

4.3 Wireless Ethernet (WiFi)

Great strides have been made creating high performance low cost wireless LANs. RF technology is at its
best where mobility is of paramount importance with bandwidth les§\§éi radios operate in the

unlicensed Industrial Scientific Medicd5M) band. WiFi popularity has a down side. As more devices
attempt to use limited frequency allocation interference problems increase. Government regulators are
addressing interference by designating more bandwidth for unlicensed use. Stéodied are working to
facilitate graceful coexistence between various devices.

IEEE 802.11 radios operate in two modes ad hoc-foepeer and managed. Managed mode requires one
or more Access Points to bridge wireless network to wired network. Diggeon size and type of
construction a site may require multiple Access Pointsshédimode allows two or more WiFi devices to
communicate directly without needing an Access Point. Most WiFi communication make use of Access
Points.

The success of varisUEEE 802.11 Wireless standards has encouraged many vendors to enter the market.
TheWiFi Alliance works to insure interoperability between different vendors and promote use of Wireless
LANS.

431 27 117 54 - 250 Mbps

Initial version of|EEE 802.11delivered 2 Mbps in 2.4 GHz ISM band. 802.11b increased speed to 11
Mbps, 802.119 increased speed to 54 Mbps. 802.11a operates at 54 Mbps in the 5 GHz banath The
hyped 802.11n operates at 250 Mbps. Due to the waytbeeir transmission operates real world transfer
speed is limited to about half raw transmission speed and often significantly lower.

4.3.2 Security

Wireless LANSs are inherently less secure thenavifen intruder does not require a physical connection,

but can eavesdrop while some distance away. The original 802.11 designers were aware of this risk and
incorporated Wireless Equivalent Priva®WEP) into the specification. Unfortunately almost immediately
security researchers found critical weakness with WEP and shortly thereafter hacking tools became readily
available making WEP virtually worthless. IEEE developed a compreleessourity standard and several
enhanced implementations are available. WiFi Protected Acd#3487) is current state of the art for

wireless security. There are different versions optithipe residential and commercial customers.
Netstumbleiis a useful tool to help secure WiFi LANS.
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4.3.3 Interference

WiFi radios operate in unlicensed bands so interference is a problem, especially in camfpestedeas.
Interference is the result of other WiFi radios, tWiti radios operating in the same band such as
Bluetooth and wireless phones and unintentional radiators such a microwave ovens.

WiFi alliance has published numerous whitepapers on the subject. They are working with various standards
bodies to make devices more aware of their RF environment by probing for other radios operating in the
vicinity. Device use that knowledge to set operating chiaaume: power to minimize mutual interference.

Given the tremendous popularity of this technology governments are working to increase frequency
allocation for unlicensed radio use. As radios get smarter and frequency allocation increase interference
shouldbecome less of a problem.

4.4 Alternatives

Ethernet, wired and wireless, is the dominant LAN technology. The cost of installing network wiring is

modest if done when structure is being built. The situation is more difficult for existing structures. fThe cos

and disruption to retrofit a LAN is a significant det
impediments to home networking. These initiatives typically operate at lower speed than wired Ethernet

but have the advantage of not requiring addai wiring.

It is a testament to Ethernetods popularity these alte
physical medium, making it easy to bridge to standard Ethernet.

4.4.1 Phone Line Networking

Home Phoneline NetworlHomePNA uses existing phone wiring to create bridged Ethernet LAN
operating at a maximum speed of 320 Mbps. This allows computers to connect wherever a phone jack
exists. The specification allows analog telephone, DSd. L#&N to coexist on a single pair of ordinary
telephone wire.

Phone Line LAN uses slightly modified Ethernet packets. This makes HomePNA look like ordinary
Ethernet to software. HomePNA equipped computers cannot connect to UTP Ethernet directly,ia bridge
needed to rate match between the two networks and deal with minor signaling differences. This allows
HomePNA and Ethernet devices to act as if they were connected to the same LAN.

4.4.2 Power line Networking

HomePlug initiative provides higbpeed network dése that plug into ordinary AC receptacles at speeds
up to 200 Mbps. ThelomePlug Powerline Alliancis the clearinghouse for power line networking
products.

4.4.3 Ethernet over TV Coax

Multimedia over Coax AlliancéMoCA) is popularizing an interesting technology that utilizes TV coax
wiring to deliver Ethernet at up to 175 Mbps. Many homes built in the last few decades have RJ6 coaxial
cable feeding multiple ¥ outlets but are not equipped with Category rated cable suitable for conventional
Ethernet. Verizon is using the technology to eliminate need to run both coax and UTP Ethernet when
installing FIOS.

4.4.4 Ultra Wideband Radio

A number of emerging wireless tewlogies are targeting sm@lled lastfoot problem. One only has to look

at the rear of typical residential TV/stereo/home theater installation to understand problem. The mass of
cabling needed to interconnect individual components and the inabilityrgfa®nts to talk to one

another hinders adoption and is at odds with ease of use. This limitation has dogged consumer electronics
industry for years. The goal tfitra WidebandandWirelessHDtechnology is to deliver incredibly fast

data rates over a few meters eliminating need for A/V cabling.
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5 Local Server i Just Like The Big Kids

Local server provides several network services: file shabiNgs Nameserver, NIST clock

synchronization, Syslog server, private web server and personal weather station. At first we used a laptop
server. This was convenient because it wasceeifained but had limited disk storage capacity. It was
replaced with 200Mz Pentium desktop with a 45GB hard drive. Most recently server has been replaced
with a recycled 1 GHz Pentium desktop with 320 Gig drive running XP.

5.1 KVM Switch

We did not want to add another set of user /O when we setup

server. The solution wae use a KVM (keyboard, video, mouse)

switch. KVMés have been used in serv
single point of control for multiple computers. We purchased a 4

portBelkin Omni View SE KVM. Port 1 is the workation port 2

the server leaving 2 ports for future use.

Figure 6 KVM Switching between computers is done via a button on the KVM or

a keyboard hekey sequence. KVM creates virtual devices for
each computer. When switching computers the KVM reconnects keyboarse @od monitor to the
active computer and programs real devices to match stored virtual device configuration.

Video Performance Tip- Workstations use higher video resolution and faster refresh rate than
servers resulting in very high video data ratasThtypically not a problem for KVM itself but
requires coaxial cable. Coax preserves high frequency and minimizes crosstalk between signals.

Mouse Compatibility Tip- Each computer thinks it is directly connected to a keyboard, mouse

and monitor. KVYMmemorizes commands sent to each device and restores device configuration
each time a user selects a different computer. Mice cause problems because so many proprietary
enhancements exist. PS/2 mice power up in compatibility mode this allows basic mouse
functionally even if proprietary mouse driver is not installed. At power up mouse device driver
performs a Aknockod sequence to determine if a kno
correctly driver switches on enhanced mode. This causes problems for KMidss KVM has a

priori knowledge of specific mouse it is unable to configure it properly. Depending on specifics
this results in either loss of mouse control or mouse reverting to default mode. This is only a
problem when switching between machines. KWihsparently passes commands from active
machine to mouse.

This problem only affects PS/2 style mice since they do not support hot plug. USB KVM resets
mouse whenever a different computer is selected.

Monitor Plug and Play i modern CRT and LCD mmgtors communicate with PC usitdESA

Display Data ChannéDDC). This allows PC to read monitor characteristics and automatically
configure video subsyste If KVM does not emulate this feature a PC powered up on an inactive
KVM port thinks it is connected to a non Plug and Play monitor reverting to low resolution low
refresh mode. A workaround for this is to disable monitor plug and play and set resahdion
refresh manually. Or always make sure PC is selected by KVM before booting.

5.2 Remote Server Management

KVM is a brute force method of server management by simply switching physical 1/0 devices. Its
advantage is it provides access even before Ofscgritrol. A more elegant method is remote access
software. Windows XP Pro has built in remote management capabilities and there are numerpagyhird
applications. A popular remote access prograReial VNC Real VNC provides encrypted access to
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prevent eavesdropping and can be used from anywhere with an Internet connection. Once server side is up
and running remote user logs in to gain access to virtual desktop.

5.3 File Sharing

One of the advantages of havingAN is to facilitate file sharing between machines. Files can be shared
directly between PCs or by using a dedicated file server. My Network Places (Called Network
Neighborhood in some version of Windows) are organized by workgroup. In a small LANchines
typically belong to a single workgroup, such as HomeLAN. Once configured users are able to browse
network shares, as easily as if they were on the local machine.

Getting My Network Places to work reliably in a SOHO piepeer network can bedhallenge as there is

no Domain controlleto coordinate access and provide network browse services. As each PC is turned on
it looks to see if there is already a master browser on the Naké this has nothing to do with web

browsing. The Master browser collects information about shared network resources, directories, files and
printers and makes this information available to other computers on the LAN.

Ad hoc election process can causelylems if PC running master browser gets shutdown. It takes a while
for other PCs to notice there is no longer a master browser. Until new election is held it is impossible to
browse the network. Depending on power up sequences it is possible to hatkemanee master

browser, in a workgroup at a time. Masters do not exchange information. Having multiple masters will
segment the workgroup resulting in roemmunicating chunk® ¢ h u ¢ k s 6 site Nas & greatraticle
about peeto-peer browsing.

#1 File and Print Sharing Service

Make sure Microsoft AFile and Print sharing
Nothing need be shared but theviee must be running for the machine to show up in the
Neighborhood. In XP Simple File sharing is defaulted on except when XP pro is joined to a
domain.

#2 Bindings(Win98/ME)

File and print sharing must be bound to a communication protocol typicallyF B¥fore the
popularity of the Internet NetBEUI or IPX were commonly used on the LAN. They are considered
obsolete protocols and no longer build into Windows. NetBIOS/SMB is the programming API
used by Microsoft to exchange information over the network.

#3 Workgroup name

My Network Places are organized by workgroup. You can have as many workgroups as desired.

In a small LAN it makes sense to use a single name, such as HomeLAN, because each workgroup
requires its own Browse Master. The Browse Masteldsted at boot time. If PC running

Browse Master is shut down it may take a while for event to be detected and a new Master elected.

Windows Configuration Tipi There is a compatibility problem between
Win2000/XP/Vista and older versions of Windows anth98/ME. We had trouble
getting a Win 98 laptop to show up in a corporate network of Win 2000/XP machines.
Our workaround was to place laptop in its own workgroup

#4 Browse Master

Ideally Browse Master should run from an alwayscomputer. This is theason to use the same
workgroup name, so only a single Browse Master is required. In older versions of Windows is was
possible to force a machine to always be the browse master. That is no longer an option with
XP/Vista. Browsing performance is much impeal in newer versions Windows.
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To force, which machine will be the master browser shutdown all PCs on the LAN. Turn on PC
chosen as master browser first. As there are no other computers on the LAN it will win browser
election. As other computers are tednon they will detect an active master browser and use it.

#5 Login

If network logon (in network properties) is set to Client for Microsoft Networks a password must
be entered at boot time for the Neighborhood to be accessible. If the password isdbypasts
communication functions operate normally but the neighborhood becomes inaccessible. To
eliminate need to enter a password select Windows Logon. It may be necessary to delete any
existing passwords. Search for *.pwd files and delete them.

#6 Enabling Shares
To enable file sharing pick the desired subdirectory to share and check sharing. That directory and
all subdirectories will be shared.

Security Tipi Files can be shared as read only or read/write. Unless it is necessary to allow others
onthe LAN to modify file and/or create directories it is better to limit access to read only.

#7 User Account
Some versions of Windows need user or guest account to share files, this limits shares to
authorized users

#8 Firewall

If system uses a softwafirewall be sure it does not block NetBIOS and SMB ports used to
discover local host names and share files. XP SP2 built in firewall does not interfere with file
sharing. Some third party firewalls have to be configured to allow the following ports.

TCP/UDP Port 137  NETBIOS Name Service
TCP/UDP Port 138  NETBIOS Datagram Service
TCP/UDP Port 139  NETBIOS Session Service
TCP/UDP Port 445  SMB (Server Message Block)

5.4 Printer Sharing

We have two printers. Main document printer has a built in print server and is directly connected to LAN.
Photo printer has a US&nnection and is connected to file server.

55 Time Service

US National Institute Standards and T@StST) and other organizations maintain public timeservers. This
eliminates problem of drifting and inaccurate compugat time clocks. For personal use NIST
recommends usingTP Pool Time ServersTimeservers are extremely accurate; however accessing them
via the Internet adds potentially several huddmélliseconds of round trip delay. This error is not
significant for our purpose and is ignored.

We useTardis 200Qunning on server and K9 on each client for clock synchronization. Tardis includes a
Network Time Protoco{NTP) timeserver that periodically broadcasts time info over the LAN. A

companion program, K9, running on each client updates local Real Time Clock (RTC) to synchtonize i
the server. This insures all computers are slaved to local server and local server in turn is synchronized to
Stratum 2 timeservers.

Tardis support Syslog. This allows Syslog server to capture Tardis2000 events.

Configuration Tip -- XP/Visa incudes a timeserver that must be disabled when using K9 client.
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